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Abstract—We propose an enhanced physical-layer authenti- including the effects of receiver thermal noise; and for a time-
cation scheme for multi-carrier wireless systems, where trans- varying channel in [7], where the terminals remain static and
mission bursts consist of multiple frames. More specifically, it is the variations are due to changes in the environment

based on the spatial variability characteristic of wireless channels, The phvsical-laver authentication. however faces addi-
and able to work with moderate terminal mobility. For the pay y ’ !

authentication of the first frame in each data burst, the legal tional challenges as user mobility is introduced. Specifically,
transmitter uses the saved channel response from the previous physical-layer authentication utilizes the differences between a
burst as the key for authentication of the first frame in the measured (test) channel response and a prior channel response
Peeé(etivbeurrs(t).r U‘S‘?nke%ésso?gﬁg‘fgceétﬁaer:n‘gﬁ f%e%?f‘Ckoffrngéhg to discriminate between transmitters at different locations.
system.‘Then thg auther):tication of the follc?wir?g f?ames in the Unfortungtely, due to_ the rapid spatial decorrelgtion properties
burst is performed either by a Neyman-Pearson hypothesis test, Of the wireless multipath channel, even a minor movement
or a least-squares adaptive channel estimator. Simulations in of a mobile can lead to a quite different channel response,
a typical indoor building show that the scheme based on the resulting in large false alarm rates. In this paper, we propose an
Neyman-Pearson test is more robust against terminal mobility, epnanced scheme to solve this problem, which consists of two
and is able to detect spoofing attacks efficiently with small system parts — inter-burst authentication and intra-burst authentication
overhead when the terminal moves with a typical pedestrian .
speed. — and generates private keys from the channel response to relax
the limit on user displacement between two bursts.
We begin in Section Il by providing an overview of
|. INTRODUCTION the authentication scheme. In Section Ill, we derive a
i . ] Neyman-Pearson-test-based intra-burst authentication scheme.
Wireless networks are susceptible to various attacks ajpgh nresent another practical intra-burst scheme in Section IV,

threats. For example, in commodity networks, such as 802.ddqeq on the Least-Squares adaptive filter. In order to validate
networks, it is easy for a device to alter its MAC address ang,; ideas. we have performed simulations using the WiSE
claim to be another device by simply issuing ifzonfig propagation tool [8] with a typical mobile velocity, and our

command. This weakness is a serious threat, and there Q& ts are presented in Section V. We conclude the paper in
numerous attacks, ranging from session hijacking [1] to attacks -tion vI.

on access control lists [2], that are facilitated by the fact that
an adversarial device may masquerade as another device. [I. SYSTEM OVERVIEW

To address these challenges, many researchers have tumedystem Model
to t_Jsing physica_l layer information to enhance wireless se-\ne porrow from the conventional terminology of the se-
curity, and the wireless channel has been explored as a o[ty community by introducing three different parties: Al-
of f|r_19erpr|nt for wwele;s security. The reciprocity and rlcrpce, Bob and Eve. For our purposes, these three entities
multipath of the ultrawideband channel has been used ag\gy pe thought of as wireless transmittersireceivers that are
means to establish encryption keys [3]. In [4], & practicqytentially located in spatially separated positions. Our two
schem_e to _Q|scr|m|n_ate be_tween transr_mtters was proposqggar, protagonists are the usual Alice and Bob, and for
which identifies mobile devices by tracking measurements @fg sake of discussion throughout this paper, Alice will serve
signal strength from multiple access points. A similar approagly he transmitter that initiates communication, while Bob
was considered for sensor networks in [5]. will serve as the intended receiver. Their nefarious adversary,

Concurrent with these efforts, the present authors hagGe \yill serve as an active opponent who injects undesirable
proposed a_hypothe5|s test that expl_0|ts_ the spatla! variabilymmunications into the medium in the hopes of spoofing
of propagation to enhance authentication [6]. This methogice. Our security objective, broadly speaking, is to provide
combines channel measurement with hypothesis testing gi@hentication between Alice and Bob, despite the presence
determine whether the current and prior communication &t gve. More specifically, Bob has to differentiate between
tempts are made by the same user (same channel respofisglimate signals from Alice and illegitimate signals from
The method was verified for a time-invariant channel in [6ye. For convenience, Bob is assumed to be stationary while

, _ Alice moves in any direction with a maximum velocity of.
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Suppose Alice sends a signal to Bob with the frame structusathentication protocol to bootstrap the association between
shown in Fig. 1, where the whole session consists of sevefdice and and a corresponding channel response. However, this
data bursts. Each burst haé, frames (V, may vary with is a one-time step, and generally the inter-burst process will
the burst), while each frame, with/ frequency subbandsfocus on authenticating a subsequent data burst given that a
and durationT’, consists of N, data symbols and one pilotprior data burst has been verified. We thus assume that Bob has
in each subband. (It is easy to see the compatibility ah estimate of the Alice-Bob channel response of a particular
this format with the use of orthogonal frequency divisioframe in the previous data burst, which we shall denote as
multiplexing (OFDM), wherein the subbands are occupied ¥ ,(—1), where the subscripi corresponds to “Alice”. The
OFDM tones.) The number of pilots in the first symbol can, itime interval between two bursts may be so large that Alice
fact, be less than the number of subbands, with the rest used moved a significant distance. Thus the channel response
for data. For concreteness, however, we assume initially thdtthe first frame in the current bursi 4(0), may be totally
all subbands on the first symbol are used for pilots. In ouncorrelated with” 4 (—1).

numerical example later, we relax this assumption. To solve this problem, we assume that both Alice and Bob
Bob uses the pilots for channel estimation, obtaining tesave at least one channel response in each data burst as the
vectorsH, (k) = [H;1(k), Hy2(k),- -+, Hy p(K)]T, wherek  key in the authentication process for the next successive burst.

is the frame index and the subscriptdenotes “transmitter Alice may obtain thisH ,(—1) either by feedback from Bob,
to be authenticated”. The frame duratidh is assumed to or by measurement of the reverse link pilots in a TDD system.
be small enough to make the displacement of the transmitterthe first frame of each burst, Alice sends the saifed —1)
(Alice) per frame much smaller than the channel decorrelatifrom the last burst to Bob. If it matches with Bob'’s version,
distance (i.e.,r = v,7 < A/2). Thus, two consecutive Bob will assume it is from Alice. The channel response
channel responses are highly correlated. H 4,(—1) is not readily predicted by Eve. Thus she will fall
the inter-burst authentication with high probability. Detailed
<— Burstit —» <— Bursti —» performance analysis of how our scheme fits into a holistic
ol ol 2l 1wl [N .. cross-layer security framework is part of our ongoing research.
: Unless specified otherwise, we will focus on the intra-burst
/ S~ tme  authentication in the remainder of the paper.
> The intra-burst authentication happens within a data burst,
SubBand 2 after the first frame passes the inter-burst authentication pro-
SubBand 3 Frame k, duration T cess. For any frame index > 1, Bob is assumed to obtain
the Alice-Bob channel gain in the previous frani€, (k —1),
and use the observation of the current channel dgdirik), to
SubBanam b 1 L1 - determine whgther the current tra}nsmitter is still Alice.. In the
lotele— Data _: me null hypothesis,Hg, the claimant is Alice. Otherwise, in the
Symbols alternative hypothesigi,, the claimant terminal is someone

else. We use the notatiério denote accurate values without
Fig. 1. Frame structure of the transmission from Alice to Bob. Each dajaassurement error. and thus have
burst consists of an arbitrary number of frames, while each frame has one !

SubBand 1

pilot and N; data symbols on each df/ subbands. Frame O in each data . 7 5
burst contains the channel response value in the previous Hiirs(1)) as Ho: Hy(k)=H,(k) @)
a key for the inter-burst authentication. Bob uses the intra-burst authentication Hy I:It(k‘) £ ]f[A(k)_ 2)

method in the following frames to authenticate Alice, and saves at least one
frequency response as the key for the next burst.

IIl. NEYMAN-PEARSONINTRA-BURST TEST

B. Overview of the Authentication Process We now present an intra-burst authentication scheme based

. . . ._on the Neyman-Pearson (NP h ween h he-

As shown in [6] and [7], the rapid spatial decorrelanor? the Neyman-pea Sor (NP) test to choose bet een ypot €

in a rich-scattering environment can be used to authentic3e (1) and (2). In particular, Bob uses channel estimates in

; 9 : Wo consecutive framed{ ,(k — 1) and H,(k), to determine

a transmitter. We enhance those earlier schemes to address L .

. . ) ; - whether they are from the same transmitter (Alice) or not. We

the terminal mobility problem. Since terminal mobility may. . .
. e . first derive the NP test for an ideal case and then propose a

force self-decorrelation of Alice’s channel with respect tg ~ . i

. . : ractical method based on it.

itself, we must employ a different strategy to bridge the geP .

between bursts of communications. To accomplish this, oty NP Test for an Idealized Case

improved process consists of two consecutive parts: an inter-To gain insight, we begin with an idealized case wherein the

burst authentication phase and an intra-burst authenticatg®t of channel response values form a Gaussian random vector.

phase. During framek, Alice moves in an arbitrary direction from

The inter-burst authentication is carried out using the firser location in the previous frame, with a maximum distance

frame of each data burst to determine whether the curraitr = v, 7. With r < A/2, we can safely assume th&t, (k)

transmitter is still Alice. We note that at the outset of thiss highly correlated withH ,(k — 1).

protocol, in order for Bob to get an initial channel estimate For illustrative purposes, we use an autoregressive model of

for Alice, it may be necessary to employ a higher-layasrder 1 (AR-1) to characterize the temporal process of channel



responsef 4 (k): Under H,, we have (H,(k) — H,(k — 1)e/?®) ~
. ~ CN(0,021), and thusA is chi-square distributed witl2 )/
H,(k) = pH(k—1) + /(1 — p?)oZe(k), (3) degree of freedom, i.eA(H,(k)|[Ho) = x2,,- Denoting the
- Lo [ ), hreshold gi
where the AR coefficientp denotes the similarity of the CDF of a random variablé( asF'x (-), the test threshold given

channel responses in consecutive frames; the noise in the ARS given by
1 model,e(k) ~ CN(0,1), is independent off ,(k —1); | is n= F;i (1-a). (10)

. . .. 2 A 78
;?IJEV[[ x M identity matrix; ando? is the variance over space Similarly, the test statistic undeky is A(H,(k)|Hy) —
A1 5.

o . . 2y2 2, and thus the miss rat n be written
Now considering random phase drift of the local osmllatoole?M/UO’ and thus the miss rate can be en as

(LO) and the additive thermal noise at the receiver, we model = p(A <7n|H1) = F\z (O’SFX_SL (1—-a)/c?), (11)

the measured channel gain to Alice as ) . . .
g which rises witho2 /0% = (03, +0%) /(0% +03%). Sincecs, >

H (k) = H, (k)™ + N 0%, we can easily see that the miss rador given o rises
~ ON(pH 4 (k — l)ej¢(k))0_g|)’ (4) with o%; and the smaller 4 is, the greater is the ri;e af.

It means that the system performance degrades with thermal
where we have added white thermal nof§e~ CN(0,0%1); noise, and this degradation is more distinct as Alice moves
o8 = 0% +0%; and (k) € [0,27) represents measuremenslower.
errors in the phase of the channel response, considering BheA Practical Method
fact that the phase of Bob’s receiver LO can change betweerin reality, the parameters,, o1, and phase rotation (%),
one measurement and another. Since \/2, we henceforth used in the test (10), are unknown. Therefore, instead of using
approximatep as 1. o, we normalize the test statistic with a known parameter,

Without a priori location information, at framé;, Eve is ||H ,(k —1)|?, i.e.,
assumed to be randomly and uniformly distributed over the ()12
whole area of interest (e.qg. a building). Since Eve is very likely Ao = 1, (k) = Halk — 1)26J¢( l 2. (12)
to be far from Alice’s previous location, her channel gain to I 4 (k=D
Bob, H ,(k), is independent off , (k—1), where the subscript Moreover, considering that(k) is also unknown, we modify

E denotes “Eve”. Thus we model it as Ao into the following form:
H, (k) — H(k —1)el?||?
Hp(k) ~ CN(0, U%I)v (5) A1 =min [, |)|H(k;A( 1)”2)6 I
4 Feiyy -
where the channel variane€ = 0% + 0%, ando? > o2 is H, (k) — H 4 (k — e |2 oy
the channel variance due to the location uncertainty of Eve. =" ||H7k “D|? 23 (13)
Considering (4) and (5), we build the corresponding log- =4 o
likelihood ratio rule: wherep* = Arg(lﬂA(k - 1)|’|"ﬁt;s(/€))o-I The new tesg Sftatlstlc
A, is a practical one, totally based on measured frequency
In DU, (k)[H1) =1In P(H (k) samples at\/ subbands in consecutive tim#, ,(k — 1) and
P(H,(k)[Ho) P(H 4(k)) H,(k). It represents their difference in both power (i.e., the
K [Hy (k) — Hay(k — 1)ei®®) 2 distance effect) and shape (i.e., the multipath effect).
- Z 202 The test thresholdy of A; has no closed-form expression
=1

" and has to be determined by simulations, as we show later.
B Z |Hy,i(F)|? Mo a9 2%1 7. ©) For given thresholdy, the false alarm rate and the miss rate
o 0
=1

202 3 are given by,
where P(-) denotes a probability density function ard is a a(n) = P[A1 > nHo] (14)
suitably chosen decision threshold. Considering that> o, B(n) = P[Ay < n|H4]. (15)

we can simplify as follows:
IV. LEAST-SQUARESADAPTIVE FILTER

_ _ (k)12 >H . .
|H(F) = H 4 (k = 1?7 250 Ja, @) We now explore an alternative method for the intra-burst
where J, is another threshold andV|| is the norm of authentication, wher@/ sets of linear least-squares adaptive
vector V. For the convenience of threshold determination, witers are used independently to estimate the channel response
normalize the test statistic via for the M subbands. For the convenience of notion, we focus

6k |12 on them-th subband, and ignore the frequency indexinless
_ NH (k) = Hy(k—1)e?® ™% sy

A(H, (k) >Mi,  (g) necessary.

' a3 Tto The estimated channel response at titjewhich is the
To do the Neyman-Pearson test, the threshpld chosen to Output of them-th adaptive linear filter with order, can
satisfy a constraint on the false alarm ratgi.e., be written as

o= / h p(A(H, (k)| Ho)dA. 9) y(k) = wiulk—1), (16)



whereu(k) is the input of the adaptive filter at tinie andw; metrics deal essentially with path gains, as the above equations
is the I-th tap weight of the filter, which can be determinedmplicitly assume. The receiver noise power per pilot tone
using various adaptive algorithms, like the recursive leass Py = <7 Npb, where k7 is the thermal noise density
squares (RLS) algorithm [9]. in mW/Hz; N is the receiver noise figure; and is the
If it is Alice transmitting during the time interval(k — noise bandwidth per tone in Hz. Given the normalization of
L)T, kT], the filter inputs areH4(k — L),--- ,Ha(k — 1), received tone power by /M, the noise power per tone is
and the estimation error isk) = Ha(k) — y(k). Because of the dimensionless quantity
the strong correlation of the input4(k — L), - - ,HA(k)_, _ ,  KTNpb
the ensemble-averaged squared error of the channel estimation INTp M
filter is usually quite small. T
If on the other hand, Eve comes in at timke due to the  We consider one particular office building, for which a top
spatial variability of the channel response, the estimation errgiew of the first floor is shown in Fig. 2. This floor of this
e(k) = Hp(k) — ZzL;ol wiHa(k — 1 —1), is very likely to building is 120 meters long, 14 meters wide and 4 meters
jump to a much |arger value. hlgh We consider the mObIllty of the |ega| transmitter Alice,
Therefore, we build another test Statisu‘ﬁg, using M and mUl“ple pOSSible pOSitionS of Eve. For our experiment,
parallel adaptive channel estimators. The null hypothggjs We randomly uniformly selectV, in-bulding locations for
is accepted if the normalized squared sum of estimation erfjfce, each corresponding to her position at the start (i.e., in
from these filters is less than a certain threshgldtherwise, Frame 0) of one ofV, data bursts. For each such location,

(18)

the alternative hypothesis is chosen. Thus we consider a set aVg possible locations for Eve, which are
y also randomly uniformly selected. We assume that each burst
Ay = Doz lem (B)[? =M, (17) has the same number of frames,. Alice movesr mm per

frame in arbitrary directions, and an arbitrary distance between
neighboring data bursts. For each transmit-receive path, we
&SG WISE to generate the accurate channel ggirand then

L1 ~~M LHy T
120 2om=1 [Um(k—=D2/L 7
We normalize the estimation error to makeeasier to deter-

mine. It does not have a closed-form expression but can EnerateN. measured channel gain vector$,— H + H
n =2y — 2L = n

obtained throm_Jgh simulations. . ased on independent vectors of additive white thermal noise,
Note that this test can be carried out only after the successjyl CN(0,021)
S YN

authentication of at leadt frames, and even though the RLyFor ca
algorithm converges fast, it still takes approximatzlyframes
[9]. Since we have to take data after the algorithm converg
we usually choosé: > 3L in Eq. (17). ThusA,; has larger
system overhead3{ frames) thanA; (1 frame), as well as
greater implementation complexity.

chr, we collectN 4 (N, — 1) N,, samples to calculate
the false alarm rater of A;, and NoNgN,, samples for the
fitss rates, for given thresholdy. For the case of\,, we
useN4 (N, —3L)N, and NoNgN, samples, respectively, to
calculatea and 3.

The use of RLS estimators in this context may not be s T T T~
practical or cost-effective, but the results we will present for \’ t=T t=2T t=4T
this case are instructive. They will show that, even under \‘:O\r rJ;3l//
the most favorable assumptions (RLS estimation), using least- T I I T WILIIIIIIII
squares adaptive filtering is not measurably superior to USiI’fl‘ng [ Efob 7/

. ]
the simpler NP test. }7‘ ‘ tu ‘ ‘ ‘ UTJM

120 m

[ [1%[|

-

V. SIMULATIONS AND NUMERICAL RESULTS
. . Fig. 2. System topology assumed in the simulations. The receiver, Bob, is
A. Simulation Method fixed at a location within the hall way of a 120 m 14 m x 4 m office

In order to test the proposed scheme. it is necessarybt,ﬂjding. We randomly uniformly selecV4 locations for Alice inside the
' |llding, representing her positions at the start of eactivaf data bursts.

i | u
mo_del' .typlcal channel responses and to capture the spaﬁ@ each of these, we consider a sef\f positions for Eve, which are also
variability of these responses. To that end, we make ug@domly uniformly selected. Each burst has the same number of fravhes,
of the Wireless System Engineering (WiSE) tool, a ra)ﬁ-nd Alice moves a distance offrom frametofrar_ne, in an_arbitrary direction.
. . e independence among h&ty selected starting locations means that her
tracing software.paclfage deve!oped .by Bell Laboratories _[_ sition is independent from one burst to another.
One input to WIiSE is the 3-dimensional plan of a specific

building, including walls, floors, ceilings and their materialg. Simulation Results

properties. With this information, WiSE can predict the rays at We assumePy = 10 mW, Ny = 10 (10 dB noise figure),

e e ot o rockT = 10-1"1 MWz, b 05 Mz, 1 — 5, Nt = 0
P yS- ' Y P = 1000, N,, = 5, and N, = 100. The center frequencies

the transmit-receive path’s complex gain at any specified”
frequency, and we assume that such gains are measured ias in [6], this is the Bell Labs building at Crawford Hill in Holmdel, NJ.
via pilots in the subbands. 2Here we depart from our initial assumption that the number of pilots used

We assume the total transmit power for the set \df to measure the channel is equal to the number of subbands in the signal
format. Previous studies [6], [7] have shown that only a few measurements

pilots is Pr, "e".PT/M mW per pilot tone. For CONVENIENCEs,y 3.10, are needed; in an OFDM format, however, the number of subbands
only, we normalize all received tone power By /M, SO our (tones) is generally much larger



of the subbands are at 4.75, 5.0, and 5.25 GHz. The per tariéAlice’s channel to Bob. In addition, although, has better
signal-to-noise ratio (SNR) in the channel estimation rangpsrformance under smaller terminal velocity (ergs 2 mm),
from 1.7 dB to 69 dB, with a median value of 30 dB. Ta\; is more robust against terminal mobility. For instance, the
implement theA, test, we use the RLS algorithm [9], withdetection rates of\; and A, are around 0.96 and below 0.8,
the filter order L = 2, forgetting factorA = 0.9995, and respectively, given false alarm rate of 0.06, transmitter speed
regularization parameteyr= 10~10, of 1.43 m/s, and frame duration of 3.5 ms. Considering that

Figure 3 presents the receiver operating characteristic (RO&) has larger system overhead than, we believeA; is a
curves of the intra-burst authentication method, i.e., the deetter statistic to use thahs.
tection rate,1 — (3, as a function of the miss detection
rate, «, for the NP-based statistit; and the adaptive filter VI. CONCLUSION
based statisticA,, with Alice displacement per frame & We have proposed an enhanced physical layer technique
{1,2,3,4,5} mm. This corresponds to the frame duratioto authenticate mobile transmitters in a wireless in-building
T € {0.70,1.4,2.1,2.8,3.5} ms given a typical pedestrianenvironment. It utilizes the channel responses as keys to dis-
velocity v, = 1.43 m/s. criminate between a legitimate user and a would-be intruder.
To address the terminal mobility problem, the authentication
process is divided into two parts: the inter-burst authentication
uses the channel response in the previous burst as a key
for the first frame, solving the problem of possibly long
intervals between bursts. The intra-burst authentication, on the
other hand, compares the channel response in two consecutive
frames via either of two practical methods: one is based on the
Neyman-Pearson test; and the other uses adaptive filters. The
NP-based method is more robust against terminal mobility, and
more efficient in terms of system overhead and implementation
complexity. Simulation results using the ray-tracing software
WISE show that the proposed scheme can detect spoofing
attacks efficiently under slow terminal velocity. For instance,
the detection rate is around 0.96, given a false alarm rate of
0.06, when the transmitter moves at a speed of 1.43 m/s and
the frame duration equals to 3.5 ms.

In our ongoing research, we are working to integrate phys-
ical layer authentication into a holistic cross-layer framework
for wireless security. We aim to quantify the net benefit in
thus augmenting traditional “higher-layer” network security
mechanisms with physical layer methods.
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