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Abstract—Secure wireless communications typically rely on
secret keys, which are hard to establish in a mobile setting
without a key management infrastructure. In this paper, we
propose a channel hopping protocol that lets two stations agree
on a secret key over an open wireless channel and without use of
any pre-existing key. It is secure against an adversary with typical
consumer radio hardware that only allows receiving on a single
(or a few) channel at a time. Theoretical analysis and simulation
results indicate that this approach can generate a 128-bit key in
0.3 seconds. This is significantly faster than prior techniques that
extract key material from the wireless channel.

I. INTRODUCTION

Key agreement, the process through which two parties
share a secret key, is a fundamental challenge in networking
security. Traditional key management infrastructure is not
typically available in a mobile wireless network, particularly
in unmanaged consumer environments. Thus, current Wi-Fi
security protocols such as WPA [1], rely on the cumbersome
procedure of manually entering keys or passphrases.

Prior work on key agreement in sensor networks and ad
hoc networks has largely focused on pre-distribution protocols
(e.g., [2]). In such protocols a large pool of symmetric keys
is chosen and a random subset of the pool is distributed to
each node. Thus, two nodes can establish a session key if
they share a common key. However, if nodes are mobile, this
is hard to achieve. Prior work in information theory has shown
that it is possible to establish keys over open wireless channels,
but few practical protocol designs and evaluations exist. One
recent study [3] showed that it is possible to achieve strong
information-theoretic security by extracting secret bits from a
multi-path fading channel at a rate of about 1 bit per second.

In this paper, we propose a faster way to generate secret
keys through a randomized channel hopping protocol, which
can be implemented on IEEE 802.11 radios without hardware
modifications. For faster key agreement, this protocol could be
incorporated into a frequency-hopping spread spectrum phys-
ical layer implementation. This approach is effective against
an adversary who can at most monitor n — 1 of the n channels
at any given time. It provides anonymous key agreement, the
parties are not authenticated.

We envision several possible applications of this technique.
First, it could be used for key generation in consumer wire-
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less devices. If devices first generate sufficiently long keys
and limit the rate of authentication attempts, only entry of
much shorter passwords would be required (for authentication
purposes). Second, it could also be used to generate additional
key material to refresh session keys. Third, it could be used
to establish pseudonyms in an ad hoc network, perhaps in
conjunction with a reputation system that establishes stronger
notions of identity and trust over time.

The remainder of this paper is organized as follows. Section
2 discusses related work. Section 3 describes the proposed
channel hopping protocol and gives a theoretical analysis.
Section 4 evaluates the schemes by simulation. Section 5
discusses the security of the protocol and Section 6 concludes.

II. RELATED WORK

Traditional key distribution protocols rely on infrastructure
with online trusted third parties (TTP), such as the well-known
Kerberos [4] scheme and Otway-Rees protocol [5]. However,
in mobile ad hoc networks, the lack of infrastructure implies
that there is no central authority that can be referred to when
it comes to make trust decisions about other parties in the
network and when that accountability cannot be easily imple-
mented. Furthermore, since the node mobility is unrestricted,
the topology may be unpredictable making central authority
assumption infeasible.

Diffie and Hellman discussed a public key distribution
system and how it can be transformed into a one-way au-
thentication system [6]. Their scheme, Diffie-Hellman key
exchange, was based on the apparent difficulty of solving
discrete logarithm problem [7]. An even earlier contribution is
Merkle’s “puzzle” [8]. Cost-effective processors with limited
computational abilities make public-key cryptography almost
impractical for embedded intelligence and ubiquitous comput-
ing applications, even without power consumption considera-
tions.

In [9], Rolf Blom presented a symmetric key generation
system (SKGS), where each pair of users share one master
key that is distributed at the start up time by a key generation
authority. This master key is used to generate session keys
later on. However, a network with n users implies that each
user must have access to n — 1 keys, if n is large, it becomes
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impossible to store all keys securely. The contribution of
Rolf Blom is on finding a class of symmetric key based
on an MDS code [10], for which the amount of secret data
needed by each user is very small. On the other hand, a
certain minimum number of K users have to cooperate to
determine the keys used by other user pairs. Eschenauer and
Gligor [11] proposed a key management scheme that relies on
probabilistic key sharing among the nodes of a random graph.
Other pre-distribution schemes can be found in [12], [13], [14],
[15], [16]. However, the strict requirement for pre-distribution
might not be available always. For example, in a mobile ad
hoc network, the nodes or the users (sharing no prior secret
information) may just meet on the spot where there is likely to
be no single trustable proxy or TTP for key pre-distribution.

Hershey et al. [17] first presented the concept of using
physical layer characteristics for key management, in which
the key is generated based on the impulse response similarity
between Alice and Bob. More recent work can be found in [3],
[18], [19]. In such key distribution systems, special hardware
and equipments are needed, which might not be practical in
the real world. Also, the threshold values used to determine
the value of each key bit are not reliable.

Recently, some researchers started to exploit multi-channel
characteristic of wireless devices to help improving security.
For example, in [20], Strasser et al. use frequency hopping
to establish a secret key in the presence of a communication
jammer. However, this scheme still relies on ECC-based public
key cryptography. Miller and Vaidya [21] proposed a method
of symmetric key establishment for a sensor network that
exploits channel diversity to create link keys for one-hop
neighbors. However, the proposed method needs multiple
nodes cooperation and requires a relatively dense network
limiting the range of its usage.

III. CHANNEL HOPPING KEY AGREEMENT

In our model, we assume one transmitter (Alice), one
legitimate receiver (Bob) and one passive eavesdropper (Eve).
Everyone can communicate on multiple, non-interfering chan-
nels, but receive on a single (or a few) channel at a given time.
As in [21], we assume that the hardware Eve has is similar
to Alice’s and Bob’s. Alice and Bob seek to establish a secret
key without any prior shared information.

A. Basic Packet-Based Scheme

For expository reasons, we first describe a basic packet-
based protocol before we proceed to the final multi-agreement
scheme. The idea underlying this scheme is that both parties of
the key agreement process—Alice and Bob—randomly select
a channel to send and listen to, respectively. If they choose the
same channel, key information is successfully transferred and
Bob sends an acknowledgment (ACK). Otherwise, a timeout
will occur and Alice selects a new channel and repeats the
process. Alice must generate a different key material, which
we refer to as a pre-key, for every transmission attempt. If
Alice receives an ACK, she knows that this pre-key will be
used, otherwise she discards the pre-key.
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Fig. 1. Tllustration of packet based scheme

While Bob could also select a new channel for each attempt,
this would require Alice and Bob to maintain synchronized
timers. Since Eve has no knowledge of which channel Bob
is on, Bob remaining on the same channel will not affect the
security of the scheme.

Fig. 1 illustrates this scheme. Alice sends Bob several 4-bit
pre-keys through different channels. Bob successfully receives
the last pre-key and sends an ACK. Even though Eve happens
to overhear the second pre-key, it will not be of any use since
the last pre-key is different.

Analysis. The key insight motivating this scheme is that
the probability of an eavesdropper Eve being presented on
the channel where Alice and Bob meet is smaller than the
probability of Alice and Bob selecting the same channel. Given
n channels, the probability that Alice and Bob meet on the
same channel and exchange key material is p = % Assume
that Eve does not possess more sophisticated radios than Alice
and Bob and can only monitor one channel at a time. Then,
Eve can only randomly select one channel to listen to and the
probability that all three select the same channel is # and
the probability of Eve overhearing the secret key is p. = %

To reach a high degree of security, this protocol requires a
very large number of channels. This is impractical because
the number of available channels is often limited by the
radio hardware and the time required for a successful key
exchange increases with the number of channels. In fact,
the probability that Alice and Bob successfully exchange a
secret key in z attempts follows the Geometric distribution
Px(z) = p(1—p)®~L. Thus the expected number of exchange
attempts is E[X] = 1_17 = n, where n is the number of channels.
This means that halving the probability of key overhearing p.
will require twice the number of channels and double the time
required for key agreement.

B. Multi-Agreement Scheme

To address the limitation, we introduce a multi-agreement
scheme. In this scheme, Bob and Alice will repeat the pre-
key agreement multiple times. The process will end when Bob
receives k pre-keys and the final secret key will be a XOR of
all the pre-keys.

Analysis. By using k£ multiple pre-keys, the probability
function for Alice and Bob to create a secret key in x packet
exchange attempts changes from the Geometric distribution
to a Pascal distribution: Px(z) = (¥_1)p*(1 — p)*~* and
the expected number of packet exchange attempts becomes
E[X] = % = kn where p = 1. The probability for Eve
to obtain knowledge of final secret key decreases to the
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pe = (+)F. Note that now doubling the value of k doubles
the expected time to create a secret key, however, the value
of p. is squared. This allows us to achieve a higher degree of
security in less time.

More properties of this multi-agreement scheme are dis-
cussed in detail as below:

1) Optimal Number of Channels: Given that a security level
Pe can be reached by increasing the number of channels n or
the number of rounds &£, what number of channels minimizes
the expected number of packet exchange attempts? This is
equivalent to the problem of minimizing p. when given fixed
E[X].

Since E[X] = kn, p. = (L)F = (l)E[x] Therefore,

n n
obtaining the minimum value of p. is equal to obtaining the
minimum value of y = (%)% for n > 1 when E[X] is fixed.
As shown in Fig. 2, y has a minimum value when n = e.
When n > e, y is monotonously increasing. Since the number
of channels n has to be an integer, p. reaches its minimum at
n = 3 (We tested that it has a smaller y value than n = 2).

Next we provide a more general proof for the optimal
value of channel n with a new parameter d which indicates
the number of channels Eve can listen to simultaneously.
Since Eve can listen to d number of channels at the same

time, the probability of Eve overhearing a pre-key changes to
d

pe = (£)k. Assume = = 2, we have
d, 1
sy = ()
= (dz)"
Iny = xindx
1
~y = 1+Indz
Yy
y = (dz)*(1+ Indx)

= Grasmd)

Since n = de = y' =0, for all n > de, y' > 0 and y(de) <
y(o0o) = 1, the y curve monotonously increases at the right
side of de and converges to 1. On the other side, for all n < de,
y' < 0 and y(de) < y(1) = d < y(0) = oo, so the y curve
monotonously decreases at the left side of de and after passing
the point y(1) = d, it diverges. Since n must be an integer,
the optimal value is n = [de] or n = |de].

Now, given d and p., the expected shortest time to create a
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Time cost to generate a secret key for different key agreement

secret key in terms of the minimum value of packet exchange
attempts can be calculated. For example, when d = 20 and
Pe = 27128 e have n = 55 and k = logm% = 88, and
E[X] = nk = 4840. For an IEEE 802.11 device, using a
secret key length of 128 bits, each packet exchange attempt
can be finished in 0.0012 seconds'. Therefore, on 55 channels
with 88 rounds, Alice and Bob can create a secret key in less
than 6 seconds.

2) Storage Concern: Since the only useful pre-keys are
those received by Bob, it would be a waste of space if
Alice stored all pre-keys sent. To reduce the storage space
consumption, Alice could only store those pre-keys which are
ACK’ed by Bob. In this way, the storage requirement is only
equal to the number of agreements. The storage requirement
can be further reduced to one by XOR’ing ACK’ed pre-keys
on the fly.

IV. PERFORMANCE EVALUATION

Speed is one of the critical factors to determine if a key
agreement protocol is practical. Thus, we compare the key
generation time in an IEEE 802.11 network using the NS2
simulator. We also include a baseline bit-based scheme, in
which single bit is transferred each time and in the end,
Bob concatenates all the received bits into a secret key. In
Fig. 3, the probability that Eve obtains all the information
about the final secret key, p., is plotted. However for the bit
based scheme, since each packet exchange attempt only carries
one bit, the adversary may overhear parts of a key. For this
reason, we use p._bit for the probability of Eve obtaining any
bit of the final key. Lower p._bit is obtained through multi-
agreement on single bit. In the figure, as p. (or p._bit) varies
from 278 to 2754 (1/2 to 1/16), the secret key size varies
from 8 to 64 bits. It can be seen that the basic packet based
scheme is impractical in terms of the time to complete and
among all three schemes, the multi-agreement scheme spends
the least time to generate a secret key.

lAccording to the IEEE 802.11 FHSS specification, the hop time is 224 s,
the overhead for preamble and PLCP header are 9615 and 32us. So the time
to transmit a 128 bits data packet can be calculated as 224us+96us+32us+
W = 0.000947s, where we assume data rate is 1.0Mbit/s and
34 and 28 bytes are MAC and UDP/IP header overhead. The ACK time can
be calculated as 96us + 32us + % ~ 0.000235s. The total time
including the time duration for SIFs is about 0.000947s + 0.000235s +
0.000028s = 0.0012s
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The runtime of the bit-based and basic packet-based
schemes are very large for small values of p. (high security
requirements). Therefore we only present the following results
for the multi-agreement scheme with lower p. values.

We study the key generation time for different key lengths
L with p, = 277 It can be seen from Fig. 4 that the proposed
scheme approximately generates security levels up to 368-bit
keys per second. This is much faster than the prior technique
that extracts key material from the wireless channel with a rate
of 1 bit per second [3].

Fig. 5 shows the key generation time for a 128-bit key
with p, = 27128, when Eve can listen to multiple number
of channels simultaneously. As shown in the figure, it takes
only about 0.3 second to create a secret key when Eve has no
superior power than a regular user. As the number of channels
Eve can listen to (d) increases, it takes longer to create a key.
However, even with 40 channels Eve can listen to, the key
generation takes less than 15 seconds. For both d = 1 and
d = 40, the scheme only needs to store about 85 pre-keys.

In Fig. 6, we study the key generation time for a 128-bit
key with a relaxed requirement for p.. The higher the p, is,
the faster a secret key can be generated. The difference of key
generation time becomes more obvious when Eve can listen
to a higher number of channels at the same time. This implies
that for some cases, we could allow a higher p. to achieve a
faster key agreement?.

2If assume key exchange happens every one hour and p. = 2729, Eve may
successfully overhear all the necessary keys once in more than 100 years!
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Fig. 6. Time cost to generate a secret key for different p. and d
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Fig. 7. 79 channels, pe = 2—128 key length 128 bits

In Fig. 7, Alice and Bob always use 79 channels® to execute
the key agreement protocol. A 128-bit key can still be created
in about 2 seconds for regular users, and when Eve can listen
up to 40 channels at the same time, the key can be generated
in 16 seconds.

V. DISCUSSION
A. Optimal Size of Pre-key

The analysis in Section III is based on the assumption that
Eve cannot decode a pre-key if she doesn’t receive the packet
from the beginning of its transmission. In real world, even
when Eve doesn’t overhear the packet completely, she still
can get some information from the incomplete data. Thus the
longer the pre-key transmission takes, the higher the possibility
that the pre-key will be exposed. In such a case, shorter pre-
keys may be preferred and several pre-keys can be merged to
form intermediate keys first and then all intermediate keys are
combined (XOR) together to create the final secret key. Fig. 8
illustrates a specific example of this method.

The choice of short pre-keys at high frequency hopping
rate vs. long pre-keys at low frequency hopping rate depends
on many factors. Assume that the probability that Eve can
eavesdrop a pre-key is a function of three parameters: pre-key
length, number of frequency hopping channels and number
of channels Eve can listen to simultaneously, f(I,n,d). The
time cost for a packet exchange attempt is a function of pre-key
length: ¢(1). For a fixed time period T' = E[X|*t(l) = knxt(l)

3According to the IEEE 802.11 FHSS specification, North America can use
a maximum of 79 channels.

2889



channel switch

/ e N
h channel 3—“——channel 1— “—channel Zg"kfchannel 33—

Alice 7%—key1: 111* pre-key2: 001d pre-key3: 1101 %—keytl: 0111
channel 1 channel 1 channel 2 channel 5
Bob |+~ i
@ channel 3 h channel 5 @ channel 2 h channel 4
Eve . ;
i i
l«—channel 5——!*—channel 3——*——channel 4 —
Alice |pre-key5: 100{ %—keys: 100d pre-key7: 010d
Bob channel 5 channel 4 channel 4
ol I
® oot @ ootz @ s |00 000
h channe channel channel S
Eve final key|
k\\\\\\ 3 ; (11111101
channgl switch stop
time
Fig. 8. Tllustration of optimal size of pre-key

and p. = (f(I,n,d))* = (f(I,n,d)) ™, if d is also fixed,
the optimal value of [ can be decided by changing the value
of n.

B. Active Attacks and Interference

We consider three active attack scenarios. In the first sce-
nario, when Eve overhears a pre-key which was not received
by Bob, she might pretend to be Bob and send back an ACK.
This will not help Eve to get the final secret key. First, we
assumed that Eve cannot monitor all channels. Hence, once
Bob receives a pre-key from Alice while Eve is not at that
channel, then Eve is guaranteed to fail to get the secret key.
Second, it is easily detectable by Bob, since Alice will finish
the key agreement procedure before Bob receives enough pre-
keys. In the second scenario, Eve pretends to be Alice and
sends Bob some fake pre-keys. First, Bob still can hear some
legitimate pre-keys from Alice that are not received by Eve.
Then the final secret keys generated at each party will be
different. Second, Alice will detect the problem sooner or
later since she would be waiting for more ACKs. In the third
scenario, Eve pretends to be both Alice and Bob, but it still
cannot completely prevent Alice and Bob from exchanging a
pre-key on a channel where she was not listening.

Our current work is based on an assumption that there is
no node competition on any channel. This assumption may be
impractical for some cases, and it remains to be among our
current work. However, a possible solution would be to use
a common channel to exchange channel usage information
in order to reduce interference during the period of key
agreement.

VI. CONCLUSION

In this work, we have presented a secret key agreement
protocol using random channel hopping. The two parties
randomly select channels and exchange key material when-
ever they meet on the same channel. Using many rounds of
agreement, the probability that an eavesdropper observes the
key becomes negligible. Both analysis and simulations showed
that this method can establish keys faster than other wireless
key extraction methods and is secure as long as the adversary

can only monitor a few channels simultaneously. The results
also show that the multi-agreement scheme outperforms the
basic packet-based scheme and can establish a 128-bit secret
key in 0.3 seconds.
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