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AUDIO SIGNAL COLLECTING AND TRANSPORTING

SYSTEM BASE ON WIRELESS SENSOR NETWORK

ABSTRACT

With the development of embedded system, wireless communication, network, and micro
electro mechanical systems (MEMS) from late 20" century, sensors which have the ability to
perceive, compute and communicate with others in wireless way, and the wireless sensor network
(WSN) which formed, have greatly attract our attentions. The researchers have paid more and
more attentions on the researches of the wireless sensor network, because of its bright future in
applications, and wireless sensor network is considered as one of the four high-techs in 21st
century.

Our designs is just an application using this technology, and make a audio signal collecting
and transporting system base on the wireless sensor network. The sensor network collects audio
signal and transports them to the embedded system, and the embedded system collects video
information and transports them and the audio data to remote server using Ethernet. The server
displays the video and does some analyses about the audio data. The wireless communication in
the wireless sensor network is base on the low power standard ZigBee transmission standard
which is base on the standard IEEE802.15.4. We chose the product of Microchip Company
PICDEM Z DEMO KIT as the hardware of the node of our wireless sensor network, and chose the
product of ICOP Company E-Box as the hardware of our embedded system, and chose normal PC
as the server.

In this thesis, we first introduce the base of communication way of wireless sensor network:
IEEER02.14.4, which standard defines the physical layer and MAC layer of the transmissions, and
we introduce ZigBee communication protocol base on it. And then introduce design and
implementation of the hardware of wireless sensor network, the software of the communication
stack, circuit of audio collecting, the interface between sensor network and embedded system,
video collecting and Ethernet transporting. Finally we introduce the design and implementation of

Ethernet receiver, video display and signal processing and analyzing of audio data on server PC.

KEY WORDS: Wireless Sensor Network, ZigBee, Embedded System
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(1) GPRS/CDMAIX #3M, Z—KuHpN CGEfHAED FRML, el FE22
VB IRAE A H BT ), BRITE R TR A I, e S AR IX RSO FE A AL o
1M ZigBee W% H 7 L T TR B CBISERs Y TR EMAT S, @ —AN g
Fl Rk, BRI, R P A5 AR St B N A 2 mT 4

Q) BT ETINRShILE SN, GPRS/ICDMAILX W& [ FEui #8 2 [H 52 1, 1T ZigBee M 4%
T A TAEBUN CFRRERND, T H AT L&A, B84 75

(3) GPRS/CDMAIX # a3 IEuig5i 52 0%, ks envt, i TAERWIRA, 1 ZigBee
W2 E 45 (FFD) BT 2578, AR, DRl e e B -+ Wi sp oy 48, i B
BF—AN 35 5 B S nT LS AR R g 2, AR SR AR N s, DAAKE
e S AIH R E R TR,

(4) B4 GPRS/CDMAIX W& Heuli e K& %, AHH IR R PE 52— AR IR G, 1 ZigBee
P 26 325 et AR FLSCARAG, e AT 1) 1) 5 2 mT URR 3 5 240 AR, (R
MM, e n] DU RIEAT RS 3l B AR IR 46 52 47

25 b

(1) GPRS/CDMAIX /22 M4, 1] GPRS/CDMAIX, W% H] = i (A B 7E 1000
JTTARM BT, 1 ZigBee M55 i M BT 2, RE 3 i 2 1) SR 1 £ 4
RAEE, A R 288 EG 4 o AT 25 (1) 715 R, ln, R I 2 S kg 1)t o 15 rit, %
BT R

(2) GPRS/CDMAIX M8 T #shMasiz g, M B KIS AT M 9%, 1
ZigBee M4 &M HEME, BTHP I, AHESAHTA A

(3) 1t GPRS/CDMAIX M a5 X, S —> ZigBee WL H X AT H 55, Fil4
XA~ ZigBee M%%, W iLim i & ZigBee M A (2-10 AH) #HAHRIIN
GPRS/CDMAILX W, i —A o G50 A R T7 58 o 7RIz i 425 1) 28 3y (B
P RAE B 250 BT Ly, B AE WS (M) AT LA
FYEHIND B, BT ZigBee ML TLHERE K FEARAR I R S8 BB A TS E 1,
A, RO i R A B AR ] S

MGG MBS )5 T 2% 7€, FeATTi%HL ZigBee 1M1 /A4 GPRS/CDMA1X K2 £ F4A7]
(1) A SR A5 P 5%

2.3 RS MR FE IR 5K

2.3.1 &40t

FERRAR G5 E B 4 34U, W 2-5. Bds A BERI A AR bR s A A B 2 DA K
EfiBes, HAEZ A2 Microchip A F) ) PIC18F4620 B ML, MA5HH T2 4aFE CC2420
2AGH SAGEAS 5 fr, BalUn HUEEAIRZe. Horp CC2420 54 IEEE802.15.4 #xifE, by H A2t
TR F S FF  BalUn FL I 2 BT 452 58 BSOS i 1) B4 i R 4 6t o B R H R 8- R AR Ha it OFF
16 2.4 T PR B . BN S5 I SEE A 1] 2-6 B .
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Figure 2-5 The Basic Structure of One Node of Sensor Network

Kl 2-6 BN SEA R

Figure 2-6 Picture of one node of sensor network

ARGCRHAEMMNECE, WE2-7HR. H— DM A (FE&) M= A&uk
% OB . PhAS s T — 2 ZigBee R 55 M2 ThHE X % (Full Function Device,
FFD). %k & A LA %% (RFD). RFD/& /i w5 K ZigBee 17 2. ‘e HSEIL
T — /b ZigBeelR5s . RTINS, P 12 &0 - S PR EAE . iR
Uiy 5 A i AR AR 2 ) — N %, e U KAk g A, SRS PR S e
e e 30 H bR B S A Ui B A
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© Full Function Device (FFD)
© Reduced Function Device (RFD)
© Coordinator (FFD)

o
o
O o

O

Star

O

K 2-7 R GE 4 I B R i
Figure 2-7 Structure of Network System

2.3.2 fAb TR H 88

PATTRE B A I 1 R FH (R A A BRI il 4 PIC18F4620 7 HL, “&042& Microchip 24

FJAE PR T 9 A FLASH 17 10 37 A/D 33 FZN BLECAR ) 16 A7 50 Ble 5 WHEE R T
KA BN (64KFlash, 4KSRAM) FI=FE & KR8 1 ri i, HATE A, o)
FEAK, ThREMRA, YEM LA . 1 2-8 S PIC18F420 ¥ ML S5 AHE ], J& T i k444 o
A 2 M5 B BRI, FF S0 i 4R JE 21

(1) BT8R CPU TAE AhH S T4
2) ZWEE: CPU i AMEIZSAE TAE (KA A(E 5.8uA
(3) HEMRKEI: CPU W] ARE CH] RHEATHTYE 0.1uA
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FEIEEEEEEE]
SamELR LS

Catd BUS<E o e e — - — — e
| -, M
v PORTA
o i | | P e |
A F RA1
__ |[razie Foiberez1- CalaLakh | i Rz |
F | ===
‘ : : s Mz afs Do RAMS Fel ye |
o c {up fo 4% T
21 neldee kale nAcress neack) | 1 RAS |
J:Lﬂ Address Laich | 1< RA= |
- FORTE
Address Lakch -3.- PoLsT L | oLsTi i]? . | |
Frogram Mamary H “ Astressei e BT
um o M Bytms) [Pcu [FoH [PoL ] T RE1INTY |
Program Sourgsr , ,;ﬁ‘ o r —ll.‘:‘ SEQANT2 |
Data Laich =
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[ [fe=e I |
: EQg] - | FORTC - |
. Il =) | e |
g T L || R |
7 Y l—==] R
]»’e | =[] ros |
| & RCE |
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| FoRTD |
1 ROD
msirecion | . |
- -1 RO
Regisber | 1 Aoz |
nstructicn * i o2
e | |
contral | ] o |
SECIICLEOUT | .
DSC1ICLEIN 44**4| | S RO7 |
ey Pomer-un FORTE
Ek:_h Timer | 4 RED |
— Timing I E RE1
T13:5.EC:: St eneraton {"_:" :;'_'-'\_:-ll:l?rl._crﬁ | r REZ |
1 RE3
u’ Sower-ar :LC" +—= x| REd |
ReEset | 1 RES |
e, =
4R PLL =D Watchdag | -:.—. E:E |
Timer | = |
Prazisian || Browr-gut ]
| — | |
| |
| |
| |
| |
I I
| I
| |
| |
1 L

________ -
e e R e e R I | B i "I
I Timend Tim=ri Timer2 Tir=rs — AMD Converier |
I |
| "J!} ‘ri' 'r:' "r:‘ | [=i: 00 |
Ir ] ] Feripherals
| ¥4 A 4] i Ay ip prema |
n Enhanced W aster Addressable
I GoEs CoF's 2ynchrorous UEART CAM =3 I
I Serial Fort |

L Peripharal Modubss (Hots 15

Nobe 1: Many of the gereral purpase |43 pins are ruliplexed with one or more perpheral module functions. The mukplexing combinations amn
device depencent

] 2-8 PIC18F4620 345 4 AE [&]
Figure 2-8 General Block Diagram of PIC18F4620

KRR E5K, R 2 T8 40MHz. EAA 3 AN g rh i, 4 AN
N W, 2 AN as/ LR /PWM 5K CCP, 2 B PWM #irth, [0 Hi47 11 MSSP
AR TAERBK: 3 26 SPITM (SCHe4x 4 B SPI i) Al 12CTM 3R B L, 1958
e n] S-0ka H R 28 P Ok 2% USART #520, 10 47, 13 B3l A/D FHb A 3k
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PEAMEIE SCRE—SCRFBRIG DI RE, W PEa AL S MR 2Ry W3 R4 2 BB IR R 451
s I)EEY) FLASH AT 100, 000 K45/ 5#:4F; EEPROM AJ 452 1, 000, 000 {K#%/5
1f; FLASH/%(#% EEPROM i (- A- Il 8 100 4F; #AEEH 8 sh il dedmfe s hIkrit s
s 8 X8 HLEMAMIf oA AS s TRINE 1M i A

2.3.3 Bk

CC2420 J& Chipcon AS 2 FIHEH I B 37 & 2.4GHz, IEEE802.15.4 ARtk (15 A A 2% o
R OIE A Z TIRE, R HOEH T ZigBee 7 RE #8f. & FET Chipcon 2 ()
SmartRF03 £ R, Ll 0.18um COMS T2k, KM oMasty, Phaetae HIFEMRIR.
CC2420 M3EFNE RIS Fa Kokt 7 TIEEE802.15.4 bRvfE (2R, ml {5 H 25 3 A5 1A 2%
PERIRTEENE o I F I P IR R T 23 A e 4 ORI AL B % =ik 250kbps. AT EASEILZ 5
X2 R PR 2 I

CC2420 523 7 IEEES02.15.4 W ELEZ RN MAC ZI)RE. FEEMERERF sl -

(1) TAEMEH: 2.400~2.4835GHz;

(2) KHIEEES02.15.4 0t 2K ¥ B4 7 414 Wi 7 2

(3) HuE%iA250kbps, 5 i #ik2Mchip/s;

(4) KHO-QPSKI 7 ;s

(5) ECHBIHEFERX: 19.7mA, TX: 17.4mA), @B BUE (-94dBm);

(6) PLABHIE THLHE J)#R(39dB);

(7) WIBERNAVCO. LNA. PALLK LAY, KRG H RAE R (2.1~3.6V);

(8) it IR gL nr 5

(9) IEEE802.15AMAC)ZHEAF 7] SCRE A itk UAE e RPN SR, 16bit CRCIZ

. HUERI. 584 AZIMACE %2 {#4"(CTR, CBC-MAC, CCM);

(10) S5 IR Ab B A% (42 1 i B 28 5 (45 2R SPTHEE 1)

DIGITAL
DEMODULATOR
Digital RSS1 Serial
o Gain Control
_ AN Image Suppression voltage
N Channel Filtering regulator

Demodulation

Frame
synchronization

DIGITAL 5
INTERFACE e
WITH FIFD | Z £ &
BUFFERS, R
CRC AND 8z
ENCRYPTION| 5=

T
I
CONTROL LOGIC

i
: DIGITAL
MODULATOR

. Con Digital and
PA - Data spreading Analog test

- Modulation interface

onchip | [~
EIAS ]
L [] &
= I'"']

- 18 MHz

K2-9 CC2420:85 7 1 P B 45 44
Figure 2-9 Block Diagram of CC2420
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CC2420:85 1y (1) N S5 K an &1 2-9 BT 718 o RGN I S 4045 - e IR P TROR S AI/Q T A2
AL BRS, PS5 A A2MHz, IWRGVQE S k. JBOK. A/DAR . A2 a5 45
BT FIARY T, S S H A% A (0 L A S als

RETHUE > 5T e FARA . BRI B ek N 1282 1 I ROE A4, SkiURN
LA AR A 3 A . ARYEIEEES02.15.4F5uE, T4 K 3% (B W I B4 LL R
320 I ST A A 3% BID/A e . ARG, G AR IR RN AR AR RS 1) SR A
TP E12.4GHz, FHFEBORIEIEBIRE RS 2.

CC2420 A 75 ZEM /DI A Tads i, LSRR Y r s W B12- 1007 o e R 21 B L £
e N A LB S N /i S UG PR PRI RN B T s B 1 LR — AN

O AR AT 5 WE AT R /AT YR AR SR, 0 mT p P R B o ph A S R AR AR I T A
IR AR 28 R AN B2, A I N T AR (R 3 S NP2 40 Bl R
FH16MHz 4R, o H E 2 22pF .

SF AU N/ DG H % B SR UL CES Fr R N B, (A N R B 50 @
[ R 20 1 A S T PA L LN AR A3t EL U

PIC18F4620 1] LIl it 445 SPLE £k(SI. SO. SCLK. CSn)¥ & CC24200) TAEM, Ff51
I/ B AT, R/ BARESFFAE A o W HIFIFOFIFIFOPAS I 1 (1R A 7T e B A5/
P AR

33V
Fower

w171

Antenna
(50 Ohm)

T;n

Cigital Interface

B 2-10 CC2420 it F f HL 789 [ FH L
Figure 2-10 Typical Application Circuit of CC2420
CC2420 7 WA 3316 LLRPIRAS W B T A7, RN FFAE a8 103/ 5 B, SLA 4k b3t
A4 A, 73 0h: THURFRAM/FF A4 B0 (0: FF 4745, 1: RAM), 1HURFE/ S50
fr(0: 5, 1: B2), 6LLRFHihEZERAL. 16 LREERAL . 78 £t A4 Hi ik B b CSnab 20 4R 2 AR K5
iR
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4, I CCAR ARSI A B v AP VG BRamIE (G v, 18k SFDA RS 1) 1 T LA
PRI Bl N RN o IR LG 1 0A 005 T A L 4% FR AH 65 JIRH 3 R S I R e S A Dl e
5 S B . CC2420F1PIC18F4620 )31 I R i £22-1 F 7 o

% 2-1 CC2420 1 PIC18F4620 SPI ¥iif I [f)3% 8%
Table 2-1 SPI Interface Between CC2420 and PIC18F4620

PIC H H #L -
1/0 31 RE R 2% 51

RBO (%3 A\) CC2420:FIFO
RB1 (Fr A\ €C2420:CCA
RB2 (%1 \) CC2420:SFD
RB3 (B A\ ) CC2420:FIFOP
RCO %Ay i) (C2420:CSn
RC1 %y Hi) CC2420:VREG EN
RC2 (Bhr i) (C2420:RESET
RC3 (%A Hi) CC2420:SCK
RC4 (B A\ €C2420:S0
RC5 (% Hi) CC2420:SI

2.4 MBS TR RIIRIT 55K

2.4.1 ¥I8 Ethistigit

YR EAE R 584K ] TIEEE802. 15 445 E I Z WM. T CC24204 48 T X}
IEEE802.15. 4438 2 WS 1 52 R, SR o 32 B3 Ik X CC242011) 25 A7 O K S £ 2 (1 By
WINfE. CC2420 H hit K i% ol 52 A DUE AAERAM A 1128 FHTIREAFIX, FFHEAT A
N T LRI HR LA, X PIANZEAT X AT LA AR B2 RO B B 2 A8 L Il

IEEE802.15. 4t W) BR 2R A T /M BL : 2. 4GHZA BL A1868/91 SMHZAN B W) B )22
Yo VP AT UEK12.4GHz ISMATBE A T FL R4, 11868 MHZAN915MHz K ISMAF B 43 5l HAE R AT
Tl . 1£802.15.4, BILEL 172740 HAA =Fidi R {E1E : 112, 4GHZI A 1614 % 4250k
bit/s(2£62.5k symbol/s)[I{51E, 7E91SMHZIEL T 107140k bit/s(5k40k symbol/s){I{FiE, fF
868MHZHM A 11~20k bit/s(%20k symbol/s) {5, M1#2-2/ 7.

#62-2 IEEES02.15. 4P |2 A58 o At
Table 2-2 Frequency Bands and Data Rates

. e ACILE 20
PR s om [ R | . N 4,‘
(MHz) kehip/s PWHI S | B | MEocER | oot
868/915 868-868. 6 300 BPSK 20 20 ff?i%”
902-928 600 BPSK 40 40 AR
2450 2400—2483. 5 2000 0-QPSK 250 62.5 16£%ﬁﬂ
C1IEAS)
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BT R&ERBENNETREENRES

&R R BT A BRAL, AETATI Bt b, FA R AT 4 BRVE A S VF AT IEf)2.4GHz

ITSMATEL

2.4.1.1 Y038 EthiBUE B Tig
TE) B AR S 5t e R R ) B Pl s B ot (PPDUD, Wil 2-11 Po, 48—

AN 2

1) [AZP3k (SHR), ‘e MAEH & 52 0 [R5 80 F 5.
2)  WEELE (PHR), "B B A5 E
3) WARKERAE, EAS MAC 120

FAH: 4 1 1 L RES
i 51 WIS | WIKE (Tbit) | B (Ibit) | Hdew
725 3k ) Sk Wy B

2-11 YRR T
Figure 2-11 Format of the PPDU
CC2420 TR 3381 I — T B A 13 20 [ 25 4

R, I, BEREAIAZH 32 4 0Bit 21

. WA IFBRRT (SFD) A~ 8bit HIFH1, KM [ 15 41 1 4 SRR 741 0 JF
th. WHELA T FAART (SFD) dZif & B 2-12 ks gk . WK T A4 Thit, EHiE T4

HEE PR (PSDUD & 178 EBUEYEE M 0 2] 127, W32 53E A (PSDU)
F 055 BT A R B

Bit: 0 1 2 3 4 o 6

1 1 0 0

4 2-12 23k (SHR) ks
Figure 2-12 Format of the SFD Field

2412 B RAHI A%

2.4GHz (B2 2R T4 T DSSS 75k (16 AMIRZED Ml AT BIEOAR . &4
ol 5 SC AT LUk B o A e, PHER O Oy BER LS B e8], DLEAR4 . 280d DSSS
PHAEHG . FEARILF] 2M chips/s, ARSI L8 O-QPSK i, AEAMD A 4k

J3 A FIHE 5% . 08 sl 1/Q s AT B AL, PIEIE ZE I R 2N A R . LR
TRE & 2-13 Fis.

Binary Data Modulated
From PPDU Slgrjal
f’
y Bit-to- Symbol- 0-QPSK ‘
—» Symbol || 10-Chip || Modulator —=
(6.3.2.2) (6.52.3) (6.5.2.4)

2-13 IHIRY R
Figure 2-13 Modulation and Spreading Functions
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SHANGHAL J1A0 TONG UNIVERSITY ET Rt BRBME S REERRL
PUAF 2R TR Kok B B2 P H oo By - B T . RS T I 4
REWRSR S — MG TT, & 4 AL AN TG, LIS 4 SRR REAT IR, SRS R 4 4T
P ITC R i) e e BB A T WL 1 32 A OWBERLES R4, AT 16 AN
32 frh Fr DA RENLF A1 . A TCEIRS v e B R RIS 5C R Ak 2-3 BT
R 2-3 MHICRI S R R AR
Table 2-3 Symbol-to-chip mapping

@@ﬁ @@ﬁ i fi

(10 BEHD (2 3D
0 0000 11011001110000110101001000101110
1 1000 11101101100111000011010100100010
2 0100 00101110110110011100001101010010
3 1100 00100010111011011001110000110101
4 0010 01010010001011101101100111000011
5 1010 00110101001000101110110110011100
6 0110 11000011010100100010111011011001
7 1110 10011100001101010010001011101101
8 0001 10001100100101100000011101111011
9 1001 10111000110010010110000001110111
10 0101 01111011100011001001011000000111
11 1101 01110111101110001100100101100000
12 0011 00000111011110111000110010010110
13 1011 01100000011101111011100011001001
14 0111 10010110000001110111101110001100
15 1111 11001001011000000111011110111000

AHNEASAHR B (O-QPSKD Wl W7 R H - IE X kb i T2 1) O-QPSK i il o
O-QPSK #7177 X EA B w0ty s A H R R DR RH 2, 2 R AR M2/ . O-QPSK
FELE QPSK Al b Ji ke ke ¥y —FiiE AL B i I BR . X L, il E g R & 48 Tk
LR FF A TEE, &5 2Bk B2 AN [F] R PIAN i BE K5 R BRI o TH A48 B AR P
PR B S ik G, il AR AR, AR NS . X T
CLHP R A I T2 A, H 2 g i e sl AR AR /s 2 SO ol HA m iR
Beett, BCE UL SR AN, EER LT SR

0-QPSK 1 H77 2UB R 1) FIIEAS Q)M SC i IS IRt A8 I TR] 48 T T AN e
W, i 2-14 fios.

+.

iw. JE NG I N I O I R L g P

e e b d BTN

%] 2-14 O-QPSK 1(t) 15 Q(t) 4 J& 1 fh B
Figure 2-14 Sample baseband chip sequences with pulse shaping
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O-QPSK {555 1] &I :
1 1
s(t)y=— —
9] N N

For f, g, RSN E B0 B B LU B RS AE I A) B AR T BP e FLIESZAK
MR A

I(t)cos2af t ——=Q(t —T,)sin 24f t (4-1)

sin(t——), 0<t<2T
oT,

C

p(t) = (4-2)

0, Hfth

MFIEAX LA, O-QPSK i fn & fHfu4 .
2.4.2 FIRBERE BN SLEIT

IEEES02 R AIAnUEI E P /2 43 i LLC (Logical Link Control, EHHEEHIEHD A
MAC (Media Access Control, HEAHANIES]D W4T 2. LLC T /27E IEEER02.2 frifirfiE
X, A 802 tHERAIILH . LLC vZHF Y RetdE: (L4 nl Sark Orpa sl FoRam
SrBSEA BT . 11 MAC T2 SO T % H 4 EL 2 . 1IEEES02.15.4
(11 MAC PhisCELFE L N IhRE: B MG LR T . i RIS o BB i f5 0% S5 42
W BTEBASEN] WikeSe: PR, TR (5 B 2. IEEE802.15.4 If) MAC )= i
Fr 2 LLC #5#fE, 1#iL SSCS (Service-Specific Convergence Sub layer, Mi45AHICHI &5 T
J2) il % 1EEE802.2 KA () LLC Fr#fE, RIS ARVFHAL LLC AxdE o 4 H
IEEER02.15.4 [¥] MAC JZIMIR55 . FRATHE S/ 244 MAC Phislir) vt 5 5280,

2.4.2.1 MAC B3R 53

AL Ay 190 48 44 15 TR) A s o dge Kk 250kbps, Bt o s, BT LA R G0 R AR 2L 1)
CSMA % (CSMA-CA), BIAEANTT s A% B Wy S AW 5 18 3L e 1 s e IRk
oo AR R I A B A K%, T AU AN R E s, AR B S B IR — A
BEALI N ) PR AT S . — BRIME I SIN 2 Ja, st B ik 2. an il e AWk it
FLE DA ASRE ST ik, WA Rk i, EN AR 3R . BRI an i 2-15 R .
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NB =0,
BE = macMinBE

A

A

FEIR1-25E A K
JIN B BT AL TRE I 1]

AT CCAK

Fo

NB=NB+1,
BE= min(BE+1,aMaxBE)

B>macMacCSMABack
offs?

2-15 CSMA-CA Hikiife
Figure 2-15 The CSMA-CA algorithm

7E CSMA-CA ik, B A B AL 5«

NB: A&4 oSy priB @ . XA BAE — IR TR AT A ATRA 0,

BE: BRFREH, BIFR RS TS in)A5 8wy 2R R e — I AE T, BE BII4G
H6AH 5 macMinBE.
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BT LBz e

PR BR=

EMARLGR

HA I J LA T ) B
macMinBE: ‘& & BE UG, fEFRATIT K H 4 2L JZ Ve IEEE802.15.4-2003 ARiEH,

CIEBUEIEE R 0-3, AR, WISLHE macMinBE [FA{E 4 0, 54 CSMA-CA 5N HE

I TR PR . EAR RS AT macMinBE HIEUE R 3, X /2 IEEE802.15.4-2003 1)
BRI P B A
aMaxBE: ‘& /& BE Wi KMH, KRG HKMH KT, aMaxBE {H A 5, X2
IEEE802.15.4-2003 Bl R A B (A1 -
macMaxCSMABackoffs: ‘& A& — A8 SR e B W 3 KA AEBRATTT R A A 212
FJE IEEE802.15.4-2003 FrifErf, BIMHUEVEHY 0-3. fEARG AT T macMinBE [

U A 3, 3XH & IEEES02.15.4-2003 TSy A (k44 11

2.4.2.2 MAC oi#&=t

CC2420 & IEEE802.15.4 [¥] MAC kg N4 fit Tl AESCRE, itk MAC ks g A
IEEE802.15.4 bRUEM MAC Wik :XEeAE . MAC 2Pl % 876 (MPDU, MAC Protocol Data
Unit) W11 2-16 frox, FZAA LR LN

1) MAC3k (MHR, MAC Header), ‘i flis(Frame Control Field), %4751

2)  AIARKEERIMACHE, &R AR s .
3) MACJE (MFR, MAC Footer), fLIHMifL:741 (FCS, Frame Check Sequence ).

(Data Sequence Number) FIHihiE{F E.(Address Information)4 j. »

Octets: 2 1 0/2 0/2/8 02 0/2/8 variable 2
Destmation Destination Source Source
PAN PAN i
Frame Sequence identifier address identifier address Frame FCS
control number payload
Addressing fields
MAC
MHR payload MFR

K]2-16 MAC)Z il s # ot

Figure 2-16 General MAC frame format

MACK &k WSS A7, & SCTWIREAY, Muhlss, Sz filbr G 47 .
IR LB 2- 17 7R
Bits: 0-2 3 4 5 6 7-9 10-11 12-13 14-15
Frame Security Frame Ack Intra- Reserved Dest. Reserved Source
type enabled pending request PAN addressing addressing
made mode

217 rd2 s X

Figure 2-17 Format of the frame control field

Forpr, WSRALIX 3 Bits b A0 #4342 2-4 0 H1 LR B A1
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R2-4 WAL I G
Table 2-4 Values of the frame type subfield

Fra u?!; l;.'lp;ﬂralue Description
] Beacon
001 Data
010 Acknowledgment
011 MAC command
100—111 Reserved

A — AN EE R P Y50, A8 bitst, AIMACHE—— " MriRTF5 .

MiFE %741 (FCS, Frame Check Sequence): & —MWANFT FIEATURBIIAS

FCS & XMk T I ORI, (CRC, Cycled Redundant Check) 452 77 ] LS I £ 4
e A, PR BUE ) =l . CRCIIR S AE Rl 2 TR -

G(X)=x""+x"+x>+1 (4-3)

BN IBCE, FCSME A HCC2420 A3h =4 . H HBIMARFEAIF, NGk KR
IEFIFOT . A SEE A an B 2-18 o .

Input J
(LSB first)

nrn o T4 Ts Ts ™7 Tg T9 Ty ™11 712 713 T14 715

F12-18 oihseie: e 41 i A ik
Figure 2-18 Typical FCS implementations

HEBEHI6HBAL AL A INVEA gl R 15 & T 1, 15 BB
BN M5 B AN G, P57 A A% 1 RN CRCAET I A . BB BT A5 BV 5bit0 57
AN AR, Hohbit] SEENIRIAL, bit10, bit3iBE N LG . 2443 BALH A
SERUG, MAFAER AR ENIIE, XHECRCH ., MR 1 B RSB FEan
1) AR E IV 1 6AL S FE AL 25 A7 2 M 1 s
2) MG B RIIMEA TG — RN ZF A7 B R O AR 8, a5 4 R Ay
3) FAEMIBENMAABEAL, By AL AR50, AL A A7 48 T Mbit], bitd
3 Ay A B, 45 R TRDbit105bit3H, X I ZF A7 2% 1 (B A2 56 U AL CRC A
5 5 I -

4) ER1-4L, HBPTH RGBT IR AL A8, XA 27 A7 25 (A
R A5 B AU I 166 CRCEZ I AN, 14252 S v i A5 BV 1 BEAT AH 1R (1) CRC R 56 1
B, B CRCKIGFIASE, W0 B e S AR S 10 o 5 DU b Ok B8 A% it i o
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25 BERERITERLH

2.5.1 AL AD B2k ITE B IR BYiIE I+ 523

TRk I 22 SC AR IE A, I B B A0 5 A R sl i oA o DRI 0 — > L 3L
] AR LU B P 5 AR IR . RERHUAR R ELS . A A T ORI R B8 21 55 HL A/D
P RERLSZ (RVEFI(0-3.3V). BRI R, SR S i iy U2 T LM358. 4 T REMS
P06 A/D AR, AT 1.6V HARALE B 2-19 Fis.

'
R
20k Ohrm
AYAYAY
R1 R3
10 uF
+|If 1 k COhim . |I1_IL ouT
|—9 Y T 1
A B . STAYAYS 9V
R4
é%)mm e
30 k Ohm Tk Ohm
. '

Bl 2-19 7 R e A/D DL IC R
Figure 2-19 Circuit Designed for A/D Transfer

2.5.2 PIC B K #l A/D 3By 544 SR I

ARG IS PIC18F4620H 131 10 A% (A/D) Hefuiliig . Aol N RAE (R L 2%
FEHL, SRAELRER A 14 S A/DE AR N o T A/D e 3 28 5K FH 388 U8 U V2K A4 H
SPE IO BTSSR USSR IE R f ) Rl I R 8 A 28 A 1 v s e
J& (AVDD. AVss) E{AN3/VREF+FfIAN2/VREF-5| il ER 5. I FLA/DE: Hegs B4 21
PRARAS S A7 o] AT 45 R AR R

A/DBEPALE SN A7 A
1) A/DS R 774 (ADRESH)

2) ADGRAA AT 4% (ADRESL)
3) A/DEHIZ 40 (ADCONO)
4)  A/DFEHIZ A1 (ADCOND)
5) A/DFEGIET 482 (ADCON2)
A/DEEH [ N8 18 FH ADCONO T A7 2 i $e . 25 4745 ADCONO U [E2-20 57 71 :

U-0 U-0 RW-O  RW-0  RW-0  RW-0 RW-0  RW-0
| — | — | cHs3a | cHs2 | cHS1 | cCHSO | GO/DONE | ADON
bit 7 bit 0

K|2-20 ADCONO 2717 2%
Figure 2-20 ADCONO Register
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PR BR=

Uit 15 | R D BE R A/DRE B 22 2% H i FHADCON 1L & o 33 635 11 15 | 0 m] I B kg 4540 A
AN CHLAANIFIAN2E A /E A S HE B E) ST 1/0. FAEaADCON1 U E2-21 17

U-0 U-0 RIW-0 RW-0 RWO RW-0 RW-0  RW-0
| — | — | vcre1 | vcreo | PcFG3 | PcFG2 | PCFG1 | PCFGO |
bit 7 bit 0

K|2-21 ADCON1 Z{ies
Figure 2-21 ADCONI1 Register
ADCON2 F T3k £ A/DFE el B LU S A/DFEHe 25 Rk . B A2 ADCON2 L1 [52-22
JTR:

RIW-0 U-0 U-0 U-0 U-0 RW-0  RW-0  RW-0
| aorm | — | — |  — | — | apcs2 | abpcst | abcso |
bit 7 bit 0

K2-22 ADCON2 2517 %%
Figure 2-22 ADCON?2 Register
A/DHEHI 1047 45 BAR A7 /EADRESH: ADRESLZF /778, YA/DFHSERE, B sh
T NA/DSE R 2517245 (ADRESH: ADRESL) ', GO/DONEf7 (ADCONO) %,
1M A/DH bR &AL ADIFE AT .
A/DHH A IR LN B BEAT, W#2-23:
1) B & A/DRE B
o BUEAGIE / 2%k / HF1/0  (ADCON1)
o EFEA/DFIANIETE (ADCONO)
o EFEA/DEARE N (ADCONO)
« JFE A/DEEE (ADCONO)
2) WEER, BUEA/DH K
« ¥ ADIFfT &%
« ¥4 ADIEf E1
« ¥ ADIP{ B 1/15%F
« ¥ GIE/GIEHE PEIE/GIELA &' 1
3) AT IR AR IS ]
4) JAB)A/D¥ A
+ ¥4 GO/DONEf;#1 (ADCONO)
5) SERFA/DEIRTERG, T LA PR 77— ] W 2 A e R
« A HIGO/DONEN 2 17 4 F BLADIF 2 1k B 1, Bl
o ZER5A/DYIK
6) EHLA/DZ RAA7 3% (ADRESH: ADRESL): 532 ¥ ADIFA7I5 %
7 BLAT N AR, AR ZR I PR EUP IR

23



E N

By FLLAE

SHANGHAT JIAO TONG UNIVERSITY ETF BB MEY

BEEXRELNRS

ADON=0

(" MRS

"\ BHTE .

SR R sps o 545 7 el AR 5
iy AD BB i 2T B e
ADIF=1

%5 2TaD

%5 2TAD

[€12-23 A/DHARITRE K]
Figure 2-23 Flowchart of A/D Operation

PR A/DH e AR P S L -

for(i=0;i<PackageLength;i++)
{

ConvertADC();
while(BusyADC());
result=Read ADC();

AdData[i]=result>>2;
for(j=0;j<100;j++)

{
CLRWDT();

24



~ e - 3
X EAXARE
SHANGHAI JIAQ TONG UNIVERSITY ETF & ERENMNE S REEMERES

Tc B AL i 11 15 | BN B 3 DA LA

X A/D 15 | TR AE 1T ADCON LRI TRIS %3 A7 2 28 il o 45 A B 11 5 | AU AL N, )
DA NI TRISALE T GBI o WIS TRISALBEE R it D), I b 548 1) 2 2507 v
V- (VOHELVOL) o TEAS 54T i 52 FH A ASEH0U 6 AN 1) 5 | IRl 1 25 A ARl g N A Y. R TRIS
I E L

A/D #4155 CHS2: CHSO 47 K TRIS A7 HPIRZS T

2.6 & %25 M 4R Ry X SME D

2.6.1 UART @ifl Y

AT R, Bl i i ik, AT AR LA — 8 . Rl & XU 220 ]
o, DA BRI S P E A s B gl . P R ATIE R, I R TIORE AR B I
PhERIEAT, M2 B ARXUT 2958 — AN BURE R, BE—MER I — A “Raa6r” kR .
T I B AN RGRAA AT, (4% B 8 IR 28 1K — AN (1 40 16 i) v Bt 2E 47
KN th TR —AMEIE B IT I A BB D R AN 1147, THSCRAE I e 2 vy 108
TR, BSOS I A g D22, AT5AR AT LADR UE RS PR30 TR o

TEBRIRAS, (RIEZNIBHR “17 RE. BIRIEIE R —A “Ra0” TFEM, #
R B T, AL 5EAT, e —A “17 REH “A1bAr 7. B ek
“9600 N.8.1”7 Hid—AUART, mt#&RUART/EH9600bps I HKE=R, Wik X h— AL
SANELEA . —AMEE AT

MEROTRI R —AS 17 ) €07 Bk, (ERCN TRERIR AN . RGN IS, K
BB AT A AT, 7RI AS B IE A 1457 1B A7, PR A A 328 B T T

2.6.2 PIC B2 ¥l UART i@ ifL A 8R4 SE 3R

PIC18F4620["UART 545 K% i A% st I AL 7 A7 4% (TSR, E2-24F7. #4737
1788 MK 3% 22 ph 28 TXREGHR HUE K% O 8d . TXREGAF AT 28 A F S N B . o — A
(R I AOR 2205, TSREAAEEA A EE . 15 1bA— Rk 2, TXREGH FHi
I BB TSR — HAUTXREGH 5% A TSR % /74 (AE—ANTCY AN
KA, WTXREGHAras has, KILEHWbs ST TXIFH EAL . 7] LUE B TXIEAEREA E AT
U Z R VPR AR I IX A T . ANETXIEA PRSI, TXIFAR S # S B, HARE
MG E . RS NTXREGH AF48 fi, TXIFA A B AL, TXIFAR &AL KR
TXREGZ /7 as FPRES, M TRMTAL (TXSTARA748) NIZRIRTSRZAAFARIPIRA . TRMTARZ
Pt —AN BT, MTSRAAL A AN B AT WX TRMTALER A A M, LA
T E TSR A7 g e 15 02, F P kb 500t A7 A T 58 1)

. . : . . . . . POR. BOR| FBifififi
2 Bit7 Bité | Bith Bit4 Bit 3 Bit 2 Bit 1 Bit 0 R H 5 fret L

TXSTA | CSRC | TX9 | TXEN | SYNC — BRGH | TRMT | TX9D | ooon -o010 0000 -010
RCSTA | SPEN | RX9 | SREN | CREN |ADDEN| FERR | OERR | RX9D | vooo oooox 0000 D00x
SPBRG | i 22 2 8% 45 {7 5% 0000 0000 0000 0000

K2-24 SRR R A RN A AL A
Figure 2-24 Registers Associated with Baud Rate Generator
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W TXENSL (TXSTAZ A7) Bl DAERE AL, HE HAETXREG AT A7 R AN 4L
PP R A% (BRG) AN P2 G A Rei AT 5 ik . n] LIS NTXREGH
fE%, THEATXENH BN AIE B H , 755 — KT KIE R, TSRAF A7 A7, ILIXF TXREG
AAT A B S L IOk B TSR A7 4%, FETXREGAr4 2%, B nT AT &S0 1
SETYRI%, USARTARIE SSHER I FE2-25 T/ o S R R AEAT KA A7 2 W 2-25 T TR o
10 R IE R TXENAL I B4 S EURE L, IR RIER, RN TX/CKG| &R 25
BEARAS o BEEPRONT KX, TXONL (TXSTAZF A4 ) N EAL, 1M H AN 245 A TX9D
fr (TXSTAZFAF#8 ) o WA E IR, SRIGH 841 E 5 5 ATXREGH A7« X2 AU
HRTSRAFA7# M7, M TXREG 77 A7 5 £t 25 5 B 37 RIE N TSR A7 o {EIX R OL
HENTSRZF A7 IR 55 9N B vl B AL R R 1

[TRMT| [ sPEn]

TX9
K| 2-25 UART KIZHE ]

Figure 2-25 USART Transmit Block Diagram

HEN S0 R IER A 12D R

(1) EFEAIE PR RN SPBRG AT AT 2 HEATHI 464 o

PIC18F46209% 6 e A= 4 I v B s A 8 v AR U L6 TH B, BRGI6E 1R, %
Fra R A ds TARLE 160 T B, B OB 3 R AE 28 TAEAESAL T B 1667 TAERA ]
DU R 2 (NS B — 204 e i FLA TR R 2R iy e R e i A2, BRGHE 1Y,
W R RS TARAE i, BRGHEOI, JRr kA g8 TR

BATI ARG TAELAE115200bps, H LA H i Rs 2 1) LLIS $1500kbps,  {HJE H T 420
E-BOX 1 £ 1 AU VR 5 KB A 115200bps,  FR il 4% 86 I 26 5 ML 2 1H 3 K

H TR LA R R PR, FRA PR R R R AR A O 160 T3, ik

(BRG16=1, BRGH=1) #%#£2-5/x
Baud Rate = Fosc/[4(n+1)]

i ABaud Rate = 115200bps Fosc = 16000000  >Kf4n =34 Ffn = 3477[7], 3Baud Rate =

114285bps R % H0.8%, TFAUARTAIEE TG,

26
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225 PRERISEAN
Table 2-5 Baud Rates Formula for Asynchronous Mode

Configuration Bits
ERG/EUSART Mode Baud Rate Formula
SYNC BRG16 BRGH
0 0 0 8-bit/Asynchronous Fosc/[64 (n+ 1)]
0 0 1 8-bit/Asynchronous Fosc/[16 (n + 1)]
0 1 0 16-bit/Asynchronous
0 1 1 16-bit/Asynchronous
1 0 x 8-bit/Synchronous Fosc/4 (n+ 1)]
1 1 x 16-bit/Synchronous

(2) WK SYNCHIEZ I K SPENAL B AL, A fe S B AT 1 .
(3) W ETXENAIAFRE AKX, [0 & TXIFA
(4) HHEHATXREGH A2 AR,
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2.7 R M BT R Rt

271 AT A

PR ESIEAN R GG RS AL R R Ve o E M SRS, K rghw k. 4l
A 9 2% Ji5 SO S I TR — N T T AR A A, IR AL B N 2U ik % E-BOX.
2-26 H oA PR AR S AR AR

YIgEAR T CHR
M, 1011, k)

A

Iz MACH

APLJZ M 4%
IRfhoe ke ?

N APL 4% 2
CiPAR R

«

APSZH{L?

Bl ik 2 A

K 2-26 Wil &1 R R
Figure 2-26 Flowchart for Software Design of Coordinator

IR IR 1 2%, gk MAC Hubl, 5545 APL 2 4541 4a 1k 56 B«
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InitializeBoard();

TickInit();

SetMAC();

APLInit();  //ZBREVIGHALT A A . [RI I8 9I 4610 APL ARASHL.
APLEnable();/1% % H TAL RE VM SUERAREFN RF WU 25
APLNetworkInit(); //1% %% i 81187 W 25 R4 440
while(1)
{
CLRWDT();
APLTask();//APLTask &M [FAF55 e& 5, 3 FH BF— AN BURBSEEAT 25
BRI, A FH % R B T U SR A 3R N ) 250 0,
if(APLIsNetworkInitComplete()) /1% 7% AT W 28 W UG AR ZS LT 7~ I 48 ) 4y

I TE o
break;
J
B APL 4% )2
APLNetworkForm(); IR 7S W28 A0 T A 18 20 8 b 2% .
APLPermitAssociation();//1% % ftVF £ b B 2% ST 2 [ 25
Receiverlnit();
RGEATEF LRI, T s (T Ak 218 1
while(1)
{
CLRWDT();
APLTask();
ReceiverTask();
J

1t ReceiverTaskV B, #5660 T HAMUR o 0, W APS R0, WK
PAF B d[], JFAIRR RO L.

APSSetEP(hREC);

if( APSIsGetReady() )

{
APSGet();
len=APSGet(); //HU 13 £t A0 (1< i
APSGetArray(d,len); /B4 H B 5 d[]Hh
for(i=0;i<len;i++)
{

ConsolePut(d[i]); //AIEFH 1

}
ConsolePut(' ");
APSDiscardRx();
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27218 &S

BEAG T AEAR RGP G B R AR AL S F o ZE M S 2L I, SR s i B e R R o
YR W4 5T AD B3R B, FER LTINS 5, IR . & 2-27 Tk
PRERAT RA R

)

225

ENL

“ﬁiﬂ&
///j?//

i
=

K

K 2-27 Beag T AR R
Figure 2-27 Flowchart for Software Design of Device Node

FEBC AT S B AE BT b, BATRA T QB AR HLE Y, R R TEWHT 2 T 5
KGRI o BRI AEIMANIRGS S S IR BEATIRERE . RAEEE RS TF
SN ARG REAN FOIAIRES . RIS, WIREACRATE A M R R LRk
W, TURA S s I — BT 2%, R E B — RN IPIRZS o EANEE —IAIRZS 5
WA, MIREAGR RS s WERRIMG, W R ZARBEAT 2 A EAGE RS A
BERGRE L, WIREACREEEADIRGS: WORRI, R gk8s AR AT Y0 IRZs . BEACRERTE
IR JA, WEARE AL s, WHEAE - RB R AR s WERARA RN, 1 ] ) 43 2
ZR, BEANF AR
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2.8 KE /G

AT JC A 8 W 28 ST T FRAT T B 225Kk, AN RiAe 8 % LA 1.6kHz [RAFH 2
XS AT REE, HRERE A IR AR R G W%, 1 FERFERIE v LI — D4 .

TCRAL A W 22 TR AT TR T T A, I RGO 5o PRI A AN B R SE I
SUN L LS ECPS Y N (SE A ] 75pi

TS AT AR I I, RA TS A 1 T S 22, DRI A 12 T B 2 20 2% R K 2 )
B, ARRG S SELA LW IIENL . BATERAEBATINE, B TR TARSHL, LRUFIE(S Fi b,
R R BRI TR TEE, B8 25 2 OB B R A5 A I P #5715 S0 B 25
i, FHIVAT RS ABhE)S, BERXANSEIEIR, SR SR g i0iE R, KR T
RGNV ERETES

LU AL B A K = AN A AU RIS (R 52 o RR FRAT R 0 4510 R S R AR
n N, SRIGTER 0 DNEERFTRRIE, TTERARIN V&Y A HEIE, DR n (R EUE B
KBRS o A n HUE AR K2 SO s — YR S AMETE R T, AT 5 B0 s
AT B T T AR RO R, PR n IR AR T . Z00d FRAi T 52 S 3 4K, e
KEPE T n=50 1E4 R MR WK, X8 T KRG,

BRI N EE A RGE R .. THAIRIEGEI, RGN AR,
RIS T 2 N o BT DT s RGOSR AL R 5, R EAR A B E AR IR, (R =4
AT AR RS I Ol BT BRATRIL, DRSS SO0 PR TAERE, 789 1S
AT A B, T FRATTE A8 10 R B RE R ORAG, AT 9600bps,  HARCA T RGAL T
IR o DRI BATT N SR R T B8 e (R Rr 28 A T B A, o R AT BB (Rt . AR B L
HF 500kbps [, PR R E-Box 1R L1 KRR %8 115200bps, AT 5% 5
PSS H FR A 115200bps 94K
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3. EF E-Box HIER AR ARG IT

3.1 E-Box SR AR B L E /T

E-Box {ERA 2 4¢84 4 A% s I 46 R 10 75 3 Bl LB G S R A IR AT 4t 2k
ATIEFE M L8 AL AE R o E-Box [ RIS A% I ) 28 AR S e (R Bt , USB 45 e i 453k
R B, SRIGEE LUK R0, ] TCP/IP BihSCK 3 0 R 45 i 4% a3 320 3 4 I
%a% e N HBAR S E 3-1 P,

-

Ebox Sensor Receiver

Server IF Address |192 168.0.101 FC = 1crsp
Server]
Hetwork
Server Port |E":":":I
EBODI
conmect PC serwver FIC
open serial port Serial
Fort

Once the =zerial port is
opened, 1t will amtomatically
forward the sensor =zignmal from
serial port to the FC serwer.

close

P 3-1 i A N B ST

Figure 3-1 Graphic interface of the embedded system application software

3.1.1 E-Box R Z &I

E-Box /& ICOP BHE A MR AR A1), T Vortex86 R4 CPU IR AR % . 1E R
G IRZ L Vortex86 41 CPU, J&—FHEM LA =i SoC o AUEM T x86 AR, 1M
HAREE T by L& USB #:H, BoRdsdil, DLANAER:N . %4 E-BOX RS
SERHE R 3-2 s
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FEKRE

[ X-PCl1 < Ethernet LAN LANI
RTLE100B 10/100M

Vortex86-SoC !

KEYBOARD
USB 1.1 X2

Kl 3-2 E-Box 4451 K
Figure 3-2 Block Diagram of E-Box

E RSN T

(1) CPU FA04 200MHz, LA HH Lyt ARk Hi (10 52 B B 4o 5

(2) AMI BIOS ¥ #F;

(3) 128MB SDRAM;

(4) —AIDE#H, —A25%9FH, #BH, =4 USB#H;
(5) LR N ERIERE, BomsCRF 1920 X 1440 ELE A
(6) Realtek 8100B 10/100M LUK M

(7) AC97 HARGm o 7%

3.1.2 Windows CE.Net i#1ER Z =1

Windows CE.net 2K A "l R IR AN X AE RS s Ei)—AN B2 5 . Windows CE.net
A 32460, R, ZAEETEERS. ERMEREH RS TR E R RHES
I H A Windows #2451 APL {177 2o IXFERARIE T Windows CE.net (41 {44L A ROM 1k,
P03 18 WA R A7 i 20 TA) R AN R0 R 45K . 177 H. Windows CE.net /& BEH A K54 &
gt, nLLERE. A FIELE E BRI A AR G H P R 3 E R 4.

MIF K f EF Windows CE.net, ‘& — F LM A

(1) EWMRFANX

Windows CE.net #¢fft 7~ 1. K Platform Builder. #& Windows CE.net [ £ Z4E 1,

FERINEE, 38 XA AT LG R AN R i, el BBy A S AN R R BRI

Windows CE.net #1F R4,

(2) TFRIREIEF?

H Platform Builder LA A, Embedded Visual C++1] LL 77§ ) 4% "5 Windows CE.net I

IR X0 B 19 5 B A5 Sk IR S A R B
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(3) S SDK

EHIERERGNZG, WA ZEN AT LOE S Platform Builder 424 F L) SDK, 4=
) SDK 1] MRZS 5y e 28 B R IR h 250 IXFE RS T HRA TR R M- &
Pk, TR .
4) s N

Windows CE.net 32 #f Microsoft .Net Framework, I A& W FH #4440 J7 (AP
4, I HH Microsoft .Net Framework %5 (144, 7] LAYE Windows V-5 Fig1T, Xt
RORBEAR T 3R R e R, U H A5 7 1
(5) VRARH 3=

Windows CE.net »&— M4 BRIFTECEACHS R #AF, Microsoft X SRANFE >, N H 4K A
SRR T — e B AR, DLATIF RSO . T Microsoft BB K IEIAR S HE, I
Reos /Dl . I PATT RS S SR B A FH AR A R SR A T AT

T UL A, FeAT 1% EC Windows CE.net 1E b I-ATTIR AR ERE RS

3.1.3 Platform Builder #1 Embedded Visual C++FF & IR E E 4T
3.1.3.1 Platform Builder FF &I EE /v

Platform Builder 2245 Windows CE.net 7T & A R #3E4T7 5T Windows CE.net ‘&
RN R R G I RIS R T BT A TR A e DRI
Windows CE.net #:/F 24051 L H. ©I21T4E Windows , JFA A G AT DL k2 B 21
IRV FIE BN AZ . ERERGRRE, ARG EAT O EFI RS, Wil 3-3 PFion. RN, JFk
N G AT AR Platform Builder SKHEAT 9K SRR T AR N FH AR 3500 H 1T K46
Platform Builder [ =27 K FPEA
(1) “FEIFAM ST (Platform Wizard) 1 BSP JF A& 1S (BSP Wizard). 14015t Al
PAFIH ICOP (¥ BSP BT A&, OKIEE S T AT R 3%

(2) FEMEH S, BAE RS R E H b A, TFRN DORT LU B R R R 1
K FlHRAE RS .

(3) WAZIRZS, LU A WA R G 3T R, I B FH P S e e g vk
REMIAE o

(4) WHETH, FTLAHATRIET Windows CE.net ] H bRk &4 ¢ (1K) & AR AT 55 Ff5
RIS

(5) MiEEs, WRLEERT E SR L T RAEMTFR, ERATTLIAE PC X6 WY
MR IATIAR, KK T RGETFRAFE, 4k T IR H .

FAIHLE ICOP (1) BSP AU EXf RARAT T Ik, FHESITH T B 20 Windows CE.net
VRS, %49k Windows CE.net #:E R 4i %, A 14MB K/h.
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‘-@ test — Platfora Builder - [Felcome to Platfora Builder]

BB

[ File Edit Yiew Project Platform Terget Build Project Build 05 Iools indow

lielp — = x|
BRI~ DEDY % M)
ICOP_Vortex86_50B: x86_Release v| g8 [l 2l #| || CE Device v: Ba
NE alx
=88 test Catalog items ~ = & Catalog
+ [ Device Driverdy w1 BSPs
= &4 Enterprise Web Pad[Windows CE 1 =2 Core 05
#-(2] Applications - End User @ (1 Device Drivers
« (1 Applications and Services Deve Home pr— e =@ Platform Manager
% (2] Communication Services and N o & (1 Third Party
=23 Core OF Services &
#- (] Debugging Tools C:\WINCES00
0 Device Manager imaltest img
@ Display Support
& Internet Appliance (IABASE) § New Platforn Open Workspace
& 1 Kernel Features
=- [} Nofification LED Suppert
#- [} Parallel Port Support
&, PNP Notifications
#- [ Power Management (Full)
@ Serial Port Support & lotification History
[, Ul based Notification
¥ [ USB Host Support Notification Date
# (21 File Systems and Data Store
Windows CE 5.0 Networked Media
-0 Fonts Device Feature Pack -l
4 -] Graphics and Multimedia Techn e e e
A D International Wwindows CE 5.0 Platform Builder -
H D Internet Client Services a Yearly Updated Full Update Package 2006-2-3
- D SEEIJI“‘Y through 12/31/2005'
< F T O F A 5 id &) Microsoft Windows CE 5.0 Help Update  2004-8-4
& €3 windows CE Undates 2005-12-31 B
B 0SDesign... | Parameter... | [E] FileView < >
*|[added the Real-time Communications (RTC) Client API feature (SYSGEN_UOIP) to the platform. ~
Completed the feature and driver list update successfully.
v
Build { Debug % Log ), Find in Files 1 % Find in Files 2 Ti< >

Press F1 for Help Size: ~22885 KB 3= =FE

3-3 Platform Builder JT & 51
Figure 3-3 Develop Interface of Platform Builder

3.1.3.2 Embedded Visual C++FF ZIREE 1

451 Windows CE.net NizATHIN LT, T2 L 11T Windows CE.net [ 77 &
T Ho BUAEN 5 Z TR T At /E Embedded Visual C++, W1 3-4 Bior. BIHRA
RETRAME, 1 H CHomitdeiim, ThRELr, M N Fa 5% . B Net
Framework #H Lt Embedded Visual C++Zafe i, (H i 002 AR AR, Wik 1)

IEMKRTILET . Kk, Embedded Visual C++{}52 Windows CE.net NI R AR Z>f) T
H

>~No

FAT A RN B A AT 190 5 K 7 Embedded Visual C++5 Net Framework 145
4 1R1 90, Embedded Visual C++4 Net Framework $2t T 2K s Mah &84 . el g 02K
BIRERAG L IKE) « TR T He s SRR ROR o
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[ ] CamTest? - Nicrosoft eNbedded ¥isual C+ - [CameraCode. cppl [;][E]ﬂ
[A'Pile Edit View Insert Project Build Tools Window Help = x|
S zEa By @ T B | Gy [WriteJPEG =[]
| (Globals) || (an global members - ||  GetStilllmage ~|® -

[CamTestz +|[eBoxil_WinCE5! ~|win32 [WCE x86) Debug v||eBaxIl_WinCES0 Device cl| S E e LHRER]

NS return re; z'
Warkspace 'CamTest2": 1 project(s) ¥
= CamTestz files /7 Allocate the buFfer
=3 Source Files =ppData = (PBYTE) LocalAlloc (LPTR, duBytes);
[¥ CameraCode.cpp if (xppbata == @)
CamSettingsDIg.cpp return ERROR_NOT_ENOUGH_HEMORY;
[#] CamTest2.cpp duBuff = dwBytes;

[£] mjpeg2bmp.cpp
StillCapDIg.cpp

i
= £3 Header Files /7 tall to get the image

DeviceloControl (hCam, IOCTL_CAHERA_DEVICE_GETSTILLIMAGE,

(1 CameraCode.h &uf, sizeof (VIDFORMATSTRUCT), ppData, duBuff, &duBytes, NULL);
CamTest2.h iF o0
mipeg2bmp.h i
[E webCamSDK.h rc = GetLastError();
= £3 Resource Files printf (“failure calling I0CTL_CAHERA_DEVICE_GETSTILLIMAGE rc %dvrin", rc);

CamTest2.rc »else
#- (13 External Dependencies *pdusize = duBytes;

printf (“deviceioctl IOCTL_CAMERA_DEVICE_GETNEXTUIDEOFRAHME returned %d. dwBytes:%d\ryn", f, dwBytes);
return rc;

¥

17 ]

H

"
int AllocHMObject (int nSize, PHMMOBJSTRUCT obj)
{

if ((obj == 8) || (nSize == @)) -
'!CIassViewJﬁlHesuuweViewJ B FilEViEWI ‘« b
x =
A
Build / Debug % Find in Files 1 Find in Files 2 Tel | W
Ready Ln 603, Col 1

| 3-4 Embedded Visual C++JF & it 1fii
Figure 3-4 Develop Interface of Embedded Visual C++

3.2 £ 3% M E 4R By AN ) 4% 15 3

E-Box it e H3 1 F2 01 Jgadss I 2% mp Bl i s A 16 oK T3 B8l 4 E-Box W R P 45 Aok

[f—AM1 (50Byte) Jii, #4533 TCP/AP ME ALY, i LUK R E 0 R4 H 25, 4R
Ji Ok SRR AR VIR o TR A A SR I 0% 306 o ) B e R O R AR R, SRR
115200bps, Ft, E-Box I Hf VAL 20 LU K W) 268 A i 1 oM A R v v E (o . kAT
WL ARHI, I AR A7 T A g (SR B 22 /22 4KBD .

75 E-Box i LRI A b, BATRH T R AR sh 2 B A AT (K T &5 5, B

JH Embedded Visual C++J1 & E-Box & MK E XS M sh&458: %, 1 Microsoft VS.Net
TR 2 N A LR B R4 I B A B R o IXREAM ] AR K i3 i R 3%,
1My ELIBETT T 55 11 5 0 2 R R () S8 A5 1) ) A

3.2.1 Windows CENET THIERTEEF %

AT 17F Windows CEXNET FJ& T-U: L 4%, g AT 3 &8 11 1O BREh AL P

(3 P S0 A5 A ORI LA R B 45 o AR AT B B 4T 0T DR PATRITSE ) B A 0w 1 1)
TR AT 2B PR B 6 o

(1) FTFFRIS P H3 4T 3 1
LA R & IR EN R e, J948 ] CreateFile SFT T 52 4T3 114 8, T LIk AN o L1 A

171E, CreateFile #%[7] ERROR_FILE NOT FOUND. [, HJ455E i L e AR e I
HATHR, 1 H 2545 Windows CE.NET Ji 2 1 B & ISR 7 I dr 24 800, B COM Je 22
FITFI o 5 PR ER AN E .

HANDLE hPort = CreateFile (_T("COM1:"), GENERIC READ|GENERIC WRITE,

0,NULL, OPEN_EXISTING,0,NULL);
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5 A HR AT o LR T B, A CloseHandle bR Ak B8 9 11— AN 4T JF 16 5 47 3 11
CloseHandle {5 —/ 241, WM CreateFile bR EFT TT i I HFIR Bl ) AJRE, 5kl .
CloseHandle (hPort);

(2) WEHAT R H

IEWHE ] CreateFile 41 #f AT % 11—+, W L% ] ReadFile FI1 WriteFile pRECK S #3147
Uiy 1. B i V& CreateFile SIIHIAT T T 8 AT 11, 84 T A ReadFile B HAT
i 11 12 HCERC AR -

ReadFile(hPort,buf,dwLength,&dwLength, NULL);

i+ Windows CENET ASCHFFBR) VO #4E, Prolsf 5 NS HuM &N NULL. 5
AR AT o TR T B o I A R
DWORD ByteLenWrited=0;
if(hPort==INVALID HANDLE VALUE|buf==NULL) return 0;
else
if(! WriteFile(hPort,buf,ByteLenToWrite*sizeof(BY TE),&ByteLenWrited, NULL))
return 0;

else return ByteLenWrited;

(3) MCHE AT

BEANE H AT S 1 PRSI A, (ELR 3 G 0 I B A IR R 2 AT L AL
B ARG, i A BEIEREAE . AT U] VO W45 H] (IOCTL) SRIECE H AT K5 1Y
P AHCHRAE TSR 2 A0SR, JF HEA AN RN THA” (ETK), 1M SDK ARESE
WAZERAE . BRULZ AL, A MR R T, & GetCommState Fl1 SetCommState
PRBONC B AR AT 0 e PR T RC B 1K) DCB S5 A WA, BT U TSR LERRR G 0 Y
WILEA DCB &5 K4y FC B H A7 110 DL PR 1) A8 SR — AN BR AT T8 A B B0 7= A U R 2R
AR A BEAEAE DCB S MRS . 7B 55 SR HUSEIL AT 385 A, 230 T
RS 232 H47H[¥ RXD, TXD Hl GND =AM, i HAd 5 A& 5 A, Jil DCB ()
B AR NAZ A T BCE, A AN RE IR A

DCB PortDCB;

PortDCB.DCBlength = sizeof (DCB);

PortDCB.BaudRate = CBR _115200;

PortDCB.{Binary = TRUE;

PortDCB.{Parity = TRUE;

PortDCB.{fOutxCtsFlow = FALSE;

PortDCB.{fOutxDsrFlow = FALSE;

PortDCB.{DtrControl = DTR_CONTROL ENABLE,;

PortDCB.{DsrSensitivity = FALSE;

PortDCB.fTXContinueOnXoff = FALSE;

PortDCB.fOutX = FALSE;

PortDCB.fInX = FALSE;

PortDCB.fErrorChar = FALSE;
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PR BR=

PortDCB.fNull = FALSE;

PortDCB.fRtsControl = RTS CONTROL _ENABLE;
PortDCB.fAbortOnError = FALSE;
PortDCB.ByteSize = §;

PortDCB.Parity = NOPARITY;

PortDCB.StopBits = ONESTOPBIT;

(4) WEHEN{E

X T B AT UG R, SRR R N, 5 WU T BE RN 21— NSk 1 R AT I
TEAEHN . %, HCEERME AN E A DL H5EH GetCommTimeouts BRESRE Y [ & 1
(PEEIME, SRJE1E % CommTimeouts Bl A8 5 F1E, /5 H SetCommTimeouts ¥ & (1
IREIER

3.2.2 MBEME IRt 5K
3.2.2.1 MR ATIERE

Internet &AL 2 FEA PR EZ RPN —Flo@ i 2L Pl TCP P, —Mgt
EF PR UDP #pifle. TCP (Transmission Control Protocol) %[ JH F7EA 1] %E) Internet
PR ATEE R L o 2 A T URIEAE P, 1 UDP(User Datagram Protocol) 4= % ] SR A& 4K
HW . B IATRG R STIAEE A1, T PC IRSS s SR AE S B AR I S 36 4 B . )
H UDP f&4uthil, 2t JLZM SRS i E, HaR MR g2k, sl Iy BT iR,
DRI DA 25K ) TCP XA [ ) 32 42 W] S (1) AR S i

3222 MRS R4

F ok THIEH T Microsoft Visual Studio, K2435 HF Microsoft .Net Framework, ATA]
PL i F Net Framework 'R 7 (1 24T 4w #2, 10 . Windows CE.Net tH 3 #F Net
Framework1.0. FATTIEHF) 9 Fi v 5 2 XF Net Framework ~CRFEUF ) CHIE S o

TG0 S 1) 87 57 A1 Sk 2 D 5 s PRI, Y 29 A 1) 3 FH 4K /T E-Box Sensor Receiver, H
A vt E & 3-5 fros.

TSGR A TepClinet 28, FE37—> socket 42 H, Jf-A > NetworkStream 25 5 Server
AT

another_client=new TcpClient(t_ip.Text,Convert. ToInt32(t_port.Text));

another stream=another_client.GetStream();
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B —4
TcpClient
% Vsocket

BlEE—A
NetworkStream

FiServersdt v 22

HAE AL AR

AL AR
LUSEE T 8

M DR (<

PSP RLNEVETEE PN
NetworkStreamiE4T & 1%

RIERLI?

K

Kl 3-5 iR ARG N H %A E-Box Sensor Receiver Jife K]
Figure 3-5 Flowchart of application software Architecture for Embedded system



~ e - 3
YHEXARE
SHANGHAT JIAQ TONG UNIVERSITY ETF & ERENMNE S REEMERES

PR BR=
SRIGHTITIFRCE R 1, ST N7 IO A B S0 R B SR 3%
if(UseSerial.OpenPort("COM1:")==false)

{
MessageBox.Show("Failed to open port COM1");
return;
H
if(UseSerial.SetPort(115200,8,0,1)==false)
{
MessageBox.Show("Failed to set port");
return;
}
Thread t=new Thread(new ThreadStart(thread ReadComm));
t.Start();

R i B BRI 2% RO 25, WRAIE Ty, WIAREEREE; WsRARMG, IEAN
AR AL BERR P, A5 1R K
while(stop==false)

{
if((len=UseSerial.Read(buff,15))>0)
{
newbuff=new byte[len];
for(int i=0;i<len;i++)
{
newbufi[i]=buffi];
}
try
{
EBox.SendMessage3(another stream,newbuff);
}
catch
{

timeoutCount++;

if(timeoutCount>=100)

{
MessageBox.Show("100 times network detected..");
PCConnected=false;
UseSerial.ClosePort();
return;

H

H
H
H
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3.3 MG KRR ES &M

331 BELEEHMIEFEN

PATRH 72 B A 7 85k Pro5000 45455k, W&l 3-6 Fiur . IX kK ERAG SR IR 2
T CMOS BN 2%, HEh AT LUk 5] 640x480 14 2% . KM Rightlight #8255 e kM2
R, TECRA S EERER 10 IF HRH T m e, sk,

€=:

Logitech

3-6 P4 Pro5000 £tk
Figure 3-6 Logitech Camera Pro5000

PANEPEIX R IAG I Br T EReE tH AAh, K Microsoft 45 T Windows CE.Net
MK o ROt T MSRAG SR Bt B R (4% 1
DWORD CAM_I0Control (DWORD dwOpen, DWORD dwCode, PBYTE pln,
DWORD dwlIn, PBYTE pOut, DWORD dwOut, DWORD *pdwBytesWritten)

332 AERKIT

AR Embedded Visual C++7E E-Box I A MM R4 N AR, PR 3%
BB OV RAT Win32 IR A AT AT il o £35Sk A i R i) Bl A2 2838 mijpeg
Yt i, Wi mjpeg 4% UK e bmp k%X, BT BORFMES . Mjpeg Fr e pk bmp #%
A T Microsoft [f] GDI(Graphic Digital Interface)ZEH [ p& %L, 1T Microsoft 7F FF A& 1%
RSN, AR T A Demo F&/7, RILFATTHINY AR 3 20E 5 Bigi T T80, ¥
T WAL D Rg .

TE W 25 A% 7 T, BT IEFE T 0 B H2 110 TCP WpisL, R FRATT G A% XA K (160%120),
DAL 194 &% (1) 4t 5 A2 DAORIEAR S 28 (100M LK IR Do 5 fm 558 19 45 B n) L ORUIE A3 A A%
KA 10 MiER L Eo 1 TCP Pristn] LAORE e 2R 25 R 1) 2 R AR 4 1) f e 3X0) T S8 e
A R S R B A 20

W 28 AL i dm FE K FH Windows Socket Zifs, WK 3-7 s
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&
HI4H 4 Winsock
2
- A —Socket
AL 2 <

Y

o

B
k55 4%

E
s

v

S REMREA

3-7 3T Windows Socket 1] /9 24 4 F2
Figure 3-7 Flowchart of software design base on the Windows Socket

B eI U1k Winsock:
// Initialize Winsock.
int iResult = WSAStartup( MAKEWORD(2,2), &wsaData );
if (iResult I=NO_ERROR )
printf("Error at WSAStartup()\n");
RJE B Socket:
m_socket = socket( AF_INET, SOCK_STREAM, IPPROTO_TCP );
A KGR 55 2o P e kA 1 2
clientService.sin_family = AF _INET;
clientService.sin_addr.s_addr = inet_addr( "192.168.0.101");
clientService.sin_port = htons( 8000 );
SR e AT Iz i i 55 i PR A 2
if ( connect( m_socket, (SOCKADDR*) &clientService, sizeof(clientService) )
== SOCKET ERROR)

{
printf( "Failed to connect.\n" );
WSACIleanup();
return 0;

H

] send () bR BCRs 0 25 Bt O URIE H 2 -
bytesSent = send( m_socket, (const char *)(p), bufferSize, 0 );
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HATIER G, RGP R 4 A i bmp 4% XU5, alIE DUK M ik Fli
i k45 a%, Wk 3-8 Fias.

A

MEEAR K k
— i

A

K PR e e
bmpht 2K 71

A

PLK M ¥ bmp 14

Kl 3-8 BA5K R 1 9 25 A% 4

Figure 3-8 Network transmitting of Graphics from camera

34 BEING

AEVEMITIE THT E-Box MIRAXRLAM IR, KRBT K, Pl
FETFRRAE R R B R I FAf gk T AR 22 17 i«

G R D RAEIX R NI R o DR 0 A8 Bt W 2 IR IR IR, ANTT RE A HS 1 G2 A7 DX Y
Hdle, LA AL R A7 ATl B T GRA7 X (AEFRATTIN AR e vk b 4KBD, Mt
UEAE W28 AR RN s VA7 XAt o 30, R FPis AT I 23 542 L0 () i B 2R o 1 3l
SERP

FLOOH R M 2 AL iy TCP/IP ALIERL . THARTHIN, AEEE— A Hi 2wl
SR L TCP &R, RS R EATAIL, ML 100M [R5, 1
LW RRAEMBIMIENILSR . AP TSR, AL TCP @R 248 = e -1
AR, ER AR e DY R TR, X REmt TR R R 2 DR . AT IHECRUERR
Fe B PR R At b, XPREFPREAT UM, SEBL T O L — DRt i LLIEAT M 245 4, K
K T RAEMTEEAHI

S BATPAC ), PP A TEAT SRR R A 2 TR K . £E 10M [ 4%
A N IBAT T LK, HRBcA LA
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PR BR=

4. ZF PC RYBR 522 R AW I

PC HUENEEAN RIS 45, S TiB S g, Wox, Moot 1748, LU
ARG W 1 AR BT 1R N R P #6248 C#E 5 7E Microsoft Net Framework | FF & 1]

4.1 EEHIERILLKMIZW I 1

e Ty

Sensor 5ignal Processor

start serwer @ port 000 clozse serwer
Signal
from
Hetworl
v ASCIT

Fositien File FaEEE | stop |
Site 1 |Placel L txt  watch
Site 2 [Place? 2 txt  watch
Site 3 [Placed 3 txt  watch

cloze

4-1 TE R0 0 LK R RO o i ep

Figure 4-1 Software for voice data receiving from Ethernet and analyzing
411 EEFHIFE UK MEIRENIZR S REF

ik 4-2 s, A0 TCPAP Hk554%,  E JE AL —A> TepListener JEE85E 5 I A1 1P, JF
BRI IR K«
server=new TcpListener(IPAddress.Any,Convert. ToInt32(textBox1.Text));
server.Start();
TR AR, FHRBACTAE, Bl TR R EABUR, DR — 2.
thread receive=new Thread(new ThreadStart(thread receiver));
thread receive.Start();
B2 BB K IR Network Stream 278 (1) 54 -
client = server.AcceptTcpClient();
stream = client.GetStream();
R SR 2 TR B A AT s R L, BB AN, IR A, AR R R
EFiBE R
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Byte[] bytes=new Byte[1024];
Int32 i= stream.Read(bytes, 0, bytes.Length);
if(node==1)
SaveToFile(ref swl,placename,cache);
else if(node==2)
SaveToFile(ref sw2,placename,cache);
else

SaveToFile(ref sw3,placename,cache);

A Tepligs etz O
(i 119000) - FF4A il

A

AL AR

T AR

2 R SR A
NetworkStream2

4

BB AHR i e
NetworkStream.Read ()

4

A0 755 8
AERESIHE 4 S

Bl 4-2 1 20 1R LUK A 8l i B DA

Figure 4-2 Flowchart of voice data receive from Ethernet and save

412 PRIESEIER REMIE S

K BIAH SRS, W] Bl watch $HL AR RS T RUE S AR, W&l 4-3 T
TNo
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Zin P"#ﬁ)tg

Data conmeted in 1. txt

2006-6-1 17:29:53 o] Signals ecllected by
2006-6-1 17:29:53 ~  =enszor at Flacel
2006-6-1 17:29:53
2006-6-1 17:29:53
ety 104 97 144 13Z Q0
2006-6-1 17:29:53
108 122 140 185 aT
2006-6-1 17:29:53
ety 95 155 127 85 109
2006-6-1 17:29:54
127 133 190 99 105
2006-6-1 17:29:54
ety . 152 124 95 105 122
Z2006-6-1 17:29:54
134 185 112 115 116
2006-6-1 17:29:54
ety 147 100 92 127 122
Z2006-6-1 17:29:54
155 175 94 116 135
2006-6-1 17:29:54 120 97 107 132
Z2006-6-1 17:29:54
2006-6-1 17:29:54
Z2006-6-1 17:29:54 .
2006-6-1 17:29:54 ]
Biaz |12% Draw | Fragq
SignalSketch
K 4-3 Bl WS THIAR

Figure 4-3 Form for data watching
WA A% R UCRAERTE (49 A ri#idls /0O sl Draw 1241, BIAI& 2%
e, lE 4-4 fros.

s, #Ib- bap ~Jo&d

K 4-4 Helm B 1
Figure 4-4 Picture of voice data received and saved
SRR T R S, T DA Freq 48, EITTESIX 49 ¥R ST DFT
A G A . ] 4-5 TR
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o s bap mEx]

K 4-5 %4t DFT AR 46 5 1A 1
Figure 4-5 Voice data after DFT transform

20 Watch Window =1

L ¥atch indow = ||

Data conneted in 1. txt

17:29:53 Py Signal=s collected by

i 2006-6-1 17:29:53 2 sensor at Placel _
Fr 2006-6-1 17:29°53
start server | @ port 2000 close server SO0E~E=1 17:29:53 m
: el 2006-6-1 17:29:53 104 97 144 132 90
£ 2006-6-1 17:23:53 108 122 140 185 4T
ol L ) 95 155 127 85 109
Jethork 2006-6-1 17:28:54 127 133 190 99 105

134 185 112 115 116
Position File record stop 2006-B-
Z2006-6-

147 100 92 127 122
155 175 94 116 135
120 97 107 132

B JPlacel i watch | gggg: 3

o 17:29:54 |8

ite FlaceZ 2

i watch
Site 3 Flaced 3 tat watch
3 = SignalSketch

D EIE. by ==l .":_ o HiE bap E]@

&1
&1
&1
61
&1
&1
&1
&1

¥ ASCIT ErE 9 152 124 95 105 122
&1
&1
&1
&1
&1
&1
&1

11

Kl 4-6 AR R AR S A B

Figure 4-6 Software for voice data receive and analyses
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4.2 SHE R LLA W S BIR

4.2.1 LLX W B £ RN

WY 25 F R 43 5 OB S B R R, Wil 4-7 FioR. BTGNS — TepListener 846
SE T FUAN TP, FFAR TN BE K
server=new TcpListener(IPAddress.Any,Convert. ToInt32(textBox1.Text));
server.Start();
IR —ANERE, THRBCTAE, Bl TSR ERCR, BRI — M 2fe:
thread receive=new Thread(new ThreadStart(thread receiver));
thread receive.Start();
FOERE K IR L NetworkStream 7 (1) 504 :
client = server.AcceptTcpClient();
stream = client.GetStream();
BB BB R R, RO B B EEBOR, Mt s bt 20 i JLAS TCP
EARIRIE R, P SE EEBE AT — AP R R E — R, A REREAT B
revSize += stream.Read(bytes, revSize, bytes.Length - revSize );
if( revSize == bytes.Length )
{
ByteToBmp(bytes);

revSize = 0;
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N Tepi g5 a4 1
(i 18000)  FFFF LA fiWT

4

AN
THREM T A

4

P& K — A
NetworkStream2$

(PRI ES| B A€ TP TIBUNES
"1 NetworkStream.Read () |

Hotfinh—mi?

BREE

K 4-7 M2 GRS SR
Figure 4-7 Video receive form Ethernet and display

4.2.2 FIEE&RRIER
SR AT Vi ST N 7 P 01 e el SR VA S EAS I B B R ISR

private Bitmap bmp = null;
private const int WIDTH = 160;
private const int HEIGHT = 120;

L SRR 2 A K (1 B BB KN A 28K, UK Bitmap MR BIUE B RGN A7
Debug.Assert( buffer.Length == ( WIDTH * HEIGHT * 3 ) );
BitmapData bd = bmp.LockBits( new Rectangle( 0, 0, WIDTH, HEIGHT ),
ImageLockMode.ReadWrite, PixelFormat.Format24bppRgb );
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HeE 3 BB N BIUE N AT X
byte* p = (byte*)(void*)bd.Scan0;
for(inti=0;1<WIDTH * HEIGHT * 3; ++i)

{
p[0] = bufter[i];
ptt;
}
FBitmapXf 5 MR GEA A7 P ARBUF B
bmp.UnlockBits( bd );

pb.Image = bmp;

A ALK
It e SCHFE R

hl

Jy
g R VASEVE/T

AT A EER

v

4 Bitmap X 54
E B RGHAF

A

K B o Hodhe
HABE AFFIX

4

¥ Bitmap X% MRS
A7 AR s

[
4-8 AP s iR K
Figure 4-8 Bitmap data displayed

HARIRAE S H B W 4-9 s $4F start server #4415, FRanB G5, Wik 4-10
I
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Leng =

start zerver | port Iaﬂm close |

Kl 4-9 JolE B AL i i) Fr i

Figure 4-9 Graphic interface without video transmitting

I

*d Foral mEx|

start zerver | POFE iE“:"Il close |
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Figure 4-10 Graphic interface with video transmitting
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4.3 AT\

AETEMITIE 7T PC ARG ARSI RE, AT PC IIALBRE AR H 9 K, (H
FEQUERAEXS L8 (K TF A AL BEAN G (18, 2 KORBRRAR G I DRI o IR BRATIHET T R
BATH R WRAB R TR 1)

AT A AR U T, AT JT AR A XML s 3 SO K kA7 474k
P XML SCH 8 SR (8, A%t 0S8 (HZ Ja RABAER Bdla A7 if . XML
R SCAEm, K Fes KERRGTI, R T I T M BB e BB R . ERATA
FIATEFEREHE A7 B XML SO B RENE, RIS LR PR SCA SO (et SO,
I O T Bl AR SO A7 Al o KRR iy T A7 i 5, Mgt ke 1 2 B IR (KB R

FLOGAL I R Won AN e B IR, BMBAEAEA RS 173 8RR e R AL i
I SR B Al A2 LUK W B8l AT SRR SO LB PR 1) 3o SR socket THLAR A3 Bt A0 ¥ B 2 send ()
HESREE M BGR B E, ERAEMER R, Bl sl LSt kid . IAes
WA i 0 250 BN A B A WA ot BB ) A, it BB R AR A T A B R 11

TN
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5. BREEFfRE

5.1 B4

AT A BT FIE SR T 1), 2] 6 H A A RGP, ik 7R I A
AT DLE AN 4 [ B[] 3057 DAy 3 — N SR 0 Ak o AR L PR 152 1 ORI DG A Jeds I el 4
SCRG LA R AL ) R b BRSO A%, T2 A RER 0 [R] 27 1) | 28 445 T vE IR b ik
AT SEHEINR, JF27 5 FFAR Y U LT R TR . 261 3 H Ay S 30 7 3 2 B4 a5
MR TR, JHh TGRS M 4 8 TAE.

DRI A SR A BUR AR B, RS0 R R o S I b 2, A0 Sy SR oy Pk . AT
WA 283045 7 TS 2 TAR KB IR AE, 5 )5 o 355 R AR AL 7 2Ol fE s, 2d
H 5% ) 4 T4 s I 245 e % 10 (1) 1A

A S IR BTl 2 7 AR A8 R AR A LRSS & Intel
Sitsang Hi 1) [1) USB 5 1 BUG, AN SCHRFHEAG SR IX I S A A U 15 £ il 3k
TSI EE G L D e 2 5 IR A XRS5

AN HH, FXf T E-Box (Windows CE.Net #:1F 245), Samsung ARM9 2410 (ARM
Linux #1F R40) A MRA Motorola —3IF & (ARM Linux #:/E RS0 (MPERE, LM E
SKUIREII IR AREE, BRAE RGN Sy R E, DLACURGE % 4 DL R S 38 DR YR A 5 AN T T o e 280k
£ E-Box fEAFMIMAXRGHEN 6 IR LMK T it 200 Joifirs (A48
FAERZ I SR 2 2, BRI W32 T84 Windows CE.Net #:4F R KB4k -

DAL R AN B v S AN A (R A, PRI AE I e TR h By idk— DA SR S AR 20 i, 42
filh 7R 22 0ok 2 DRSSk ()RR AT . YA RGEE NI JG PR A AN R, RILEA
ARG IR

e, FHRENRZEGHT 3 MmEiss:

(1) CBH, HRIT AR, B EERVE 2 BAR BT AT T8, A3 AN P31 i
HIRZIKZN CEEHTF

(2) CHHET, HRIFRIRANXESH HIKE), MAXEIERGE GG, G ALy
CHR KRR AR L T T VR .

(3) C#ET, HRIFRIRAX BN, UL PC HURS ST A L3RS &
SEI T FH I N R P A F C#R 5 PR 1. Net Framework ZRFELFIRATTAH T fi#
JE )2 B S, o n] DA EL RS 5t SOUL m AR PR B FH R, ORI e 1 FRAT TR I ok
[ ARFRATA SRR, H a0 G R WG 5 45 3 17 R A b

W, TERBEARGAH T 4 MIF R TAANFG:

(1) Microsoft Visual Studio.Net JF /& T. &, HIRIFRIEN RGEMNHFET, f4F E-Box
R PC B KA S, VR B SO, DUAGERE I T, A IRATIT
RAEFEPARA 3RS o DI, SRR BT RAETRA TN RG I v  TAR D (1
]

(2) Platform Builder JT & T. &, HKJFA Windows CENet #:1E R4, kA ik 13&
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AT 5 E ThHE ) Windows CE.Net #:1F 24t 5i1%, T3 E-Box ', JFHfitit fFEad
PR TF B, BRI L BB, R T IR TFBL.

(3) Embedded Visual C++JF k& 1.5, FI 5K FF & Windows CE.Net #:1E R 40K )2 KB FE)T
LA K Windows 32 F2)¥7. BRIMIEAT IV G ERIF R FTE IS A —FE . BT DA CRE
R, HARE SRR T o — 2L B A IR

(4) Microchip IDE & TR, HRITRAL AT M 2515 i LR o iR EE 143
WL, AMUATFRT 2 YR 2 N T EE, M HASCREE LR ol 1— AU 3L
AT PERIRR 7 1) N 38

PR, TERIX G 3 Fhog AR IR & FHAE R S

(1) AR, AW BB BAE RS, T T4 e ek fe, B IR AR 2
SET AR MBS o T R IR 0 AR IR Ak, A A A bR B T I )R]
REMRIHE .

(2) E-BOX, 3T x86 #4%1 CPU, Fll Windows CE.Net #:/F R%%, S F 2 &M EAES.
A Windows CE.Net #:1F &2 4t 2 #5785 Windows API pREL, R AG IS g I 22
5 B R

(3) PC, i KA, NIRRT NAZHRE, F—Le G 528 1) TAEE] PC
RACHE . IEXFES R SN R IROR

b, BNRGEW KT IRZ FRFNEAR G

(1) TOERIEAE: B I 2 Rl A SE A

(2) RS BIERENZ OB,

(3) LEAERG RN TF R ARIEER LT RTT K .

(4) %7 Windows CE.Net IR AR TF K : E-Box K ARG I K-

(5) IEFEMILRIE ST DAOK I A A .

(6) v EIGALRE: A ) 2 A AN AL

(7) BFE TR E: R S AR A E AN KT

ﬁLﬁﬁ%&&ﬁsﬁ%ﬁ?@%%%ﬂ@t%ﬁﬂ@%%%%%@&ﬁ&%ﬂﬁﬁ¢,

RFT CHES, B—I%EILT Net Framework HIFERF, 26—k F] Windows CE.Net
BAER S, AN Win32 FEF it 274 713 Microsoft Visual Studio.Net, Platform Builder,
Embedded Visual C++J1 & T I T9RFER T A, WORAER K.

5.2 RREE

IEAE 5.1 R PT U, BATHRIEEA R G0 I TIRZ A RIAE R BAR iR

ACAIEATE R, HRREEDIFURRAN, WIHBEEA R VF 2 7 2 SGE M 5E 35 1 s

(1) HHE B EFUAIAR R T LAl RS R, AR5 R BRI o

(2) WEEREMGIDEY: TS A/D Fif3 8] EE A S s RRgE, BT
DA 26 v (R 5 B LUK, S AN R RERAE 2R . ] DUE S mpeg 45465 )7 2,
HEAT 2 57 Yl o

(3) MESH PRI fH 17 sl (sSE: P R, FRATBA 2238 MESH PRI i 15
(FISEI . SEIL MESH AT AR K (A4 Ry 22 48 A6 Rk 17T 865 p 7 a5 ) S T U
KPR wa e T2 D 1) 7 i Ve
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4)

)

(6)

(7)

(8)

€)

PC JIr 55 # s 7o o5 AR T8 FILAR MBS RGN A, EES, JFHATBLHT
— SR R RIS G . PC IRGS A s AR K I TE S i 1E AT PCM 2w, 150
b wav ¥k, BRI BAAR R wav SCHRRBTRCH K

S S ETE BT 2 AN RRHE TR & ) LR AN R 1) 875 5 b 2
Jia, A€ 2 DFT A&, nlLASSH & FFT Ae4e, 2209 F 165 Ab 3L /N e
B

A T X 488 0 N BCH A i 1) ) R0« B A R 4 TP AR 0 ) — AN RSl 2 A P D 2
MG AMIBIEAE b o BARR ] — ANl P 2% 422 1R iyt o IR T2 v AR Al — R ax A
) . AH I SRS R AN A SPT 28 R R0 28 132 11 IR e 3 AL PR, A hg P U 2% ) Ab PR
5l v LAMARAS L fif gk AN ) i, A U AE T ZigBee WhsURRAE B 248 L IMFSHE
TAE.

X TR BCRE IR (1) N 3G, OGS ] TR) B2 SRAR P4 IR 3 6 R, A S 1Y v A1 R
PRI R 2 — /MR EZL I . ] LAAE P 268 38 5 A A FH i A5 A a5 5 =X,
TE—E R AR A 1) o A S 0 SOl I AT T W 30 8 A 2% (1A b R DR R 7 R
& ERES .

BAEEH, P AR RS AT, 28— R 5 M Internet 10 2 — 1
A RIAE 91 o BT TR T LA R BEA 78 26 ) LA BLIK Wi-Max H0R, A4k
RILLK P25

X IR ARG HEG EALE E-Box 58 % mjpeg £ bmp ##e, SR 5 PRk T LUK WAL
(1), EEMB I PRt KB — e REFE T, 25 7™ H 58 W A0S0 0T e R D9 28 AR ity s o SR
F4kAE PC E5E R mjpeg A% X MG RIARAS, 7T LLORUE S i T RE AT ) SR S R4 A

(10) FLIRAS T R A WL ERABRAE R SE, T ECSHA T AR RRAE i T AR R4

YER 4GS, Ul uc-osll, Tiny-Os SFHANIRAE RS XA AT L LF IR AT R G 51,
PR ARAL IR

(11) 755 (R R T2 B 75 L DA S A e A OR ST DA MR HOG S 545 5

IR RESE, XA TR BT THRESE, HOR I R 2 5 A i 7T LI
SERBUR I ZZ SO LKL S (RSO 75 FEL i

RARGER TR SRS, R AT S 2 N . Belirm] LUT T 2010 4
T 2 22 B AR o EREMIHTPATERZ W AL — HAIREEEIREN B, FEmE=
B2 R RN A (A IRt Y 2 M, RAEAAT I A AR 1) 7 8 LA K IR BB R A 2R 55 A Fo JF T
DU A S5 7 Sl A R Or 0L, BB AT EA T 22 B OR BT A%

FROCE TR BATRGE N D5, B 7 3G N SN mf (KR AL fdth, e mT e
HEAE RIS AS R I Y 7 5%, IR Re#s, RIReERm, QMU EATI, PRBT IS
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Brift

AV RAER A EIR 0I5 2 R 58U o ARSI EIRA AT A, (AT b )
X AT EEME B BEAT SRR &, 0 ELAE 8 BT IFR O 1 R4 ) S S0 PR IR 56 1 F Al 1 3¢
Fro PRI LANHA TR PHERREARE O % B EAT S . B T A
PEXEUR TR0 55T IT90 RG AR 2 B S IR . FEIL, P R AR Z T LR K4
T T IR o

FEEENV BT AT IR, IR R TR ER RSN, RN, WA SE T A
DR, 7RIS RO MR RN SR ER TR A 4L T R AR A2,
ABIBNI S A A, PRk T IXAS BB HL I SE . MBI B L2z 2] TR Z A, k3K
SatHEH . BEANEZKGKIE T, B, MAATRELAE] T2 55T E-Box MIBEEL
Rt B A AR # MRS N Bl A BE e, AT A I AR T4 T ARZ N A)

LR A SCRE B A, AT 20 T FARK IR SCRe NSl , et fi14s ¥
P55 124 G A &

I, PRI G0, SCREIRAFE IS I F 2 A 2SR AL

57



~ e -2 3
By > FXALE

SHANGHAI JIAO TONG UNIVERSITY ETF & ERENMNE S REEMERES

EX KR

ZigBee Wil HEiA

ZigBee AN N IHE ) W9 28 0 U 02 AR I3 I 4 bt . ZigBee 41— 288 44
RS AN, Il Tk g dsl, mREPPR LKL PC M. T i
fi# Microchip PrisCHe, 76 R LR — NG T ZigBee 2R . A DG E ¥ 14
] LAy ZigBee M (www.zigbee.org) AKIRENH £ 1% k] .

IEEE 802.15.4
ZigBeelX 4 FHIEEE 802.15.4 #YGAE AN BV )2 (MAC) FEZ (PHY) .
IEEE802.15.4 53652 U T 3N TAEMAT . 2.4GHz. 915MHzFI868MHz, REAN A H2 11 [ 7
HEE. fla, 2.4GHZA0H B3R 16/MEE (Fi11-26) « 91SMHZAH &Ik 104MF 1

(f5FiE1-10) 1I868MHzA M (L1 /MFIE (fFIE0) .

TSI L 2 e R 0 TAESR Yo g o 2. AGHZHHS AL 1 B4 14 % 4 250k bps,
91 SMHZAHF AL 1 B4k 14 % 4y 40kbps 1Tl S68MHZ AT T & 14t (1 i Hi 33 K 24 20kbps o T ¥ (0
DA E P LD B T TR M TN € T 1 e R N ) DA L e 2

IEEE802.15.4MACHL AL 11 fie KA BE 12771 o BN s B 48 i Sk 215 A6 CRCIH
ko

1667 CRCAH I M) 528 . eAh, TEEES802.15.434 ] L F% A8 FH N B Ha AL Hib L] o
XM, AR R ACK R AL B LI S e AT 48 BV 8 o 3t ) LA o it 51
b b Oy T o Wi R ILW I % B AT T ACKAR A 1T FLAE— 52 FO R I 39T B A A 0
BN, RILHHG R IAT I 2 B R I%, AT JC N 25 A R AR A R . TR BRI BN 2
IR ZRMIBEMAC 2 IERAEC, AN s IE AR AR BE, X R R H B . B0 s MAC
JZ T EIE BRSO N T — AN, H T AR B, Zin] RE LR EFE. L,
IRZ b RN, FH AR SR LA 1) S 25 g )9

WA 244 P

ZigBee LR M 45 i K 2 FhR UL & o ALT N2 BCE (H— M 28 1 0 (i) Al
I KIS N A . ARSI T 4R 2 ZigBee [ 55 (1) — FhFe ik 1) 4
g »e 4% (Full Function Device, FFD) . £ & W] GEZFFDEL WAL DI E 45 (RFD) .
RFD2 f /M HAw ) 51K ZigBee 19 5o & HUSEIL T 2 i /b (R ZigBeellR 55« 1R R M5,
P 1) 24 i B2 A0 5 DR RS o SRS 2 v % 7R BRI B B ) — AN i %, e
AU KA VRS, SRS B SR R B e e B H BB g 2 e A

BrT R 2 A1, ZigBeeih n] LISKH SO s 4% BEEEERPIR (mesh) MIZERCLE . H
TREAETN AR 00 26 HAT 7 22> ) 24 22 TA) S e s A K Dl g DRI AR R O 22 B I 5%, 177 A 28 oA
28 DI TR Ay L Y 4%

FAEA 2 —HF, ZigBee W 45t /2 22 siHe A4, X RIS 25 P 1) BT A1 o0 A5 A
FI G 2 RS ) . A PRI 2 iR AL 7ER AR E bR g, HEMEE 2
W), AR I eV I 5 mURIE « AEAERE TAEARIG gt rh, A SR VF Y LR TIE S
BRI EAT A o P S 23 8 LA —ANFR A S ARt (R B i U ik, I HAT BRI 2% rh IR BT
A R MU E D o FEIXASE MU O BN S T AMREE I B, I BN AR
MURERHZWCEAR o BT BEIE & — AN ASLIBR,  AEAb B P R E PR AR IE .
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Microchip B3 ) 24 B RRCAS (S RFIGA A (14 A2 20 I 296 i

EESIS

ZigBee 25 1] LLitad-hoc 4%, R ] DL 5 B2 a2 BN G I 466 o 0 2 R0 I 4% i
B, 2T % 70 AT DABRAT AT B8 A% i ik SRS R 45 BT IR I 4 1 S8 e P i 2 e AT
JASI, P A SR AT A A, W R A B, e A @ N H SM
LRI AME 16T PANID. — H R E AT, e R AN e AN K& 5 b 4%
FHORIR . HAAR RVFIE A VPR ORI il A8 e

- ELGL T G, AT e E B O R A 2N S S MIPANID P 58 o fEIX P i
T, PhER S S SPANIDM R R P FE I B oA — AN 25K B S L PANID R/ a5 . 52
B RZ I (W PR A8 S FR R E T I A A AT L EL W TE 2. MicrochipBhSUEz (19 4 AT AR A A
WRFPANIDM SR U . ARYE RGET K, ViR SR AR S VAP 28 H AT T A 45 G, R
NAREER o N T IR R L, Zui e o ] BEPAT IS I8 sk PR A R S T 55 2 SR I ) 465 B
HPAT B FE AN — BTN o FEPAT I B AT FR R B0 R, B ek i it Ay kL AT
FEFRAUNSETT 5 2 SRR I i B 5

— HOGHRE M 4%, 280158 £t P Pl ik AT o DG I I 7 5 1% 9 288 At Bk O Tk . R 5
BRSPS A BB 2 Bl bR ST Rk i T i B FF M 4% . Microchip B SUR 1) 24 i
FSCAS SR 0 DG IS I I sh B o e AN SR ph i 1 4% i 200 10 28 T 9 24 ek e

STE RN RN 5 SN L

S ZigBee 1 i AT SCRF 2 IR YERT D RE . B, V/OY R mT REAT 2 FiiC v MTBAU i N/
Bt o —E PR T RER S R A I B T AR N T RER D) — MR
(1 R i O I e/ (75 T 1 & = T 1975 i W | 2 RSN U ¢ B O v AT e
Tl S TR AT B AR A A R N TR e AR AT 22 S B B % o A T kD A
ZigBee 11 iU A ] — NS E AR TE R AN 224 3 s /4% R B 22 4 R FULBE i B4 T

—ZigBee 1T NS RE3 1N A (G5 0-31) FI8ANEIT (w5 40-7) o ity £LORY R Y
JH e 26 TG B i i o 3 LR B SO 1 4 o 80 1 AR 30 sl M 3 BT o o i 35T
8. Ak, SEBr b, AR — M BEIE TR 2 T REA 2404 FEIUETE .

— AN ZigBee W R AR Z JE L. B, VO SRV E AL, BT A
2. BEUSA LSRR YE. B EYERAA B ORI, B, B URYEAT e E 1800, )&
VEMGE RPN R . FEAEA RIS R, R REERE B N E T M (AFARID . R AR IR
24765,536 1 @ 1

ZigBee hSGEE LT —AMFRONBC BRI E . Be B SR Fa Rt 7041 2N Rl -
MR I A Z5UA B ) AR A AT A 2RI T PR 3R A SR A 2N o AP I A 368 P S A
BEATHIE, FATFIDUE S FME R ARG . IR E AT ZigBee B 6 1T LLEL A . ZigBee
WEEH O SCT IR ZARUERIIC B SCPE,  HE e e ) T S E B SRR AR C B S48
AEAT TR A Ao HE G S SO K s A0 ] DA At i DA [ P SO (09 s AT LA
Microchip 3 ) 24 BT ARCAS AN SR BT AT AR HE R HE B SO D g WERTT ML, ATLIGE —
AN SEHLPT G EE A BC B SR P R 55 e A BT LA B O B R SO (3o A U
MR AE LA Rl A TR MM AT — i S (s N RE e SO 1 I R 47
LEDI) A 5 XA AN HRE S, Horbp N1 ULED i o5 AN i BRI Rdz . AN
SCAFATBAE M 22568, 10 HL AN SRATIAE I B 201 — BRI AR W] AR 2 4165,536
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ANEME WRIETERVEY S KENENE (B0 .

i LGB 5E

B TP R, AT P 4t o ) 28 B B S U IR SR A o B s S SR i A K
Pt A A R R A I B IOA N i i ST REIT B, B K 25 I
AU S B R s ] B st M i R (R R © ZigBee WMSUE SL T — N i ni B
JE MRFIRIERE o A IR RE 8870, — IR B R T R B B T R 2l
SRYPR BB SOLGRE R o B & 19 S4B — DA B AN B2 i 8] AR IZ R B I 11
e . REBEHAR I L SONUREERIDRME 5 o

i, R EER R B IRATIVO™NY R A7 Far N LBt i 27 R A i iP5
1, FATHCAL 0 K i 2 QU DN FRE LI, SR RICRI/ONT w74 A i 1/
P i RGN RIS E V0 HbRdn e — BRI T8 RIT, AR RT/O™M
MEC TN Vi 5 AR BRI DR RS st A REINIRE R, IR Bl f e K B9l 2
R AR T 1 e BN LA R T DR S /) — MEARID . RIS SR R I By
2, RTRERS A A A e 4R 2 2 AN R I 2 AN . Microchip B SCEE K 24 HiT A AN
SCFRFIXPHAL RS E LI

ZigBeelh 3UE X T Fr A ZigBee B % %% (ZigBeeDeviceObject, ZDO) [FIHFREHAE X%,
BAEHARIR S IR E IS5 . RS LIS T IZDOA SR A0 e iR 55 . e kg 4%/
V4% B TR R TR 4 g 1 3k R IR ZDO i 150D LU A8 20 5 K I . HRFE ZigBee
MG, BT R ZigBee 15 mU A F I PCE AL iy s 428 il 2% W] LAV N I 28 PR . i RANAE B
AN FH AR T 0 2 ERLS Y S, RT DAS S U e R 25k A 8 il B o FHte N 28 il
— AP R s B R SE IR T AT S E s PR E J7 o BT REREAN Y ASURE A RO
T RURIGEE T SRR IR S i s 0T 8 4% H I B g UHFEID. SAHE 245 5, 12 M ZDO.c 3L
{1 JCUSTOM_DEMO_BINDH#FAEID . #4510 i SR E I 7, 2 B L 204 T Iic
B A BERIRGRE 1K fEIERHATET, P as o] LBRCRUR Y A I8 E 5 K

R B FEA T I I FE I, A e £ 4l HHCUSTOM._DEMO_BINDAE A #EAEID K
RRE IR (1) — R R S5 K (AR G B U R e I R 245 ., 162 0 “ e B UR MY,
R D o B EEREGRE 15 KA A A% B P 48 1K 5 5500 V8 Wil 2% P I ZD O U
£RID A CUSTOM_DEMO_BIND ()44 0 31K it ik B Z2 )R 45 ProcessCustomBind B £ . 1 R 4
5B b A& fEDemoCoord App.c AR HR SETR . ] LA it 2 i ProcessCustomBind R I R A1 T
IHEOR 70 73 BRAR H 8 SCRE RS o AR nT DAL REAE FH I B e R @ el HAE i 'S B 2
(2 B BRI 1) 2%

HE AL b

R By 1) £ S 1 46 RN 23 3 8 5 A e S0t (100 A DD BTL T I 190 2% SR 20 FR AN ] T A B AT
FETCEAR R R R 2, 2 2y i g AR AR By, & T A R T A N 25 R o AER N
P REE AR, ERWURIE B P s o AR P S AR DR B A B i i 2, B
e B WU PRAAE L SOLR G b s b, LB b 28 3 e 26 W1 B UK 2002 8080 1o R 30 £
L Yo A (R ML A S TR 1K), 1T LT A Bb ) s e Wi el

E RS i R R REASAT /L0 ELORFF E AT B T IR B R A AN I 1)
BN TT R e TR o TR SRVEY RUAIE B WO DR B s 4 L 9 i
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i Ve A BTN I 5 LRI A, i AN R R AR T 5, T e v 283 1 46 Bt
RILDFEEESR o MR N HT R EER, AE L IR 23 I T Py 28 3 e 45 A AL TARIAR s 1 {50 E 3913k
N PR Tt 5 DK A 326 B A o WP ¥ PR A i il DA R 8 0 20K P A3 e it DR A7 P R %
M, ELE bR e A T A O . S R R 2 S AR IR TR A 0 2 R %
I i 00 20 e ot DRAT AR A I ) o MRS T A AR B AT A e Bt (K, 3200 K 3
PV S AT RAM R K o B il 7T LUK S 28 3 80 4% RO B IR AT e e o s s — MR sE 1K
TR B I 18] RN 18] o ZigBee B3 BESRTAT £8 3 B 45 AR DR A7l e AT T Re PE A Zh BE I
ANTFI DT T & AT HEIA T . Microchip PSR R 24 B FRAS AN SCRARIA T o

IS B

Microchip il F & R I CiE 5 %4 5 (1), W FIMPLABC 18 Hi-TechPICC-18% 1% 4% HE 1T 4
Beo YRSCAF S B SRR BT A 1) G 1R 25 EA T L ) BE . Microchip WUk ¥ T i ALTE
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ZigBee PROTOCOL OVERVIEW

ZigBee is a standard wireless network protocol designed for low rate control networks. Some
of the applications for the ZigBee protocol include building automation networks, building
security systems, industrial control networks, remote meter reading and PC peripherals. The
following sections provide a brief overview of the ZigBee protocol that is relevant in
understanding Microchip Stack functionality. Interested readers should refer to the ZigBee web

site (www.zigbee.org) for more information.

IEEE 802.15.4

The ZigBee protocol uses IEEE 802.15.4 specifications as its Medium Access Layer (MAC)
and Physical Layer (PHY). The IEEE 802.15.4 defines a total of three frequency bands of
operations: 2.4 GHz, 915 MHz and868 MHz. Each frequency band offers a fixed number of
channels. For example, the 2.4 GHz frequency band offers a total of 16 channels (channel 11-26),
915 MHz offers 10 channels (channel 1-10) and 868 MHz offers1 channel (channel 0).

The bit rate of the protocol depends on the selection of frequency of operation. The 2.4 GHz
band provides250 kbps, 915 MHz provides 40 kbps and 868 MHz provides a 20 kbps data rate.
The actual data throughput would be less than the specified bit rate due to the packet overhead and
processing delays.

The maximum length of IEEE 802.15.4 MAC packets 127 bytes. Each packet consists of
header bytes and a 16-bit CRC value.

The 16-bit CRC value verifies the frame integrity. In addition, IEEE 802.15.4 optionally uses
an acknowledged data transfer mechanism. With this method, all frames with a special ACK flag
set are Acknowledged by its receiver. This makes sure that a frame is in fact delivered. If the
frame is transmitted with an ACK flag set and the Acknowledgement is not received within a
certain time-out period, the transmitter will retry the transmission for a fixed number of times
before declaring an error. It is important to note that the reception of an Acknowledgement simply

indicates that a frame was properly received by the MAC layer. It does not, however, indicate that
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the frame was processed correctly. It is possible that the MAC layer of the receiving node received

and acknowledged a frame correctly, but due to the lack of processing resources, a frame might be
discarded by upper layers. As a result, many of the upper layers and application require additional

Acknowledgement response.

Network Configurations

A ZigBee wireless network may assume many types of Configurations. A star network
configuration consists of one coordinator node (a “master”’) and one or more end devices
(“slaves”). The coordinator is a special variant of a Full Function Device (FFD) that implements a
larger set of ZigBee services. The end devices may be FFD or a Reduced Function Device (RFD).
An RFD is the smallest and simplest ZigBee node. It implements only a minimal set of ZigBee
services. In a star network, all end devices communicate to the coordinator only. If an end device
needs to transfer data to another end device, it sends its data to the coordinator and the coordinator,
in turn, forwards the data to the intended receiver end device.

In addition to the star network, a ZigBee network may also assume peer-to-peer, cluster, or
mesh network configurations. The cluster and mesh network are also known as a multi-hop
network, due to their abilities to route packets between multiple networks, while the star network
is called a single-hop network.

As with any network, a ZigBee network is a multi-access network, meaning that all nodes in
a network have equal access to the medium of communication. There are two types of
multi-access mechanisms. In a non-beacon enabled network, all nodes in a network are allowed to
transmit at any time as long as the channel is Idle. In a beacon enabled network, nodes are allowed
to transmit in predefined time slots only. The coordinator periodically begins with a superframe
identified as a beacon frame and all nodes in the network are expected to synchronize to this frame.
Each node is assigned a specific slot in the superframe during which it is allowed to transmit and
receive its data. A superframe may also contain a common slot during which all nodes compete to
access the channel. he current version of the Microchip Stack supports non-beacon star network

configuration only.

Network Association

ZigBee networks can be ad-hoc, meaning that a new network is formed and unformed as
needed. In a star network configuration, end devices would always search for a network before
they can perform any data transfer. A new network is first established by a coordinator. On
start-up, a coordinator searches for other coordinators nearby and if none is found, it establishes its
own network and selects a unique 16-bit PAN ID. Once a new network is established, one or more
end devices are allowed to associate with the network. The exact decision to allow or disallow
new associations depends on the coordinator. Once a network is formed, it is possible that due to
the physical changes, more than one network may overlap and a PAN ID conflict may arise. In
that situation, a coordinator may initiate a PAN ID conflict resolution procedure and one of the
coordinators would change its PAN ID and/or channel. The affected coordinator would instruct all
of its end devices to make the necessary changes. The current version of the Microchip Stack does

not support PAN ID conflict resolution. Depending on system requirements, a coordinator may
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store all of the network associations in nonvolatile memory, called a neighbor table. In order to
connect to a network, an end device may either execute the orphan notification procedure to locate
its previously associated network or execute the association procedure to join a new network. In
the case of the orphan notification procedure, the coordinator will recognize a previously
associated end device by looking up its neighbor table. Once associated to a network, an end
device may choose to disassociate from the network by performing the disassociate procedure. If
required, a coordinator itself may also initiate a disassociate procedure to force a node to leave the
network. The current version of the Microchip Stack supports new association and orphan
notification procedures. It only supports a network leave procedure initiated by an end device.
Endpoints, Interfaces, Clusters, Attributes and Profiles

A typical ZigBee node may support multiple features and functionality. For example, an I[/O
node may have multiple digital and analog inputs/outputs. Some of the digital inputs may be used
by a remote controller node and others may be used by another remote controller node. This
arrangement creates a truly distributed control network. To facilitate data transfer between the I/O
node and two controller nodes, the applications in all nodes must maintain multiple data links. In
order to reduce cost, a ZigBee node uses only one radio channel and multiple endpoint/interfaces
to create multiple virtual links or channels.

One ZigBee node supports 31 endpoints (numbered 0-31) and 8 interfaces (numbered 0-7).
The endpoint 0 is reserved for device configuration and endpoint 31 is reserved for broadcasts
only. This leaves a total of 30 endpoints for application use. For each endpoint, there can be a total
of 8 interfaces. Thus, in reality, an application may have up to 240 virtual channels in one physical
channel.

A typical ZigBee node would also have many attributes. For example, our I/0 node contains
attributes called digital input #1, digital input #2, analog input #1, etc. Each attribute would have
its own value. For example, the digital input #1 attribute may have a value of ‘1’ or ‘0. A
collection of attributes is called a cluster. Each cluster is assigned a unique cluster ID in the entire
network. Each cluster may have up to 65,536 attributes.

The ZigBee protocol also defines a term called profile. A profile is synonymous to the
description of a distributed application. It describes a distributed application in terms of the
packets it must handle and actions it must perform. A profile is described using a descriptor,
which is nothing but a complex structure of various values. It is the profile that makes ZigBee
devices interoperable. The ZigBee Alliance has defined many standard profiles, such as remote
control switch profile, light sensor profile, etc. Any node that conforms to one of these standard
profiles will be interoperable with other nodes implementing the same profile. The current version
of the Microchip Stack does not provide any standard profile functionality. If required, you may
easily write a cooperative task function that implements the desired profile. You may also create
your own custom profile (or distributed application) that works with your proprietary nodes only.
The demo application provided with this application note implements a custom distributed
application of a remote controlled LED, where an LED of one node is controlled by a switch on
another node. Each profile can define up to 256 clusters and as we saw earlier, each cluster can
have up to 65,536 attributes.

This flexibility allows a node to have a very large number of attributes (or I/O points).
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Endpoint Binding

As mentioned earlier, end devices in a star network always communicate to the coordinator
only. The coordinator is responsible for forwarding the data packet sent from an endpoint from
one node to the appropriate endpoint(s) in the receiving end device. As you might have guessed,
when a new network is established, the coordinator must be told how to create source and
destination endpoint links. The ZigBee protocol defines a special procedure called endpoint
binding. As a part of the binding process, a remote network/device manager-like node may ask the
coordinator to modify its binding table. The coordinator node maintains a binding table that
essentially contains a logical link between two or more endpoints. Each link is uniquely defined
by its source endpoint and cluster ID.

For example, if the data from digital input #1 of our I/O node needs to be sent to control
channel #1 of the controller node, we must ask the coordinator to create a binding table entry that
consists of digital input #1 endpoint of the I/O node as a source and control channel #1 of the
controller node as a destination. Once a binding table entry is created, any time the I/O node sends
data from its digital input #1 endpoint, the coordinator node will look up its binding table and
forward the packet to the control channel #1 endpoint of the controller node. Both digital input #1
and control channel #1 will share a common cluster ID. Depending on how the binding table is
created, it is possible to multicast data from one endpoint to multiple endpoints on multiple nodes.
The current version of the Microchip Stack does not support such multicast binding table entries.

The ZigBee protocol defines a special software object, called the ZigBee Device Object
(ZDO0), that provides binding services among other services. Only the ZDO running on the
coordinator will provide the binding services. A remote network/device manager would issue a
special binding request directed to the ZDO (endpoint 0) to create or modify a binding table entry.
As per the ZigBee specifications, a PC or other highend controller running special ZigBee node
software may act as a network manager.

If you do not want to create or use a special network manager node, you may write your own
custom binding services that simplify the binding procedure. The demo applications included with
this application note implement a simple custom binding method. It enables each node to send its
own binding request to the coordinator node to the endpoint 0 and defines its own custom cluster
ID. For more information, please see the CUSTOM_DEMO_BIND cluster ID in the ZDO.c file.
According to this custom binding procedure, the end device must be in Configuration mode to
send binding requests. The coordinator can receive and originate its own binding requests in
normal mode of execution.

When a certain sequence of switch presses is detected, the end device sends out a special
binary data structure using the CUSTOM_DEMO_BIND as a cluster ID (refer to “Configuring
Demo Applications” to learn about the Configuration mode and binding sequence). It directly
sends the binding request packet to the endpoint 0 of the coordinator. The ZDO in the demo
coordinator receives the packet identified as the CUSTOM_DEMO_BIND cluster ID and
delegates the processing to the ProcessCustomBind function. This function is actually
implemented in the DemoCoordApp.c file. You may easily follow the execution logic of the

ProcessCustomBind function to fully understand the custom binding concept. You may use this
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custom binding logic as it is or write your own using it as a reference.

Data Transfer Mechanism

Depending on the type of network, exact mechanisms to transfer data to and from the end
device differ. In a non-beacon star network, when an end device wants to send a data frame, it
simply waits for the channel to become idle. Upon detecting an Idle channel condition, it transmits
its frame to the coordinator. If a coordinator wants to send data to an end device, it holds the data
frame in its transmit buffer until the intended end device explicitly polls for the data. This method
ensures that the receiver of the end device is turned ON and it is capable of receiving data from the
coordinator.

In a peer-to-peer network, each node must either keep their receiver ON all the time or agree
upon an interval period during which they will switch ON their receivers. This will allow a node
to transmit a data frame and ensure that the frame will be received by the other node.

The fact that the end device must poll the coordinator for its data, rather than keep its receiver
ON, allows the end devices to lower their power requirement. Depending on the application
requirements, an end device may spend most of its time sleeping and only periodically wake-up to
transmit or receive data. The one disadvantage to this approach is that the coordinator must hold
all data frames in its internal buffer until the intended end device wakes up and polls for the data.
If a network contains many end devices that sleep for long time, the coordinator must keep the
data frame for that long period. Depending on the number of nodes and rate of data frame
exchanges, this would drastically increase the coordinator RAM requirements. A coordinator may
selectively decide to hold a specific frame for a long time, or a short time, based on the device
descriptor for the end device. The ZigBee protocol requires that all end devices will maintain
various descriptors that describe various aspects of their features and capabilities. The current

version of the Microchip Stack does not support descriptors.

STACK ARCHITECTURE

The Microchip Stack is written in the C programming language, intended for both MPLAB
C18 and Hi-Tech PICC-18 compilers. Depending on which is used, the source files automatically
make the required changes. The Microchip Stack is designed to run on Microchip’s PIC18F family
of microcontrollers only. The Microchip Stack uses internal Flash program memory to store its
configurable MAC address, network table and binding table. Consequently, you must use a
selfprogrammable Flash memory microcontroller. If required, you may modify the Nonvolatile
Memory (NVM) routines to support any other type of NVM and not use a self-programmable
microcontroller. In addition, the Stack is targeted to run on the PICDEM Z demonstration board.

However, it can be easily ported to any hardware equipped with a compatible microcontroller.

Stack Layers

The Microchip Stack divides its logic into multiple layers as defined by the ZigBee
specification. The code implementing each layer resides in a separate source file, while the
services and Application Programming Interfaces (APIs) are defined in the include file.

The current version of the Stack does not implement a security layer. Each layer defines a set
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of easy to understand functions to its immediate upper layer. To create an abstraction and

modularity, a top-level layer always interacts with a layer immediately below it through
well-defined APIs. A C header file for a specific layer (zAPS.h, for example) defines all APIs
supported by that specific layer. With that in mind, a user application would always interact with
the Application Programming Support (APS) layer and Application Layer (APL). Many of the
APIs provided by each layer are simply C macros that call functions one layer down. This method

avoids the typical overhead associated with modularization.

Stack APIs

The Microchip Stack consists of many modules. A typical application would always interface
to the Application Layer (APL) and the Application Support Sublayer (APS). However, if required,
you may easily interface to other modules and/or customize them as needed. The following
sections provide detailed API descriptions of the APL and APS modules only. If required, you
may learn the details of APIs for other modules in their respective header files. For up-to-date

information, you should refer to the actual source files.

APPLICATION LAYER (APL)

The APL module provides the high-level Stack management functions. A user application
would use this module to manage the Stack functionality. The zAPL.c file implements the APL
logic and the zAPL.h file defines the APIs supported by the APL module. A user application
would include the zZAPL.h header file to access its APIs.

NETWORK LAYER

The Network Layer (NWK) is responsible to establish and maintain network connection. It
independently handles incoming data request, association, disassociation and orphan notification
requests.

A typical application would not need to make direct calls to the NWK layer. If required, you
may refer to the NWK.c and NWK_h files for a detailed description of NWK APIs.

ZigBee DEVICE OBJECT

The ZigBee Device Object (ZDO) opens and handles the EP 0 interface. The ZDO is
responsible for receiving and processing various requests from a remote device. Unlike other
endpoints, EP 0 is always opened on start-up and assumed to be bound to any incoming data
frames that are directed to EP 0.

The ZDO object allows remote device management services. A remote device manager
would issue requests to EP 0 and the ZDO would process those requests. Some examples of
remote services are NWK_ADDR _REQ (give me your network address), NODE DESC REQ
(give me your node descriptor) and BIND REQ (bind this source EP, cluster ID and destination
EP). Some of the requests are available to the coordinator device only. Refer to the ZDO.c file for
the complete list. You should also refer to the ZigBee specification for more information.

An application would not need to call any of the ZDO functions directly except to initialize it

on start-up. If required, you may refer to the ZDO.c and ZDO.h files for detailed descriptions of
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ZDO APIs.

ZigBee DEVICE PROFILE LAYER

The ZigBee device profile layer provides standard ZigBee profile services. It defines and
processes descriptor requests. A remote device may request any of the standard descriptor
information via the ZDO interface. Upon receiving such requests, ZDO would call a profile object
to retrieve the corresponding descriptor value. In the current version, the device profile layer is not
fully implemented.

An application would not need to call any of the profile functions directly. If required, you

may refer to the zProfile.c and zProfile.h files for detailed description of APIs.

MEDIUM ACCESS CONTROL LAYER

The Medium Access Control (MAC) layer implements functions required by the IEEE
802.15.4 specification. The MAC layer is responsible for interacting with the Physical Layer
(PHY). In order to support different types of RF transceivers, the Microchip Stack separates PHY
interactions in its separate file. There is a separate file for each supported transceiver. Note that
due to the differences in RF transceiver capabilities, MAC and PHY files are not completely
independent. The MAC file adjusts some of its logic based on the current RF transceiver. In the
current version of the Stack, the zZPHYCC2420.c file implements Chipcon CC2420, 2.4 GHz
transceiver specific functions. In the future, as support for new RF transceivers is added, a new
PHY file will be added. All RF transceiver PHY files use the zZPHY'h file as their main interface
to the MAC layer. A typical application would not need to make direct calls to the MAC layer. If
required, you may refer to the MAC.c, MAC.h, and PHY .h files for detailed descriptions of
MAC/PHY APIs.

CONCLUSION

The Microchip Stack for ZigBee Protocol provides a modular, easy to use library that is
application and RTOS independent. It is specifically designed to support more than one RF
transceiver with minimal changes to upper layer software. Applications can be easily ported from
one RF transceiver to another. In addition, it automatically supports MPLAB C18 and Hi-Tech
PICC-18 C compilers. If required, it can be easily modified to support other compilers.

USART Asynchronous Transmitter

The USART transmitter block diagram is shown in Figure 21-1. The heart of the transmitter
is the Transmit Shift Register (TSR). The shift register obtains its data from the transmit buffer,
TXREG. The TXREG register is loaded with data in software. The TSR register is not loaded until
the STOP bit has been transmitted from the previous load. As soon as the STOP bit is transmitted,
the TSR is loaded with new data from the TXREG register (if available). Once the TXREG
register transfers the data to the TSR register (occurs in one TCY), the TXREG register is empty
and the TXIF flag bit is set. This interrupt can be enabled/disabled by setting/clearing the TXIE
enable bit. The TXIF flag bit will be set, regardless of the state of the TXIE enable bit and cannot

be cleared in software. It will reset only when new data is loaded into the TXREG register. While
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the TXIF flag bit indicated the status of the TXREG register, the TRMT bit (TXSTA register)
shows the status of the TSR register. The TRMT status bit is a read only bit, which is set when the
TSR register is empty. No interrupt logic is tied to this bit, so the user has to poll this bit in order
to determine if the TSR register is empty.

Transmission is enabled by setting the TXEN enable bit (TXSTA register). The actual
transmission will not occur until the TXREG register has been loaded with data and the Baud Rate
Generator (BRG) has produced a shift clock (Figure 21-1). The transmission can also be started by
first loading the TXREG register and then setting the TXEN enable bit. Normally when
transmission is first started, the TSR register is empty, so a transfer to the TXREG register will
result in an immediate transfer to TSR, resulting in an empty TXREG. A back-to-back transfer is
thus possible (Figure 21-3). Clearing the TXEN enable bit during a transmission will cause the
transmission to be aborted and will reset the transmitter. As a result, the TX/CK pin will revert to
hi-impedance.

In order to select 9-bit transmission the TX9 bit (TXSTA register) should be set and the ninth
bit should be written to the TX9D bit (TXSTA register). The ninth bit must be written before
writing the 8-bit data to the TXREG register. This is because a data write to the TXREG register
can result in an immediate transfer of the data to the TSR register (if the TSR is empty). In such a

case, an incorrect ninth data bit may be loaded in the TSR register.

USART Asynchronous Receiver

The receiver block diagram is shown in Figure 21-4. The data is received on the RX/DT pin
and drives the data recovery block. The data recovery block is actually a high speed shifter
operating at x16 times the baud rate, whereas the main receive serial shifter operates at the bit rate
or at FOSC. This mode would typically be used in RS-232 systems.

The USART module has a special provision for multi-processor communication. When the
RXO bit is set in the RCSTA register, 9-bits are received and the ninth bit is placed in the RX9D
status bit of the RSTA register. The port can be programmed such that when the stop bit is
received, the serial port interrupt will only be activated if the RX9D bit is set. This feature is
enabled by setting the ADDEN bit in the RCSTA register and can be used in a multi-processor
system in the following manner.

To transmit a block of data in a multi-processor system, the master processor must first send
an address byte that identifies the target slave. An address byte is identified by the RX9D bit being
a ‘1’ (instead of a ‘0’ for a data byte). If the ADDEN bit is set in the slave’s RCSTA register, all
data bytes will be ignored. However, if the ninth received bit is equal to a ‘1°, indicating that the
received byte is an address, the slave will be interrupted and the contents of the Receive Shift
Register (RSR) will be transferred into the receive buffer. This allows the slave to be interrupted
only by addresses, so that the slave can examine the received byte to see if it is addressed. The
addressed slave will then clear its ADDEN bit and prepare to receive data bytes from the master.

When the ADDEN bit is set, all data bytes are ignored. Following the STOP bit, the data will
not be loaded into the receive buffer and no interrupt will occur. If another byte is shifted into the
RSR register, the previous data byte will be lost.

The ADDEN bit will only take effect when the receiver is configured in 9-bit mode.
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Once Asynchronous mode is selected, reception is enabled by setting the CREN bit.

The heart of the receiver is the Receive (serial) Shift Register (RSR). After sampling the
RX/TX pin for the STOP bit, the received data in the RSR is transferred to the RCREG register (if
it is empty). If the transfer is complete, the RCIF flag bit is set. The actual interrupt can be
enabled/disabled by setting/clearing the RCIE enable bit. The RCIF flag bit is a read only bit that
is cleared by the hardware. It is cleared when the RCREG register has been read and is empty. The
RCREG is a double-buffered register (i.e., it is a two-deep FIFO). It is possible for two bytes of
data to be received and transferred to the RCREG FIFO and a third byte begin shifting to the RSR
register. On the detection of the STOP bit of the third byte, if the RCREG register is still full,
overrun error bit, OERR, will be set. The word in the RSR will be lost. The RCREG register can
be read twice to retrieve the two bytes in the FIFO. The OERR bit has to be cleared in software.
This is done by resetting the receive logic (the CREN bit is cleared and then set). If the OERR bit
is set, transfers from the RSR register to the RCREG register are inhibited, so it is essential to
clear the OERR bit if it is set. Framing error bit, FERR, is set if a stop bit is detected as a low level.
The FERR bit and the 9th receive bit are buffered the same way as the receive data. Reading the
RCREG will load the RX9D and FERR bits with new values. Therefore, it is essential for the user
to read the RCSTA register before reading the next RCREG register, in order not to lose the old
(previous) information in the FERR and RX9D bits.
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