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ABSTRACT

The802.11standardor wirelessnetworksincludesa Wired Equiv-

alentPrivacy (WEP) protocol,usedto protectlink-layer communi-
cationsfrom eavesdroppingandotherattacks We have discorered
several serioussecurityflaws in the protocol,stemmingfrom mis-
applicationof cryptographicprimitives. The flaws leadto a num-
ber of practicalattacksthat demonstraté¢hat WEP fails to achieve
its securitygoals. In this paper we discussin detail eachof the
flaws, the underlyingsecurityprinciple violations,andthe ensuing
attacks.

1. INTRODUCTION

In recentyears,the proliferation of laptop computersand PDA's
hascausedinincreasen therangeof placespeopleperformcom-
puting. At the sametime, network connectiity is becomingan
increasinglyintegral part of computingervironments. As a re-
sult, wirelessnetworks of variouskinds have gainedmuch popu-
larity. But with the addedcornvenienceof wirelessaccesscome
new problems,not theleastof which areheightenedecuritycon-
cerns. Whentransmissionsire broadcasbver radio waves, inter-
ceptionandmasqueradingpecomedrivial to anyonewith aradio,
andsothereis a needto emplg additionalmechanismso protect
thecommunications.

The802.11standard15] for wirelessLAN communicationsntro-

ducedthe Wired EquivalentPrivacy (WEP) protocolin an attempt
to addresshesenew problemsandbring the securitylevel of wire-

lesssystemgloserto thatof wired ones.Theprimarygoalof WEP

is to protectthe confidentialityof userdatafrom easesdropping.
WEP is part of an internationalstandard;it hasbeenintegrated
by manufcturersinto their 802.11hardware and is currently in

widespreadise.

Unfortunately WEPfalls shortof accomplishingts securitygoals.
Despiteemploying thewell-known andbelieved-securdRC4[16]*
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cipher WEP containsseseral major securityflaws. The flaws give
rise to a numberof attacks,both passie and active, that allow
eavesdroppingon, andtamperingwith, wirelesstransmissionsin
this paper we discussthe flaws thatwe identifiedanddescribethe
attacksthatensue.

The following sectionis devotedto an overview of WEP andthe
threatmodelsthatit is trying to address Sections3 and4 identify
particularflaws andthecorrespondin@ttacks andalsodiscusshe
securityprinciplesthatwereviolated. Section5 describepotential
countermeasuressection6 suggessomegeneralessonghatcan
be derived from the WEP insecurities. Finally, Section7 offers
someconclusions.

2. THE WEP PROTOCOL

TheWired EquivalentPrivacy protocolis usedin 802.11networks
to protectlink-level dataduring wirelesstransmission. It is de-
scribedin detailin the 802.11standard15]; we reproducea brief
descriptionto enablethefollowing discussiorof its properties.

WEP relieson a secretkey k sharedbetweenthe communicating
partiesto protectthe body of atransmittedrameof data.Encryp-
tion of aframeproceedssfollows:

Checksumming: First, we computean integrity che&ksume(M)
onthemessagd/. We concatenatéhetwo to obtainaplain-
text P = (M, ¢(M)), whichwill beusedasinputto thesec-
ondstage.Notethatc(M ), andthus P, doesnot dependon
thekey k.

Encryption: In the secondstage,we encryptthe plaintext P de-
rived above usingRC4. We choosean initialization vector
(IV) v. The RC4 algorithm generates keysteam—i.e., a
long sequencef pseudorandorhytes—asa function of the
IV v andthekey k. Thiskeystreams denotedoy RC4(v, k).
Then, we exclusive-or (XOR, denotedby &) the plaintext
with thekeystreanto obtainthe ciphertet:

C = P ® RC4(v, k).

Transmission: Finally, we transmittheV andtheciphertet over
theradiolink.

Symbolically this mayberepresentedsfollows:
A — B:v,(P®RC4(v,k)) whereP = (M, c(M)).

Theformatof theencryptedrameis alsoshavn pictorially in Fig-
urel.

in [17].
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Figure 1: Encrypted WEP Frame.

We will consistentlyusethe term messge (symbolically M) to
referto theinitial frameof datato be protectedthe term plaintext
(P) to referto the concatenatiof messag@andchecksunasit is
presentedo theRC4encryptionalgorithm,andthetermciphertext
(C) to referto the encryptionof the plaintext asit is transmitted
over theradiolink.

To decrypta frame protectedby WEP, the recipient simply re-
versesthe encryptionprocess.First, he regenerateshe keystream
RC4(v, k) andxoORs it againsthe ciphertet to recover theinitial
plaintext:

P’ = CoRC4(v,k)
(P @ RC4(v,k)) ® RC4(v, k)

P.

Next, therecipientverifiesthechecksunonthedecryptedplaintext
P’ by splitting it into the form (M, ¢'), re-computingthe check-
sume(M'), and checkingthatit matcheshe receved checksum
¢'. This ensureghat only frameswith a valid checksumwill be

acceptedy therecever.

2.1 Security Goals
The WEP protocolis intendedto enforcethreemain securitygoals
[15]:

Confidentiality: The fundamentaboal of WEP is to prevent ca-
sualeavesdropping.

Accesscontrol: A secondgoal of the protocolis to protectaccess
to a wirelessnetwork infrastructure. The 802.11standard
includesanoptionalfeatureto discardall pacletsthatarenot
properlyencryptedusingWERPR, andmanugcturersadwertise
theability of WEPto provide accesontrol.

Data integrity: A relatedgoalis to preventtamperingwith trans-
mitted messagesheintegrity checksunfield is includedfor
this purpose.

In all threecasesthe claimedsecurityof the protocol “relies on
the difficulty of discovering the secretkey througha brute-force
attack”[15].

There are actually two classesof WEP implementation: classic
WER, asdocumentedn the standardandan extendedversionde-
velopedby somevendordo provide largerkeys. TheWEPstandard

specifieshe useof 40-bit keys, sochoserbecausef US Govern-

mentrestrictionsontheexportof technologycontainingcryptogra-
phy, whichwerein effectatthetime the protocolwasdrafted. This

key lengthis shortenoughto male brute-forceattackspractical
to individuals and organizationswith fairly modestcomputingre-

sourceg3, 8]. However, it is straightforvardto extendtheprotocol
to uselargerkeys, andseveralequipmenmanuacturersoffer aso-

called“128-bit” version(which actuallyusesl04-bitkeys, despite
its misleadingname). This extensionrendersbrute-forceattacks
impossiblefor even the mostresourcefulof adwersariesyiven to-

day’s technology Nonethelesswe will demonstrat¢hatthereare
shortcutattackson the systemthat do not requirea brute-forceat-

tackonthekey, andthuseventhe 128-bitversionsof WEP arenot

secure.

In the remaindenf this paper we will arguethatnoneof thethree
securitygoalsareattained.First, we shaw practicalattacksthatal-
low eavesdroppingThen,we shaw thatit is possibleto subvertthe
integrity checksunfield andto modify the contentsof a transmit-
ted messageyviolating dataintegrity. Finally, we demonstratehat
our attackscanbeextendedo inject completelynew traffic into the
network.

A numberof theseresults(particularly the IV reuseweaknesses
describedn Section3) have beenanticipatedin earlierindepen-
dentwork by Simonet. al [19] andby Walker [24]. The serious
flawsin the WEP checksumn(seeSectiord), however, to thebestof
our knowledgehave not beenreportedbefore. After our work was
completed Arbaughet. al have found several extensionghat may
male theseweaknessesvenmoredangerousn practice[2, 1].

2.2 Attack Practicality

Before describingthe attacks,we would like to discussthe fea-
sibility of mountingthemin practice. In additionto the crypto-
graphicconsiderationsliscussedn the sectiongto follow, a com-
mon barrierto attackson communicatiorsubsystemss accesso
the transmitteddata. Despitebeing transmittedover openradio
waves,802.11traffic requiressignificantinfrastructureo intercept.
An attacler needsequipmentcapableof monitoring 2.4GHz fre-
guenciesandunderstandinghe physicallayerof the 802.11proto-
col; for active attacks,it is alsonecessaryo transmitat the same
frequencies A significantdevelopmentcostfor equipmentmanu-
facturerdiesin creatingtechnologieshatcanreliably performthis
task.

As such, there might be temptationto dismissattacksrequiring
link-layer accessas impractical; for instance,this was once es-
tablishedpracticeamongthe cellular industry However, sucha
positionis dangerous.First, it doesnot safgguardagainsthighly
resourcefubttaclerswho have the ability to incur significanttime
andequipmentcoststo gain accesgo data. This limitation is es-
pecially dangerousvhen securinga compan’s internal wireless
network, sincecorporateespionageanbe a highly profitablebusi-
ness.

Secondthe necessarjardwareto monitor andinject 802.11traf-
fic is readily availableto consumersn the form of wirelessEth-
ernetinterfaces. All thatis neededs to sulvertit to monitor and
transmitencryptedraffic. We weresuccessfullyableto carry out
passie attacksusing off-the-shelfequipmentoy modifying driver
settings.Active attacksappeato be moredifficult, but not beyond
reach.ThePCMCIA Orinococardsproducedy Lucentallow their
firmware to be upgraded;a concertedreverse-engineeringffort



shouldbe able to producea modified versionthat allows inject-
ing arbitrarytraffic. The time investmentrequiredis non-trivial;
however, it is a one-timeeffort—the roguefirmware canthenbe
postedon a web site or distributed amongstundegroundcircles.
Thereforewe believe thatit would be prudentto assumehatmoti-
vatedattaclerswill have full accesso thelink layerfor passie and
even active attacks. Furthersupportingour position are the WEP
documentghemseles. They state: “Eavesdroppings a familiar
problemto usersof othertypesof wirelesstechnology”[15, p.61].
We will notdiscusghedifficulties of link layeraccessurther, and
focuson cryptographigropertiesof the attacks.

3. THE RISKS OF KEYSTREAM REUSE

WEP provides data confidentiality using a stream cipher called
RC4. Streamciphersoperateby expandinga secretkey (or, asin

the caseof WER, a public IV anda secretkey) into an arbitrarily
long “keystream”of pseudorandorbits. Encryptionis performed
by X ORing the generatedeystreamwith the plaintext. Decryption
consistof generatingheidenticalkeystreambasedon thelV and
secretkkey andxORing it with the ciphertext.

A well-known pitfall of streamciphersis thatencryptingtwo mes-
sagesinderthesamedV andkey canrevealinformationaboutboth
messages:

If C1 =P, ® RC4(v, k)
and Co=P, B RC4(U, k)
then
C. @ Cy = (P, @ RC4(v, k) @ (P> ® RCA(v, k)
=P D Ps.

In otherwords, XxORing the two ciphertets (C: and C,) together
causeshekeystreanto cancelout, andtheresultis the XorR of the
two plaintexts (P @ P»).

Thus,keystreanreusecanleadto a numberof attacks:asa special
casejf theplaintext of oneof themessages known, theplaintext

of theotheris immediatelyobtainable More generally real-world

plaintexts oftenhave enoughredundang thatonecanrecover both
P; and P, givenonly P; @ P»; thereare knowvn technigquesfor

example,for solving suchplaintext XxoRs by looking for two En-
glish texts that X OR to the givenvalue P, & P [7]. Moreover, if

we have n ciphertets thatall reusethe samekeystream,we have
whatis known asaproblemof depthn. Readingraffic in depthbe-
comeseasierasn increasessincethe pairwisexoRr of every pair
of plaintexts canbe computedandmary classicaltechniquesare
known for solving suchproblems(e.g., frequeng analysis,drag-
ging cribs,andsoon)[20, 22].

Notethattherearetwo conditionsrequiredfor this classof attacks
to succeed:

e The availability of ciphertexts where some portion of the
keystreamis usedmorethanonce,and

o Partial knowvledgeof someof the plaintexts.

To prevent theseattacks,WEP usesa perpaclet IV to vary the
keystreamgeneratiorprocessfor eachframe of datatransmitted.
WEP generateshe keystreamRC4(v, k) asafunctionof boththe

secretkey k (which is the samefor all paclets)anda public ini-

tialization vectorv (which variesfor eachpaclet); this way, each
pacletrecevesadifferentkeystream.ThelV is includedin theun-
encryptedoortionof thetransmissiorsothattherecever canknow

what IV to usewhenderiing the keystreamfor decryption. The
IV is thereforeavailable to attaclersaswell?, but the secretkey

remainsunknavn andmaintainsthe securityof the keystream.

Theuseof aperpaclet|V wasintendedo preventkeystreanreuse
attacks.Nonetheless\WVEP doesnot achieve this goal. We describe
belav several realistic keystreamreuseattackson WEP First, we
discusshow to find instanceof keystreamreuse;then, we shav
how to exploit theseinstancesy taking adwantageof partialinfor-
mationon haw typical plaintexts areexpectedo bedistributed.

Finding instanceof keystreamreuse

One potentialcauseof keystreamreusecomesfrom improper|V

management.Note that, sincethe sharedsecretkey k& generally
changesvery rarely, reuseof IV’ s almostalways causegeuseof

someof the RC4 keystream.SincelV' s arepublic, duplicatelV' s
canbe easilydetectedby the attacler. Thereforeary reuseof old

IV valuesexposeshe systemto keystreamreuseattacks. We call

suchareuseof anlV valuea“collision”.

The WEP standardecommendsgbut doesnot require)thatthe IV
be changedhfter every paclet. However, it doesnot sayarything
elseabouthow to selectlV's, and,indeed,someimplementations
doit poorly. TheparticularPCMCIA cardsthatwe examinedreset
thelV to 0 eachtime they werere-initialized,andthenincremented
thelV by onefor eachpaclettransmitted Thesecardsre-initialize
themseles eachtime they areinsertedinto the laptop, which can
be expectedto happerfairly frequently Consequentlykeystreams
correspondingo low-valuedIV’ s werelikely to be reusedmary
timesduringthelifetime of thekey.

Evenworse,the WEP standarchasarchitecturaflaws thatexpose
all WEPimplementations— no matterhow cautious— to serious
risks of keystreamreuse. The IV field usedby WEP is only 24
bits wide, nearlyguaranteeinghatthe samelV will bereusedfor
multiple messagesA back-of-the-emelopecalculationshavs that
a busy accessoint sending1500 byte paclets and achiezing an
average5Mbps bandwidth(the full transmissiorrateis 11Mbps)
will exhaustthe available spacein lessthanhalf a day Even for
lesshusyinstallationsapatientattacler canreadilyfind duplicates.
Becausdhe IV lengthis fixed at 24 bits in the standardthis vul-
nerabilityis fundamentalno compliantimplementatiorcanavoid
it.

Implementatiordetailscanmalke keystreanreuseoccurevenmore
frequently An implementationthat usesa random24-bit IV for

eachpaclet will be expectedto incur collisionsafter transmitting
just 5000 paclets, which is only a few minutesof transmission.
Worseyet, the802.11standardloesnotevenrequirethatthelV be

changedwith every paclet, so animplementatiorcould reusethe

samelV for all pacletswithout risking non-compliance!

Exploitingkeystreamreuseto readencryptedraffic.

ZInterestingly enough,some marketing literature disregardsthis
fact: one manufcturerad\ertises64-hit cipher strengthon their
productseventhoughonly a 40-bit secretkey is usedalongwith a
24-bitpublic V.

3Thisis aconsequencef the so-called'birthday paradox”.




Oncetwo encryptedpacletsthat usethe samelV arediscovered,
variousmethodsof attackcanbe appliedto recover the plaintext.
If theplaintext of oneof themessageis known, it is easyto derive
the contentsof theotheronedirectly.

Therearemary waysto obtainplausiblecandidategor the plain-
text. Mary fields of IP traffic are predictable sinceprotocolsuse
well-definedstructuresn messagesndthe contentsof messages
arefrequentlypredictable.For example,login sequencearequite
uniform acrossmary usersandsothecontents— for example the
Password: promptorthewelcomemessage— maybeknown to
theattacler andthususabldan akeystreanreuseattack.As another
example,it may be possibleto recognizea specificsharedibrary
beingtransferredrom a networkedfile systemby analyzingtraffic
patternsandlengths;this would provide a large quantityof known
plaintext suitablefor usein a keystreanreuseattack.

Therearealsoother sneakigrwaysto obtainknown plaintext. It is
possibleo causeknown plaintext to betransmittedy, for example,
sendinglP traffic directly to a mobile hostfrom an Internethost
underthe attacler’s control. The attacler may alsosende-mailto
usersandwait for themto checkit over a wirelesslink. Sending
spame-mailmight be agoodmethodof doingthis without raising
too mary alarms.

Sometimes obtaining known plaintet in this way may be even

simpler Oneaccespointwetestedvouldtransmitbroadcaspack-

etsin both encryptedand unencryptedorm, when the option to

control network accessvasdisabled.In this scenarioan attacler

with a conforming802.1linterfacecantransmitbroadcastso the

accesyoint (they will be acceptedsinceaccessontrolis turned
off) and obsere their encryptedform asthey are re-transmitted.
Indeed,this is unavoidableon a subnetthat containsa mixture of

WEP clientswith andwithout supportfor encryption:sincebroad-
castpaclets must be forwardedto all clients, thereis no way to

avoid this techniqueor gatheringknownn plaintext.

Finally, weremindthereadethatevenwhenknown plaintext is not
available,someanalysids still possibleif aneducatedyuessabout
the structureof the plaintexts canbe made asnotedearlier

3.1 Decryption Dictionaries

Oncethe plaintext for an interceptedmessages obtained,either
throughanalysisof colliding IV’ s, or throughothermeansthe at-
tacker alsolearnsthe value of the keystreamusedto encryptthe
messagelt is possibleto usethis keystreamto decryptary other
messagehat usesthe samelV. Over time, the attacler can build
atableof the keystreamscorrespondindgo eachlV. Thefull table
hasmodestspacerequirements—perha@ss00 bytesfor eachof
the 224 possiblelV’s, or roughly 24 GB—soit is concevablethat
a dedicatedhttacler can, after someamountof effort, accumulate
enoughdatato build a full decryptiondictionary especiallywhen
oneconsiderghelow frequeng with which keys arechangedsee
Section3.2). The advantageto the attacler is that, oncesucha ta-
ble is available, it becomegossibleto immediatelydecrypteach
subsequentiphertext with very little work.

Of coursetheamountof work necessaryo build suchadictionary
restrictsthis attackto only the most persistentattaclers who are
willing to investtime andresourcesnto defeatingWEP security
It can be arguedthat WEP is not designedto protectfrom such
attaclers,sincea 40-bitkey canbe discoreredthroughbrute-force
in a relatively shortamountof time with moderateresourceg3,

8]. However, manufcturershave alreadybegunto extendWEPto
supportiargerkeys, andthedictionaryattackis effective regardless
of key size. (The sizeof the dictionarydependsiot on the size of
thekey, but only onthesizeof thelV, whichis fixedby thestandard
at 24 bits.)

Further the dictionary attackcan be mademore practicalby ex-
ploiting the behaior of PCMCIA cardsthatresetthelV to 0 each
time they arereinitialized. Sincetypical useof PCMCIA cardsin-
cludesreinitializationatleastonceperday, building adictionaryfor
only thefirst few thousandV’ s will enablean attacler to decrypt
mostof thetraffic directedtowardsthe accesgoint. In aninstalla-
tion with mary 802.11clients,collisionsin the first few thousand
IV’ swill beplentiful.

3.2 KeyManagement

The802.11standardloesnot specifyhow distribution of keysis to
be accomplished.It relieson an externalmechanismnto populate
a globally-sharedarray of 4 keys. Eachmessageontainsa key
identifier field specifyingthe index in the array of the key being
used.Thestandardlsoallows for anarraythatassociatea unique
key with eachmobile station; however, this optionis not widely
supported.In practice,mostinstallationsusea singlekey for an
entirenetwork.

This practiceseriouslyimpactsthe securityof the system sincea
secretthatis sharedamongmary userscannotstayvery well hid-
den. Somenetwork administratorgry to amelioratethis problem
by notrevealingthe secretkey to endusers but ratherconfiguring
theirmachineswith thekey themseles. This, however, yieldsonly
amauwginalimprovementsincethekeysarestill storedontheusers’
computers.As anecdotakvidence,we know of a groupof gradu-
atestudentsvhoreverse-engineeretie network key merelyfor the
corvenienceof beingableto useunsupporteaperatingsystems.

Thereuseof asinglekey by mary usersalsohelpsmale theattacks
in this sectionmorepractical,sinceit increaseshancef IV col-

lision. The chanceof randomcollisionsincreasegroportionally
to the numberof users;even worse,PCMCIA cardsthatresetthe

IV to 0 eachtime they arereinitializedwill all reusekeystreams
correspondingo a small rangeof low-numberedV’s. Also, the

factthatmary userssharethe samekey meanghatit is difficult to

replacecompromisedey material. Sincechanginga key requires
every singleuserto reconfigureheirwirelessnetwork drivers,such
updateswill beinfrequent. In practice,we expectthatit may be

months,or evenlonger betweerkey changesallowing anattacler

moretime to analyzethetraffic andlook for instance®f keystream
reuse.

3.3 Summary

The attacksin this sectiondemonstratehat the useof streamci-
phersis dangeroushecausé¢hereuseof keystreamcanhave devas-
tating consequencesAny protocolthat usesa streamciphermust
take specialcareto ensurethatkeystreamnever getsreused.

This propertycanbe difficult to enforce. The WEP protocolcon-
tainsvulnerabilitiesdespitethe designersapparenknowledge of
the dangerof keystreamreuseattacks.Nor is it thefirst protocol
to fall prey to stream-ciphebasedattacks;see,for example,the
analysisof anearlierversionof the Microsoft PPTPprotocol[18].
In light of this, a protocoldesignershouldgive carefulconsidera-
tion to the complicationsthat the useof streamciphersaddsto a
protocolwhenchoosinganencryptionalgorithm.



4, MESSAGE AUTHENTICA TION

The WEP protocolusesan integrity checksunfield to ensurethat
paclets do not get modified in transit. The checksumis imple-
mentedasa CRC-32checksumwhichis partof theencryptedbay-
load of the paclet.

We will arguebelav thata CRCchecksunis insuficientto ensure
that an attacler cannottamperwith a messageit is not a crypto-

graphicallysecureauthenticatiorcode. CRC’s aredesignedo de-

tectrandomerrorsin the messagehowever, they arenot resilient
againstmaliciousattacks.As we will demonstratethis vulnerabil-
ity of CRCis exacerbatedy the factthatthe messaggayloadis

encryptedusinga streamcipher

4.1 MessageModification

First, we shav that messagesay be modifiedin transitwithout
detection,in violation of the securitygoals. We usethe following
propertyof the WEP checksum:

PrROPERTY 1. The WEP chedksumis a linear function of the
messge.

By this, we meanthatchecksumminglistributesover the X or op-
eration,i.e., c(z ® y) = c¢(z) @ ¢(y) for all choicesof z andy.
Thisis agenerabropertyof all CRC checksums.

Oneconsequencef theaborve propertyis thatit becomegpossible
to male controlledmodificationsto a ciphertet withoutdisrupting
the checksum.Let’s fix our attentionon a ciphertext C which we
have interceptedeforeit couldreachits destination:

A— (B): {v,C).
We assumehat C' correspond$o someunknavn messageélf, so
that
C = RC4(v, k) ® (M, c(M)). 1)

We claimthatit is possibleto find anew ciphertest C' thatdecrypts
to M’, whereM' = M @A andA maybechoserarbitrarily by the

attacler. Then,we will be ableto replacethe original transmission
with our new ciphertext by spoofingthesource,

(4) = B: (v,C"),

andupondecryption therecipientB will obtainthe modifiedmes-
sageM’ with thecorrectchecksum.

All that remainsis to describehow to obtainC’ from C so that
C' decryptsto M’ insteadof M. The key obsenation is to note
thatstreanciphers suchasRC4,arealsolinear, sowe canreorder
mary terms. We suggestthe following trick: XOR the quantity
(A, ¢(A)) againstboth sidesof Equationl above to geta new ci-
phertet C':

C' = Co(A )
= RC4(v,k) ® (M,c(M)) & (A, c(A))
Ca(v, k) ® (M ® A, c(M) @ c(A))
= RC4(v,k) @ (M, c(M @ A))
= RC4(v,k) @ (M',c(M")).
In thisderivation,we usedthefactthattheWEPchecksums linear,
sothate(M) @ c¢(A) = ¢(M @ A). As aresult,we have shavn

=

A~~~

how to modify C' to obtainanew ciphertext C’ thatwill decryptto
P A.

This implies that we can male arbitrary modificationsto an en-
cryptedmessageavithout fear of detection.Thus,the WEP check-
sumfailsto protectdataintegrity, oneof thethreemaingoalsof the
WEP protocol(seeSection2.1).

Notice that this attack can be appliedwithout full knowledge of
M: theattacler only needsto know the original ciphertext C and
the desiredplaintext differenceA, in orderto calculateC’ = C @
(A, ¢(A)). For example,to flip thefirst bit of a messagethe at-
tacker cansetA = 1000 - - - 0. Thisallows anattacler to modify a
pacletwith only partialknowledgeof its contents.

4.2 Messagdnjection
Next, we shav that WEP doesnot provide secureaccessontrol.
We usethefollowing propertyof the WEP checksum:

PROPERTY 2. TheWEPchedksumis anunkeyedfunctionofthe
messge.

As aconsequencehe checksunfield canalsobe computedy the
adwersarywho knows the message.

This propertyof the WEP integrity checksumallows the circum-
vention of accesscontrol measures.If an attacler canget ahold
of anentireplaintext correspondingo sometransmittedrame,he
will thenableto injectarbitrarytraffic into thenetwork. As we saw

in Section3, knowledgeof boththeplaintext andciphertet reveals
thekeystream. Thiskeystreamcansubsequentlpereusedo create
anew paclet, usingthesamelV. Thatis, if theattacler everlearns
the completeplaintext P of ary givenciphertet paclet C, hecan
recover keystreamusedto encryptthe paclet:

PaC =P@(PadRC4(v,k)) = RCA(v, k).
He cannow constructanencryptionof amessageéV’:
(A) = B: (v,0"),
where

C' = (M',c(M")) ® RC4(v, k).

Notethattheroguemessageiseshe samelV valueasthe original
one. However, we canappealto the following behaiour of WEP
accesgoints:

PROPERTY 3. It is possibleto reuseold 1V valueswithouttrig-
gering anyalarmsat thereceiver

Therefore|t is not necessaryo block the receptionof the original

message.Oncewe know an IV v along with its corresponding
keystreamsequenceRC4(v, k), this propertyallows us to reuse
the keystreamindefinitely andcircumventthe WEP accessontrol

mechanism.

A naturaldefenseagainsthis attackwould beto disallow thereuse
of IV’ s in multiple paclets, andrequirethat all recevers enforce



this prohibition? However, the 802.11standarcdoesnot do this.
While the 802.11standardstronglyrecommendsigainstV reuse,
it doesnot requireit to changewith every paclet. Hence,every
recever mustacceptepeatedV’ sor risk non-interoperabilityvith
compliantdevices. We considetthis aflaw in the802.11standard.

In networking oneoftenheargherule of thumb“be conserative in
whatyou send,andliberalin whatyou accept. However, whense-
curity is agoal, this guidelinecanbe very dangerousbeingliberal
in what one acceptaneansthat eachlow-security option offered
by the standardmustbe supportedoy everyone,andis thusavail-
ableto the attacler. This situationis analogougo the ciphersuite
rollback attackson SSL [23], which alsomadeuseof a standard
thatincludedboth high-securityandlow-securityoptions. Conse-
quently to avoid securityat the least-commordenominatotevel,
we suggesthatthe 802.11standardshouldbe morespecificabout
forbiddinglV reuseandotherdangeroubehaior.

Note thatin this attackwe do not rely on Propertyl of the WEP
checksum(linearity). In fact, substitutingary unkeyed functionin
placeof the CRCwill have no effect onthe viability of the attack.
Only a keyed messagauthenticatiorcode(MAC) suchasSHA1-
HMAC [13] will offer sufficient strengthto preventthis attack.

Simonet. al hadearlierwarnedin independentvork that, given
known plaintext for asinglepaclet,onecanuseProperty? to forge
pacletsuntil the IV changeg419], andthey too recommendede-
placingWEP'’s checksumwith a MAC. However, they did not ap-
pearto recognizehepossibilityto replayold IV valuesindefinitely
(Property3), which heightengheimpactof this attack.

4.3 Authentication Spoofing

A specialcaseof the messagénjection attackcanbe usedto de-
feat the shared-ky authenticatiormechanismusedby WEPR The
mechanisnis usedby accespointsto authenticatenobile stations
beforeallowing themto form an association.After a mobile sta-
tion requestshared-ky authenticationthe accespoint sendst a
challenge, a 128-byterandomstring, in cleartext. The mobile sta-
tion thenneedgo respondvith thesamechallengeencryptedising
WEP Theauthenticatiorsucceed# thedecryptionof theresponse
calculatedat the accespointmatcheghe challenge Theability to
generat@anencryptedrersionof thechallengas consideregbroof
of possessioof a key.

However, asdescribedn theprevioussectionjt is possibleoinject
properlyencryptedVEP messagewithoutthekey. All thatis nec-
essaryis knowledgeof a plaintext/ciphertet pair of the requisite
length. It is easyto obtainsucha pair by monitoringa legitimate
authenticatiorsequencetheattacler learnshoththeplaintext chal-
lengesentby theaccespointandtheencryptedrersionsentby the
mobile station.Fromthis, it is easyto derive the keystreamusedto
encryptthe responseSinceall authenticationesponseareof the
samelength,the recoreredkeystreamwill be sufficientto createa
properresponsdor anew challenggrecevedin plaintext).

Therefore afterinterceptingasingleauthenticatiorsequencesing
aparticularkey, theattacler canauthenticatdimselfwith thatkey
indefinitely Thisis a particularly seriousproblemwhenthe same
sharedkey is usedby all mobile stations,which is frequentlythe
casein practice. This attackon the authenticatiorprotocol was

“Therearesophisticategohysicallayerattacksthatmaybe ableto
monitora paclet beingsentandjam the recever at the sametime;
at bestsuchattackswould allow to reuseanlV once.

alsodiscoreredindependentlyby Arbaughet al. [2] basedon a
preliminaryversionof our results.

4.4 MessageDecryption

What may be surprisingis that the ability to modify encrypted
paclets without detectioncan also be leveragedto decryptmes-
sagessentover the air. ConsiderWEP from the point of view of
theadwersary SinceWEP usesa streamcipherpresumedo be se-
cure(RC4), attackingthe cryptographydirectly is probablyhope-
less. But if we cannotdecryptthe traffic oursehes, thereis still
someoneavho can:theaccesgoint. In ary cryptographigrotocol,
the legitimatedecryptormustalways possesshe secretkey in or-
derto decrypt,by design.Theidea,then,is to trick theaccespoint
into decryptingsomeciphertet for us. As it turnsout, theability to
modify transmittedpaclets providestwo easywaysto exploit the
accesgointin thisway.

4.4.1 IP redirection

Thefirst way is calledan“IP redirection”attack,andcanbe used
whentheWEPaccespointactsasalP routerwith Internetconnec-
tivity; notethatthisis afairly commonscenarian practice because
WEP s typically usedto provide network accesgor mobilelaptop
usersandothers.

In this case,the ideais to sniff an encryptedpaclet off the air,
and usethe techniqueof Section4.1 to modify it so thatit has
a new destinationaddress:onethe attacler controls. The access
point will thendecryptthe paclet, and sendthe paclet off to its
(new) destinationwherethe attacler canreadthe paclet, now in
the clear Notethatour modifiedpaclet will betraveling fromthe
wirelessnetwork to the Internet,andsomostfirewalls will allow it
to passunmolested.

The easiestway to modify the destinationlP addresds to figure
out whatthe original destinationlP addresss, andthenapply the
techniqueof Section4.1 to changeit to the desiredone. Figuring
outtheoriginal destinatiorlP addresss usuallynotdifficult; all of
theincomingtraffic, for example,will bedestinedor anIP address
on the wirelesssubnet,which shouldbe easyto determine.Once
theincomingtraffic is decryptedthe IP addressesf theotherends
of the connectionswill be revealed,and outgoingtraffic canthen
be decryptedn thesamemanner

In order for this attackto work, however, we needto not only
modify the destinationIP addressput alsoto ensurethat the IP
checksumin the modified paclet is still correct—otherwisethe
decryptedpaclet will be droppedby the accesspoint. Sincethe
modifiedpaclet differsfrom theoriginal paclet only in its destina-
tion IP addressandsinceboththeold andnew valuesfor the desti-
nationlP addressareknown, we cancalculatethe requiredchange
to the IP checksunrausedy this changein IP address.Suppose
thehighandlow 16-bitwordsof theoriginal destinatiorlP address
were Dy and Dy, andwe wish to changethemto D’y and D,.
If theold IP checksumwasy (which we do not necessariljknow,
sinceit is encrypted)the nev oneshouldbe

X' =x+Dy+ Dy —Dg — Dy

(wherethe additionsand subtractionshere and belov are ones-
complement]5, 14].

Thetrick is thatwe only know how to modify a paclet by applying
anXxoR to it, andwe don't necessarilknowv whatwe needto X OR



to x to getx’, eventhoughwe do knowv whatwe would needto add
(namely D’y + D, — Dy — Dr).

We now discusghreewaysto try to correctthelP checksunof the
modifiedpaclet:

The IP checksumfor the original packetis known: If it happens
to be the casethat we somehw know x, thenwe simply
calculatey’ asabove, andmodify the paclet by xoRing in
x @ X', which will changethe IP checksunto the correct
valueof x’.

The original IP checksumis not known: If x is not known, the
taskis harder Given¢ = x' — x, we needto calculate
A=x®x.

In fact, thereis not enoughinformationto calculateA given
only €. For example,if £ = 0xCAFE, it couldbethat:

e x' = 0xCAFE, Y = 0x0000, SOA = 0xCAFE
e x' = 0xDOOD, Y = 0x050F, SOA = 0xD502
e y' = 0x1EE7,x = 0x53E8, SOA = 0x4DOF

However, not all 26 valuesfor A are possible,and some
are much more likely than others. In the abore example,
therearefour valuesfor A (0x3501 , 0x4B01, 0x4DO01,

0x5501 ) which occurmorethan3% of thetime each.Fur

ther, we are free to make multiple attempts—aw incorrect
guessewill be silently ignoredby the accesspoint. De-

pendingon the value of £, a small numberof attemptscan
succeedvith high probability Finally, a successfutlecryp-
tion of onepaclet canbe usedto bootstrapghedecryptionof

others;for example,in a streamof communicatiorbetween
two hosts,the only field in the IP headetthatchangess the

identificationfield. Thus, knowledge of the full IP header
of onepaclet canbe usedto predictthe full headerof the

surroundingpaclets,or narrav it down to asmallnumberof

possibilities.

Arrange that x = x': Anotherpossibilityis to compensatéor the
changein the destinationfield by a changein anotherfield,
suchthatthe checksunof the paclet remainsghe same Any
headerfield thatis known to us and doesnot affect paclet
delivery is suitable for example,the sourcelP address As-
sumingthe sourcelP addresf the paclet to be decrypted
is alsoknown (we canobtainit, for example,by performing
the attackin the previous item on one paclet to decryptit
completely andthenusingthis simplerattackon subsequent
pacletsoncewe readthe sourceaddresgrom thefirst one),
we simply subtract from thelow 16-bitword of the source
IP addressandthe resultingpaclet will have the samelP
checksunmastheoriginal. However, it is possiblethatmodi-
fying the sourceaddressén thisway will causea pacletto be
droppedbasedon egressfiltering rules; other headeffields
couldpotentiallybe usedinstead.

Highly resourcefulattaclers with monitoring accessto an
entire classB network caneven performthe necessanad-
justmentsin the destinationfield alone,by choosingD}, =
Dy + D — DYy. For example, if the original destina-
tion addressn apacletis 10.20.30.4@ndtheattacler holds
controloverthe192.168.0.0/18ubnetselectingheaddress

192.168.103.14esultsin identicallP headechecksunval-
ues,andthe paclet will be deliveredto an addresshe con-
trols.

4.4.2 Reactionattacks

Thereis anotherway to manipulatethe accesspoint and break
WEP-encryptedraffic thatis applicablevheneer WEP is usedto
protectTCP/IPtraffic. This attackdoesnotrequireconnectvity to
the Internet,soit may apply evenwhen|P redirectionattacksare
impossible. However, it is effective only againstTCPtraffic; other
IP protocolscannotbe decryptedusingthis attack.

In ourattack we monitorthereactionof arecipientof aTCPpaclet
andusewhatwe obsere to infer informationaboutthe unknavn
plaintext. Ourattackreliesonthefactthata TCPpacletis accepted
only if the TCPchecksunis correct,andwhenit is acceptedanac-
knowledgemenpacletis sentin responseNotethatacknavledge-
mentpaclets are easilyidentified by their size, without requiring
decryption.Thus,thereactionof therecipientwill disclosewhether
the TCP checksunwasvalid whenthe paclet wasdecrypted.

The attack,then, proceedsas follows. We intercepta ciphertext
(v, C) with unknavn decryptionP:

A— (B):{v,C).

Weflip afew bitsin C' andadjusttheencryptedCRCaccordinglyto
obtainanew ciphertext C' with valid WEP checksumWe transmit
C’ in aforgedpaclet to theaccesgoint:

(A) = B: (v,C").

Finally, we watchto seewhetherthe eventualrecipientsendsback
a TCP ACK (acknavledgement)paclet; this will allow usto tell
whetherthe modified text passedhe TCP checksumandwasac-
ceptedby therecipient.

Notethatwe maychoosewhichbitsof C toflip in ary waywelike,

usingtechniquedrom Section4.1. The key technicalobsenration
is asfollows: By a clever choiceof bit positionsto flip, we can
ensurethatthe TCP checksunremainsundisturbedexactly when
theone-bitcondition P; © P;+16 = 1 ontheplaintext holds. Thus,
the presenceor absenceof an ACK paclet will reveal one bit of

informationon the unknavn plaintext P. By repeatingthe attack
for mary choicesof 4, we canlearnalmostall of the plaintet P,

and then deducingthe few remainingunknavn bits will be easy
usingclassicakechniques.

We explain later preciselyhow to choosewhich bits to flip. For

now, the detailsarenot terribly important. Instead the main point
is thatwe have exploitedtherecever’s willingnessto decryptarbi-
trary ciphertexts andfeedthemto anotherromponenof thesystem
thatleaksatiny bit of informationaboutits inputs. Therecipients
reactionto our forged paclet—eitheracknavledging or ignoring
it—can be viewed as a side channel,similar to thoseexploited in

timing and power consumptiorattacks[11, 12], thatallows usto

learninformationabouttheunknavn plaintext. Thus,we have used
therecipientasanoracleto unknavingly decrypttheinterceptedti-

phertet for us. This is knowvn asareactionattak, asit works by

monitoringthe recipients reactionto our forgeries.

Reactionattackswereinitially discoveredby Bellovin andWagner
in the context of the IP Security protocol, wheretheir existence
was blamedon the use of encryptionwithout also usinga MAC
for messagauthenticatiorf4]. As a result, Bellovin proposeda



designprinciplefor IP Security:all encryptionmodesof operation
shouldalsouseaMAC. It seemghatthesamerule of thumbapplies
to the WEP protocol as well, for the presenceof a secureMAC
(ratherthan the insecureCRC checksum)would have prevented
theseattacks.

Thetechnical details.

We have deferreduntil now the technicaldetailson how to choose
new forgedpacletsC’ to trick therecipientinto revealinginforma-
tion aboutthe unknawvn plaintext P.

Recallthatthe TCP checksumis the ones-complemenadditionof
the 16-bit wordsof the messagel!. Moreover, ones-complement
additionbehaesroughly equivalently to additionmodulo2'® — 1.
Hence,roughly speakingthe TCP checksunon a plaintext P is
valid only whenP = 0 mod 2 — 1.

WeletC' = C @ A, sothatA specifieswhich bit positionsto flip,
andwe chooseA asfollows: pick ¢ arbitrarily, setbit positions
1 andi + 16 of A to one,andlet A be zeroelsavhere. It is a
corvenientproperty of additionmodulo2!® — 1 thatP & A =
P mod 2% — 1 holdsexactly whenP; @ P;116 = 1. Sincewe
assumehatthe TCP checksunis valid for theoriginal paclet (i.e.,
P = 0 mod 2% — 1), this meansthatthe TCP checksunwill be
valid for the new paclet (i.e., P ® A = 0 mod 2'5 — 1) justwhen
P; @ P;116 = 1. This givesusour onebit of informationon the
plaintext, asclaimed.

4.5 Summary

In this section,we have shavn the importanceof using a cryp-
tographicallysecuremessageauthenticatiorcode,suchas SHA1-
HMAC [13], to protectintegrity of transmissionsTheuseof CRC
is wholly inappropriatefor this purposeandin factary unkeyed
functionfalls shortfrom defendingagainstall of the attacksin this
section.A secureMAC is particularlyimportantin view of compo-
sition of protocols,sincethe lack of messagéntegrity in onelayer
of thesystemcanleadto breachof secreg in thelargersystem.

5. COUNTERMEASURES
Thereareconfigurationoptionsavailableto a network administra-
tor that canreducethe viability of the attackswe described.The
bestalternatve is to placethe wirelessnetwork outsideof the or-
ganizationfirewall. Insteadof trying to securethe wirelessinfras-
tructure, it is simplerto considerit to be as muchof a threatas
otherhostson the Internet. The typical clientsof a wirelessnet-
work are portablecomputersthat are mobile by their nature,and
will frequentlyemploy a Virtual Private Network (VPN) solution
to accesshostsinside the firewall when accessingria dial-up or
from a remotesite. Requiringthatthe sameVPN be usedto ac-
cessthe internal network when connectedover 802.11 ohviates
the needfor link-layer security and reusesa well-studiedmech-
anism. To provide accesscontrol, the network canbe configured
suchthat no routesto the outsidelnternetexist from the wireless
network. This preventspeoplewithin radio rangeof the wireless
infrastructurefrom usurpingpotentiallycostly Internetconnection
bandwidth requiringVPN usefor ary outsideaccess(However, it
may be desirableto allow visitorsto accesshe Internetwirelessly
without additionaladministratve setup.)

A usefuladditionalmeasuras to improve the key managemenpf
awirelessinstallation. If possible every hostshouldhave its own
encryptionkey, andkeys shouldbe changedvith high frequeng.

The designof a secureand easy-to-usenechanisnfor automated
key distribution to all usersis a goodsubjectfor furtherresearch.
Note,though,thatgoodkey managemenrtlonecannotsolwe all of
theproblemsdescribedn this paper;in particular theattacksfrom
sectiond remainapplicable.

6. LESSONS

The attacksin this papersene to demonstrata factthathasbeen
well-known in the cryptographycommunity:designof securepro-
tocolsis difficult, andfraughtwith mary complicationslt requires
specialexpertisebeyondthatacquiredn engineeringnetwork pro-
tocols.A goodunderstandingf cryptographigrimitivesandtheir
propertiesis critical. From a purely engineeringperspectie, the
useof CRC-32andRC4 canbejustified by their speedandeaseof
implementation However, mary of the attackswe have described
rely on the propertiesof streamciphersand CRC's, andwould be
renderedneffective, or at leastmoredifficult, by the useof other
algorithms.Therearealsomoresubtleinteractionsof engineering
decisionsthat are not directly relatedto the useof cryptography
For example, being statelessand beingliberal in what a protocol
acceptarewell-establishegrinciplesin network engineeringBut
from a securitystandpointboth of theseprinciplesaredangerous,
sincethey give an attacler morefreedomto operate,andindeed,
thetraffic injectionattackscapitalizeon this freedom.Securityis a
propertyof anentiresystemandevery decisionmustbe examined
with securityin mind.

Thesettingof WEP makesa securedesignparticularlydifficult. A
link-layer protocolmusttake into accountinteractionswith mary
differententitiesat the sametime. The IP redirectionattackrelies
on collaborationbetweenan agentinjecting messagest the link-
layerandahostsomevherethelnternet. Thecomple functionality
of a802.11accespoint makesit susceptiblao suchattacksfrom
all sides. Facedwith suchdifficulties, eventhe mostexperienced
of securityprofessionalsanmalke seriouserrors.Recognizinghis
fact, the acceptedpracticeis to rely on the expertiseof othersto
improve the securityof protocols.Two importantwaysto do thisis
to reusepastdesignandto offer new designgor public reviews.

Pastdesignsshouldbereusedvheneer possible A commontenet
of protocol designis “don’'t do it.” WEP could have benefitted
from the experiencegainedin the designof the IP Security Pro-
tocol (IPSEC)[10]. Although the goalsof IPSECare somavhat
different, it alsoaimsto provide link-layer security and as such
needsto dealwith mary of the sameissuesasWEPR Evenif the
protocolcould not be reusedas-is,a review of its designand past
analysiswould have beenvery instructive. Someof the previously
publishedproblemsin IPSEC[4] sharemary similaritieswith the
attackspresentedh this paper

Public review is also of greatimportance. If WEP had beenex-
aminedby the cryptographiccommunitybeforeit wasenactednto
an internationalstandardmary of the flaws would have beenal-
mostsurelyeliminated.(For example,thedangersf usinga CRC
to ensuremessagéntegrity arewell-known [9, 21, 6].) While we
applaudthe factthatthe standards open,therearestill barriersto
publicreview. A securityresearcheis facedwith afinancialburden
to evenattemptto examinethe standard—theostof the document
is in the hundredsof dollars. This is the oppositeof what should
be—aworking group developing a new security protocol should
proactiely invite the securitycommunityto analyzeit.



7. CONCLUSIONS

In this paper we have demonstratednajor security flaws in the
WEP protocol and describedseveral practical attacksthat result.
Consequentlywe recommendhat WEP shouldnot be countedon
to provide stronglink-level security andthatadditionalprecautions
be taken to protectnetwork traffic. We hopethat our discoreries
will motivate a redesignof the WEP protocolto addresghe vul-
nerabilitiesthat we found. Our further hopeis thatthis paperwill
exposeimportantsecurityprinciplesanddesignpracticeso awide
audience andthat the lessonswe identify will benefitfuture de-
signersof both WEP and other mobile communicationsecurity
protocols.
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