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Abstract

Advancesin sensingand tracking technology enable
location-basedpplicationsbut they also createsignif-
icant privacy risks. Anonymity can provide a high de-
gree of privagy, save serviceusersfrom dealing with
serviceproviders' privagy policies, and reducethe ser
vice providers' requirementsor safgguardingprivatein-
formation. However, guaranteeing@norymoususageof
location-basedervicegequiresthatthe preciselocation
informationtransmittedby a usercannotbe easilyused
to re-identify the subject. This paperpresentsa mid-
dlewarearchitectureandalgorithmsthat canbe usedby
a centralizedlocation broker service. The adaptve al-
gorithms adjust the resolutionof location information
along spatialor temporaldimensionsto meetspeci ed
anorymity constraintshasedon the entities who may
be using location serviceswithin a given area. Using
a model basedon automotve trafc countsand carto-
graphicmaterial,we estimatethe realistically expected
spatial resolution for different anorymity constraints.
The medianresolutiongeneratedy our algorithmsis
125 meters. Thus, anorymouslocation-basedequests
for urbanareaswvould have the sameaccurag currently
neededor E-911servicesthis would provide sufcient
resolutionfor way nding, automatedbus routing ser
vicesandsimilarlocation-dependergervices.

1 Intr oduction

Improvementsin sensorand wireless communication
technology enable accurate,automateddetermination
anddisseminatiorof a users or object's position[1, 2].
Thereis animmensdnterestin exploiting this positional
datathroughlocation-basedervices(LBS) [3, 4, 5, 6].
For instance LBSscouldtailor their functionality to the
users currentlocation,or vehiclemovementdatawould
improvetraf c forecastingandroadplanning.

However, without safgyuards,extensve deployment
of thesetechnologiesendangersisers'location privacy
and exhibits signi cant potential for akuse [7, 8, 9].
Commonprivacgy principlesdemandamongothers,user
consentpurposebinding,! andadequatelataprotection

1When seeking user consent, data collectors need to explain the spe-
cifi ¢ purpose for which the data will be used. Subsequent use for other
purposes is prohibited without additional user approval.
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for collection and usageof personalinformation [10].
Complyingwith theseprinciplesgenerallyrequiresno-
tifying userqdatasubjectsiboutthedatacollectionand
the purposethroughprivacy policies; it alsoentailsim-
plementingsecurity measuredo ensurethat collected
datais only accessetbr theagreed-upompurpose.

This paperinvestigatesi.complimentaryapproachhat
concentrate®n the principle of minimal collection. In
this approachlocation-basedservicescollect and use
only de-personalizediata—thatis, practically anony-
mous data[11]. Thisapproactpromisedene tsfor both
parties.For the serviceprovider, practicallyanorymous
datacausesessoverheadlt canbecollectedprocessed,
anddistributedto third partieswithout userconsentFor
datasubjectsjt removesthe needto evaluatepotentially
comple serviceprovider privagy policies.

Practicalanorymity requiresthat the subjectcannot
be reidenti ed (with reasonablefforts) from the loca-
tion data.Consideramessagéo aroadmapservicethat
comprisesanetwork addressa userlD, andcoordinates
of the currentlocation. Identi ers like the userID and
the network addressare obvious candidatedor reiden-
ti cation attempts. For anorymousserviceusage,the
userID canbe omitted and the network addressprob-
lemis addressetdy mechanismsuchasCrowds[12] or
OnionRouting[13], which provide sende@anorymity.

However, revealing accuratepositional information
can poseeven more seriousproblems. Considera bus
way nding applicationthat overlays bus route and ar-
rivalinformation,suchasthatmarketedby NextBus[14].
The GlobalPositioningSystem(GPS)typically provides
10-30foot accurag, andthis accurag canbeincreased
usingenhancemernechniquessuchasdifferentialGPS.
A location-basedervicecouldquerya bustransitsener
andreturninformationaboutbusesin the currentvicin-
ity andwhenthey will arrive at variousstops. By issu-
ing sucha query, thelocation-basedervicehaslearned
informationaboutthe applicationuser including herlo-
cationandsomenetwork identity information. This lo-
cationinformationcanbe correlatedwith public knowl-
edgeto reidentify a useror vehicle. For example,when
the serviceis usedwhile still parkedin the garageor on
the driveway, the locationcoordinatesanbe mappedo
the addressand the owner of the residence.If queries



aresufciently frequentthey canbeusedto trackanin-
dividual. Note thatthis trackingusespublicly available
information as opposedto the identity behind network
addressesThe privagy problemsaremagni ed if loca-
tion informationis recordecanddistributedcontinuously
aservisionedin telematicsapplicationssuchas“pay as
youdrive” insurancetraf c monitoring,or eet manage-
ment.In this caseanadwersarynotonly learnsaboutnet-
work servicesthat a subjectusesbut also cantrack the
subjectsmovementsand thusrecevesreal-world infor-
mationsuchasfrequentvisits to amedicaldoctor, night-
club, or political organizations.

Anonymity in LBSs must be addressecat multiple
levels in the network stack dependingon what enti-
ties canbe trusted. This paperapproacheshe problem
of anorymity at the applicationlayer by giving service
providersaccesso anorymousdocationinformation;that
is, informationthatis sufciently alteredto preventre-
identi cation. It contributesthefollowing key ideas:

aformal metricfor locationanorymity

anadaptve quadtree-basealgorithmthatdecreases
the spatial resolution of location information to
meeta speci ed anorymity constraint

an algorithm that yields higher spatial resolution
throughdecreasingemporaresolutionfor thesame
anorymity constraint

anevaluationof theexpectedesolutionfor theseal-
gorithmsbasedon traf c modelscomprisedof car
tographicmaterialandautomotivetraf c counts

The structureof the paperis asfollows: First we re-
view relatedwork in theareasf locationprivacgy, anory-
mouscommunicationand privacy-aware databaseslin
Section3 we describelocation-basedervicescenarios
from the telematicsdomain and discusstheir dataac-
curag requirements. Section4 then analyzesprivacy
threatscausedy thelocationinformationusedin LBSs.
We continueby developingthe conceptof k-anorymous
locationinformation and an algorithmfor cloakingtoo
preciseinformationin section5. After that, we describe
our implementatiorandevaluationbasedon automotve
traf c modelsandpresenthe correspondingesults.Fi-
nally, we discussthe usefulnesof the cloaking algo-
rithms aswell as securityand anorymity propertiesof
thesystem.

2 RelatedWork

Priorwork on privagy aspect®f telematicsandlocation-
basedapplicationshasmostly focusedon a policy-based
approach15, 16]. Datasubjectsneedto evaluateand
chooseprivagy policiesofferedby the serviceprovider.

Thesepolicies sene as a contractualagreementbout
which datacanbe collected,for what purposethe data
canbeused,andhow it canbedistributed. Typically, the
datasubjecthasto trustthe serviceprovider that private

datais adequatelyprotectedIn contrasttheanorymity-
basedapproachde-personalizesiata before collection,
thusdetailedprivagy-policiesandsafeguardsfor dataare
notcritical.

Speci cally, the IETF Geopriv working group [15]
is addressingprivacy and securityissuesregardingthe
transferof high resolutionlocationinformationto exter-
nal servicesandthe storageat locationseners. It con-
centrateson the designof protocolsand APIs that en-
abledevicesto communicatéheirlocationin acon den-
tial andintegrity-preservingmannerto alocationsener.
The location sener canreducethe datas resolutionor
transformit to differentdataformats,which canbe ac-
cessedvy externalservicesf the datasubjects privacy
policy permits. The working groupis alsointerestedn
enablingunidenti ed or pseudogmoustransferof loca-
tion informationto thesenerandaccesgrom thesener.
However, it doesnot claim thatthis providesa sufcient
degreeof anorymity.

The Mist routing projectfor mobile users[17] com-
bineslocation privacy with communicationaspects. It
addresseshe problem of routing messageso a sub-
ject'slocationwhile keepingthelocationprivatefrom the
routersandthesenderTo this end,the systemcomprises
asetof mistroutersorganizedn a hierarchicaktructure.
The leaf nodeshave knowledgeof userlocationsbut not
their identities. They referto themthroughhandles(or
pseudogms). Eachuserselectsa higherlevel nodein
the tree, which actsas a semi-trustedproxy. It knows
the identity of the userbut not his exactlocation. The
paperthenpresents cryptographigrotocolto establish
connectionsetweenusersandtheir semi-trustedorox-
ies and mechanismso connectto communicatiorpart-
nersthroughtheir proxies. The paperdoesnot address
the problemof sendinganorymousmessaget external
location-basedervices.

Locationprivacy hasalsobeenstudiedn positionsen-
sor systemssystems.The Cricket system[1] placeslo-
cation sensorson the mobile device as opposedto the
building infrastructure Thus,locationinformationis not
disclosedduring the positiondeterminatiomprocessand
the datasubjectcanchoosethe partiesto which the in-
formationshouldbe transmitted. Smailagicand Kogan
describea similar approachfor a wirelessLAN based
location system[18]. However, thesesolutionsdo not
provide for anorymity whenlocationinformationis in-
tentionallyrevealed.

Anonymouscommunicationin paclet-switchingnet-
works andweb browsing hasreceved a fair amountof
attention. The fundamentakonceptof a mix hasbeen
proposedy Chaum[19] for email communicationshat
areuntraceablevenfor eavesdropperandintermediary
routers. A mix is a messageaouterthat forwardsmes-
sageswith the objective thatan adwersarycannotmatch
incomingmessage® outgoingmessagesin particular
suchChaum-mixeshave the following properties:mes-
sagesare paddedto equalsize,incomingand outgoing



messageareencryptedvith differentkeys, messageare
batchedandreorderedandreplayof incomingmessages
is prevented. P tzmann andcolleagueg20] extendthis
mechanisnto communicatiorchannelsvith continuous,
delay-sensitie voicetraf c.

Onion Routing [21] implementsthis anorymization
protocol for an IP network layer and is applicableto
both connection-basednd connectionlesprotocols. In
an initialization phase,the senderdeterminesa route
througha seriesof onion routers. The senderthenre-
peatedlyaddsrouting information to the payloadand
encryptsit usingthe onion routerspublic key. The re-
sultis anonionconsistingof severallayersof encryption
thatarestrippedoff while the paclet passeshroughthe
router Sincethe onion routersact as mix routers,it is
dif cult to tracethe path of a datapacket throughthe
network.

Crowds[12] adaptsareroutingsystemfor anorymous
webbrowsing. This systenfocusesn protectingagainst
individual adwersariessuchasthewebsener, or anum-
ber of compromisedrouters. It doesnot require en-
cryptiontechniquesbecausét relieson thejondos(mix
routers)to be setup in differentadministratve domains.
Thus no party hasa global network view over all jon-
dos. The Anonymizer service[22] hasa similar goal,
wherebyusersneedto trust the single serviceprovider.
Finally, Hordes[23] reducedthe performanceoverhead
inherentin suchreroutingsystemsby exploiting multi-
castcommunicationeandGuanet al. [24] contributedan
analysisof anorymity propertiesof thesesystemausing
theprobabilisticmethod.

In the databaseeommunity a large amountof liter-
ature exists on security control in statisticaldatabases,
whichis coveredby AdamandWortmanns suney [25].
This researctaddressethe problemwhereina database
shouldgrantaccess$o computestatisticafunctions(sum,
count,average etc.) on the datarecordsonly underthe
conditionthatthe resultsdo not reveal ary speci c data
record. Approachedall into the catgyoriesconceptual,
inputdataperturbationgqueryrestriction,andoutputper
turbation;the solutionwe proposen this paperis similar
to input dataperturbation.

Instead of statistical point estimates,Agrawal and
Srikant[26] describehow to obtainestimatef the dis-
tribution of valuesin con dential elds, which aresuit-
ablefor data-miningalgorithms.Con dential valuesare
perturbedy addinga uniformly distributedrandonvari-
able. Thedistribution of the original valuescanthenbe
estimatedhrougha Bayesianreconstructiorprocedure.
An improved reconstructionprocedureis describedin
[27].

Samaratiand Sweeng [28] have developedgeneral-
izationandsuppressiotechniquegor valuesof database
tablesthatsafgguardtheanorymity of individuals. While
thisresearclis similarin goal,ourwork differsin thatwe
protectdynamicdatadeliveredfrom sensorasopposed
to staticdatabas¢ables.

3 Accuracy Requirementsof
Location-BasedTelematicsServices

A key questionfor developing an anorymousLBS is:

How accurataloesa locationbasedserviceneedto bein

orderto provide usefulinformation?It provesdif cult to

determineminimumaccurag requirementssince,from

the serviceprovider's perspectie, more accuratenfor-

mationis generallymore useful. However, we attempt
to corvince the readerthat more generalinformationis

still sufcient for alarge classof serviceshy reviewing

exampleservicesandthe E-911requirement®n mobile
phonecarriers.

In October1996, the United StatesFederalCommu-
nicationsCommissionmandatedhe implementationof
positionsystemdor wireless911 emegeng callers(E-
911) [29]. This serviceis designedto provide emer
geng rescueandresponseéeamswith the locationof a
cell phoneemegeng call, comparabldo the traditional
“911" servicefor regularphonesin the nal phasewire-
lesscarriersarerequiredto estimatethe caller's position
with anaccurag of 125m (RMS)in 67 percenif cases.
The details have subsequenthbeensubjectto debate,
but this initial requiremengivesanindicationof the ex-
pectedaccurag. Thelocationsystemaevelopedfor the
E-911requiremenhave beenwidely regardedasan en-
ablingtechnologyfor location-basedervicestherefore,
we will regardthislevel of accurag asuseful.

3.1 System Assumptions

We assumehat clients communicateposition informa-
tion to a location sener with very high precision; in
otherwords,the network client actuallyprovidesanac-
curatelocationto thelocationsener. Positiondetermina-
tion canbe implementecdeitheron the client itself (e.g.,
GPS)or by the wirelessserviceprovider, for example
throughtriangulationof the wirelesssignal (hybrid ap-
proachesare alsopossible). To our knowledge,mobile
phoneoperatorsn the United Statefoundit challenging
to meetthe E-911accuray requirementshroughthelat-
ter approach.Thus,GPSinformationis likely far more
accurateand privagy sensitve. Location-basedervice
providersaccesdocationinformationthroughthe loca-
tion sener. Thefull systemcomprisesa locationinfor-
mationsource a wirelessnetwork, locationseners,and
LBS seners. In a typical system,locationinformation
is determinedy a locationinformationsourcesuchasa
GPSreceverin avehicle.lt is thenperiodicallytransmit-
tedthrougha cellularor wirelessnetwork to thelocation
sener. When a vehicle sendsa messager requestto
anLBS, the serviceaccessethe vehicle's currentloca-
tion informationfrom the locationsener, which actsas
aproxy or middlevareagent.

Finally, this paperfocuseson servicesthatdo not re-
quirethe userto log in andor presentary kind of iden-
tifying informationat the applicationlayer. We believe
thatsuchLBSswill becomeavailableanalogoudo free
servicesover the Internet. However, it would be inter-



estingto extend this researchto pseudogmousLBSs,
whichwould allow tailoring servicego individual users,
for example.

3.2 Scenarios

To illustratedifferentaccurag requirementsf location-
basedservices, we provide three typical automotve
telematicsscenarios: Driving Conditions Monitoring,
RoadHazardDetection,anda RoadMap. Servicesare
differentiatedalongthefollowing dimensions:

Frequenyg of Access
Time-accurag / Delay sensitvity

Positionaccurag

Table 1 presentsa summaryof the resulting require-
ments.

Driving Conditions Monitoring

Modernvehiclescarry a variety of sensorghat cande-

termineweatherandroadconditions.Insteadof deploy-

ing an expensve arrayof x ed sensorsalongsidehigh-

ways, highway operatorscould obtain this information
from thein-vehiclesensorsFor example therain sensor
built into high-endwindshieldwipersdetectsainfall; ad-

ditionally, tractioncontrolsystemsanreportslipperyor

icy roadconditions. The operatormight respondo this

informationby dynamicallyadjustingspeedimits onthe

highway.

Weatherphenomenaand correspondingoad condi-
tionstypically coverlargerareasin addition,mostwarn-
ings and speedlimits mustbe given well aheadof the
hazardougonditions.Thus,highly accuratgositionin-
formationis not necessaryabout100mroad segments
shouldbe a suitableresolutionfor most cases. Condi-
tionsalsodo not changevery abruptly thusupdatesvith
a few minutesdelaycanbetolerated.In orderto detect
a changein driving conditionsthe external application
needgjuasi-continuouaccesgo locationinformation.

Road Hazard Detection

Dangerous,nearaccidentsituationscould be inferred
from brakingor electronicstability systems. Addition-
ally, crashsensordor airbagdeploymentdetectsevere
accidents.This information could be exploited to auto-
maticallygeneratestatisticsabouttheaccidentisk atin-
tersection@ndroadsegyments.Thesestatisticsarevalu-
ablefor decidingon accidentpreventionmeasures.

Sincethis applicationcollectslongerterm statistics,
information delay is not importantand time accurayg
requirementsarelow. For example,it would be useful
to distinguishnight anddaylight situationsor rush hour
from mid-daytrafc but not to collectinformationwith
second-resolution Preciselocationinformationis cru-
cial, however, to pinpointdangerouspotssuchasinter-
sectionsor pedestriarcrossings.

Road Map

Driversmightrequestnformationrelatedto theircurrent
locationfrom LBSs. For example,the driver canaskfor
anareamapor nearbyhotels.Thecurrentiocationcanbe
automaticallyobtainedrom the GPSsensoiof a vehicle
navigationsystem.

Responséimesof theseservicesareimportant,thus,
this applicationrequireshigh time accurag. The loca-
tion, however, canbetransmittedvith mediumaccurag;
about100maccurag shouldbe sufcient for obtaining
point-of-interestinformation and areamaps. Location
is revealedonly sporadicallywhenthe driver issuesre-
questsIf suchsystemsareusedfor navigation,theloca-
tion canberevealedmuchmorefrequently

4 Privacy ThreatsThrough Location
Information

We assume that an adwersary seeking to violate
anorymity may be ableto interceptwirelessandwired
communications,may obtain data from the service
provider'ssystemsandmayhave prior knowledgeabout
asubjectwhosemessagebe seekgo identify.

Our main concernis to prevent an accumulationof
identi able locationinformationin serviceproviderssys-
tems. LBS providers,without any maliciousintent, will
likely log servicerequestssimilar to a web sener that
logsrequestedJRLs andsourcelP addressesf there-
quester Logs thatinclude location information would
openthedoorfor subpoenas court(e.g.,divorce)pro-
ceedings,or individual adwersarieswho obtain a sub-
ject's locationinformationundera pretext. Moreover, a
lessconscientiouserviceprovidermightseekto identify
subjectsfor marketing purpose®r sell locationrecords
to third parties. In thesecases,an adwersarytamgetsa
large numberof subjects,or seeksto obtaina location
historyfor a particularsubjectfrom therecordsof a ser
vice provider.

A different type of adwersaryseeksto track future
movementsof a particularsubject. However, suchlo-
cation information can also be obtainedthroughtradi-
tional investigatve methodssuchasshadaving a subject
or mountinga locationtransmitterto a vehicle. These
methodsarerelatedto the LBS problemin thatthey de-
ne a currently acceptedevel of protection. We con-
siderthe protectionof anorymousLBSs sufcient if lo-
cation tracking requireseffort comparabldo the tradi-

tional methods.

4.1 Threats

We distinguishtwo classesof privagy threatsrelatedto
location-basedervices:communicatiorprivacy threats
and location privagy threats. In the communication
privacy domain, this paper concentrateson sender
anorymity, meaningthat eavesdroppersn the network
andLBS providerscannotdeterminethe originatorof a
message.Comparedo non-LBS web services the lo-
cationinformationis the key problem:anadwersarycan



| Service || PositionAccuray | Time Accurag | Frequeng of Access]
Driving ConditionsMonitoring 100meters minutes continuous
RoadHazardDetection 10meters > days sporadic
RoadMap 100meters sub-second sporadic

Tablel: Approximateaccurag requirement®f telematicservices

reidentify the senderof an otherwiseanorymousmes-
sageby correlatingthe location information with prior
knowledgeor obsenationsabouta subjects location.

Considerthe casewherea subjectrevealsherlocation
L in a messageV/ to a location-basederviceand an
adwersaryA hasaccesdgo thisinformation. Then,sender
anorymity andlocationprivacy is threatenedby location
informationin thefollowing ways:

Restricted Space Identification. If A knowsthatspace
L exclusively belongsto subjectS then A learns
that S isin L and S hassentM. For example,
whenthe owner of a sulurbanhousesendsa mes-
sagefrom his garageor driveway, the coordinates
canbecorrelatedvith adatabasef geocodegbostal
addressege.g.,[30]) to identify the residence.An
addresdookup in phoneor propertylistings then
revealsthe ownerandlik ely originatorof the mes-
sage.

Observation Identification. If A hasobsenedthe cur
rentlocation L of subjectS and nds amessageé/
from L then A learnsthat .S hassentM. For ex-
ample,the subjecthasrevealedits identity andlo-
cationin apreviousmessagandthenwantsto send
an anorymousmessageThe later messageanbe
linkedto the previous onethroughthe locationin-
formation.

Location Tracking. If A hasidenti ed subjectS atlo-
cation L; andcanlink seriesof location updates
Ly, Ly, ..., Li,..., Ly tothesubjectthenA learns
that.S visitedall locationsin theseries.

Locationprivagy threatsdescribethe risk that an ad-
versarylearnsthe locationsthat a subjectvisited (and
correspondingimes). Throughtheselocations,the ad-
versary receves clues about private information such
aspolitical af liations, alternatve lifestyles, or medical
problems.Assumingthata subjectdoesnot discloseher
identity atsucha privatelocation,anadwersarycouldstill
gain this information throughlocation tracking. If the
subjecttransmitsher location with high frequeng, the
adwersarycan,at leastin lesspopulatedareas)ink sub-
sequentocationupdatego the samesubject. If at ary
point the subjectis identi ed, her completemovements
arealsoknown.

5 Anonymizing Location Information

In our systemmodel, the mobile nodescommunicate
with externalserviceghroughacentralanorymity sener

thatis part of the trustedcomputingbase.In aninitial-
izationphasethe nodeswill setup anauthenticateénd
encryptedconnectionwith the anorymity sener. When
a mobile node sendsposition and time information to
an external service,the anorymity sener decryptsthe
messageremoves ary identi ers suchas network ad-
dressesand perturbsthe positiondataaccordingto the
following cloakingalgorithmsto reducethereidenti ca-
tion risk. Moreover, the anorymity sener actsasa mix-
router[19], whichrandomlyreordersnessagesom sev-
eral mobile nodesto preventan adwersaryfrom linking
ingoing andoutgoingmessageat the anorymity sener.
Finally, the anorymity sener forwardsthe messageo
theexternalservice.

For designingthe perturbationalgorithms, we start
with the assumptionthat the anorymity sener knows
the currentpositionof all subjects.The subjects mobile
nodescould periodically updatetheir positioninforma-
tion with the anorymizer.

5.1 k-Anonymous Location Information

While anonymity is etymologically de ned as “being
nameless”or “of unknavn authorship”[31], informa-
tion privagy researcherterpretit in a strongersense.
Accordingto P tzmann and Koehntopp,‘anonymity is
the stateof being not identi able within a set of sub-
jects,theanorymity set”[1]]. Inspiredby Samaratand
Sweeng [28], we considera subjectas k-anonymous
with respectto locationinformation, if andonly if the
locationinformationpresenteds indistinguishabldrom
thelocationinformationof atleastk 1 othersubjects.
Unlessotherwisestated,we assumehat locationin-
formationincludestemporalinformation(i.e., whenthe
subjectwas presentat the location). More speci cally,
locationinformationis representedby a tuple contain-
ing threeintenvals ([z1, x2], [v1, ¥2], [t1,t2]). Theinter
vals[z1, x2] and[ys, y2] describeatwo dimensionahrea
wherethe subjectis located.[t1, t»] describestime pe-
riod during which the subjectwas presentin the area.
Note that the intervals representuncertaintyrangeswe
only know thatat somepointin time within thetemporal
interval the subjectwaspresentit somepoint of thearea
given by the spatialintervals. Thus,a locationtuple for
asubjectis k-anorymous,whenit describesotonly the
location of the subject,but alsothe locationsof £ 1
othersubjects.In otherwords,k 1 othersubjectsalso
musthave beenpresentin the areaandthe time period
describedy thetuple. Generallyspeakingthelargerthe
anorymity setk is, thehigheris thedegreeof anorymity.
Thus, we will measurethe degree of anorymity asthe



sizeof theanorymity set.

5.2 Adaptive-Interval Cloaking Algorithms

Thekey ideaunderlyingthis algorithmis thata givende-
greeof anorymity canbe maintainedn ary location—
regardlesof populationdensity—bydecreasindghe ac-
curag of the revealedspatialdata. To this end,the al-
gorithmchooses sufciently largearea,;sothatenough
other subjectsinhabit the areato satisfy the anorymity
constraint.

The desireddegree of anorymity is speci ed by the
parametekmin , the minimumacceptable@norymity set
size. Furthermorethe algorithmtakesasinputsthe cur-
rentpositionof therequesterthe coordinate®f thearea
coveredby the anorymity sener, andthe currentposi-
tionsof all othervehicles/subjects thearea.

The spatial discretizationalgorithm that identi es a
sufciently large areafor a given kmin is describedn
moredetailin Table2. In summarythe algorithmis in-
spiredby quadtrealgorithmg32]. It subdvidesthearea
aroundthesubjects positionuntil thenumberof subjects
in the areafalls below the constraintkmi, . The previ-
ousquadrantwhich still meetsthe constraintjs thenre-
turned.

An orthogonalapproacho spatialcloakingis tempo-
ral cloaking. This methodcanreveal spatialcoordinates
with moreaccurag, while reducingtheaccurag in time.
The key ideais to delaythe requestuntil ki, vehicles
have visited the areachoserfor the requestar The spa-
tial cloakingalgorithmis modi ed to take an additional
spatialresolutionparameteasinput. It thendetermines
themonitoringareaby dividing the spaceuntil the spec-
i ed resolutionis reached.The algorithmmonitorsve-
hicle movementsacrosshis area. Whenknin different
vehicleshave visited the area,a time interval [t1, t2] is
computedasfollows: ¢, is setto the currenttime, and
t; is setto thetime of requesminusarandomcloaking
factor Theareaandthetime interval arethenreturned.

6 Implementation

To be effective, the location anorymizer requires
location-basedservicesthat are usedwith preciseposi-

tion informationby alarge userbase.We anticipatethat
suchserviceswill soonbe available basedon telemat-
ics, mobile phone,or wirelesscommunitynetwork plat-

forms. To ourknowledge no suchsuitabletestbecdexists

to date. Therefore we implementedhe anorymization
algorithmson a Java sener platformandevaluatecthem
using automotve traf ¢ simulationsbasedon US geo-
logical suney (USGS)cartographianaterial.

The USGSpublishesdetailedtransportatiometwork
informationat the city level in the SpatialDataTransfer
Standard33]. We extractedvector coordinatesof pri-
mary, secondaryandminorroadsfromthetransportation
layer of the 1 : 24,000 scaleDigital Line Graph[34]
data les. The datahasa resolutionof 0.61m. Specif-
ically, we selected2000x2000mareasfrom the city of

Percentage of Average Daily Traffic
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Figure2: Hourly traf c volumerelative to daily trafc
volumeduringatypical August2002day

Derver, Colorado,wherewe hadaccesdgo traf c count
statistics. Figure 1 shavs mapsof selectedareas. The
thickestlinesindicateexpressvays,themediumlinesar
terials, and the thin lines collector streets. Two maps
(areal, area2) includedpredominanthyexpressvays,the
othermaps(area3, aread) mostly collectorstreets.Co-
ordinatesaregivenin metersin zonel3 of the Universal
Trans\erseMercator(UTM) projectionusingthe North
American83 geodeticdatum.

A traf ¢ study[35] reportsthe 24 hourtrafc volume
at speci ¢ pointsalongroads. We averagedthe counts
for differenturbanroadtypesandmappedhemontothe
USGSroadclassesasshowvn in Table3. Trafc volume
wascomputedasthe average?24 hourbi-directionaltraf-

c count.

| USGSClass| RoadType | Trafc Volume |

1 Expressway 70000
2 Arterial 22000
3 Collector 6000

Table 3: Mapping of Trafc Study volumesto road
classegrom USGSdata

The algorithms are evaluatedat different times of
day, becausetrafc volume changesheaily between
peak and night hours. An adjustmentfactor for each
hourwasderived asfollows. The ColoradoDepartment
of Transportatiormaintainscontinuoustrafc counters
alongseveral highways. For eachhour of a day, we cal-
culatedthe percentagef totaldaily traf c presenturing
thishourfrom themeanAugust2002traf c countsfor 25
highways[36]. Figure2 shows the resultsmarked with
95%con denceintervals.

To createatraf c snapshofor a givenhour, we place
vehicleson the road sggmentsaccordingto a uniform
stochasticprocess. The numberof vehicleson a road
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Repeafrom Step2

Initialize the quadrantg andgy, ey asthetotal areacoveredby theanorymizer
Initialize atraf ¢ vectorwith thecurrentpositionsof all known vehicles
Initialize p asthe positionof requestorehicle

If thenumberof vehiclesin trafc vector< kmin ,
thenreturnthe previous quadrantyyr ey

Remore all vehiclesoutsideg from thetraf c vector

Table 2: Adaptive-intenal cloakingalgorithm. The algorithm computesan area(quadrantithatincludesthe actual
requesteandenoughpotentialrequesterso satisfythe anorymity constraintcpn .
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segmentn is determinedy

with trafc counte, houradjustment:, vehiclevelocity
v, lengthof aroadsegment].

For all experimentswe assumean averagevelocity v
of 10m/sandreportmeanresultsfor a 24-hourperiod,
thatis, onesnapshofor eachhourof day Unlessother
wise stated the anorymity constraintk,i, wassetto 5,
whichwe intuitively judgeasa fair level of anorymity.



7 Accuracy Results

Figure 3 presentsan overview of our results. It illus-
tratesthe dependeng of the resultingspatialresolution
onroadcharacteristicandtraf c densities.For eachof
theselectednapsandcorrespondingraf ¢ densitiesthe
medianspatial resolutionof 10000 simulatedLBS re-
guestsis shavn. In addition, the meananorymity k,
which representshe averagenumberof subjectsin the
choserareajs plottedagainsthe secondscale(right) on
they-axis.

The medianresolutiondecreasess collector street
mileageincrease®ver highway mileage. For the high-
way areaswith their high densityof vehicles themedian
accurag is 30 and 65 meters. For the collector areas
theresolutiondecrease® 125and250 meters.Interest-
ingly, acrossall areaghespatialintervalsselectedy the
adaptve algorithmsnot only have the sameanorymity
bound(5 subjects)but alsoa similar meananorymity at
approximatelylO subjects.

Figure4 andFigure5 provide moredetailon the spa-
tial resolutionresultsby shaving therelative distribution
of resolutionsin the form of histogramgor a highway
(1) anda collectorarea(4), respectiely. While in the
highway arealessthan 10% of requestseacha resolu-
tion lower than125 metersiit is about60% for the col-
lector streetarea. Figure 5 alsoillustratesthe relation-
ship betweeranorymity andresolutionin a singlearea.
For lower resolutiongbiggerareasthe meananorymity
doesnot stay nearthe minimum, but increase¢o more
thantriple the ki, constraintof ve. Whenthe algo-
rithm is forced to choosea lower resolution,it hasto
guadruplethe areaand therebyincludesmore vehicles
thannecessary

Figure 6 illustratesthe tradeof betweenthe degree
of anorymity and resolution, shaving medianresolu-
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Figure 3. Dependeng of spatial resolutionand mean
anorymity on areacharacteristics.For eachevaluation
areathe gure shovsthemedianresolutionfrom alarge
numberof requestgleft y-axis scale)andthe meanac-
tual anorymity—the numberof subjectsindistinguish-
ablefrom therequestofright y-axisscale).

Relative Frequency of Occurance

tion andmeananorymity k for differentanorymity con-
straintskmin . Theresultsstemfrom areanumber3 with
predominantlycollectorstreets Resolutionis negatively
correlatedto the anorymity constraint. Also note that
meananorymity is approximatelydoublethe anorymity
constraint. Again, this suggestghat an improved dis-
cretizationalgorithm could yield betterresolutionwith
lower meananorymity (i.e., closerto theminimumcon-
straint).

Spatialresolutioncanalsobeimprovedthroughreduc-
tionsin temporalaccuray. Figure7 shavsthe meanre-
ductionin temporalresolution(and delay of messages)
requiredto reacha speci ed spatialresolution. Results
arereportedfor a highway area(2) anda collectorstreet
area(3). The anorymity constraintis also varied be-
tween ve andten. As expectedthe temporalaccurag
decreasefor higheranorymity constraintsmorecollec-
tor streets,and higher spatialresolution. For highways
the temporalresolutionstaysbelowv 30sfor resolutions
up to 15m. On collectorstreetshe resolutiondecreases
to about70satthis level of spatialaccurag.

8 Discussion

The analysisconcentrate®n interpretingthe accurag
resultsand identifying anorymity and security limita-
tions. We de ne security problemsas adwersarial at-
temptsto obtainmoreaccurateor extradatafrom thesys-
tem that violatesthe anorymity constraint. Anonymity
problemsnvolveidenti cation basednthedataallowed
by theanorymity constraint.

8.1 Accuracy

The resultsareencouragingvhencomparedagainsthe
E-911 requirementsntroducedin Section3 asa yard-
stick for usefullocationinformation.However, they vary
widely acrosglifferenttypesof areas Thehighwayareas
yield betterthanrequiredaccurag (lessthan10% over
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Figure 4. Relatve frequeng of spatial resolutionfor
highway area(1). This gure illustratesthe distribution
of resolutionsoveralargenumberof simulatedrequests.



125m), collector streetarea(3) with a medianof 125m
is closeto therequirementsandcollectorstreetarea(4)
clearlydoesnot meettherequirements.

Theresultsalsoshav thatthe spatialaccurag canbe
adjustedhroughreductionsn temporalresolution. The
inherentdelay of this approachmakesit unsuitablefor
serviceghatrequirea quick responseHowever, alarge
classof monitoringservicesalongthe scenario®of driv-
ing conditionsmonitoringandroadhazarddetectionare
well sened by this approach.Brief delays,comparable
to the delaysexperiencedn web browsing over slower
Internetconnectionsmight alsobe acceptabldor more
interactive LBSs suchasaroadmapservice. Thesede-
layswould alsoensureat least125mresolutionsor the
collectorstreetarea(4). Furthermoredelayingrequests
becomesinnecessary thesystemcanprecomputéem-
poral and spatialresolutionsbeforethe requestsareis-
sued. We believe that an investigationof this approach
would be aworthwhile continuationof this work.

8.2 Security Analysis

From a security perspectie, the wireless carriers or
eavesdropperscan attemptto circumvent the location
anorymizer and accuratelylocate a subjectusing the
wireless channel. Authenticationand encryption be-
tweenthe location client and the anorymity sener ef-
fectively preventsthemfrom listeningto the exactcoor
dinatesor impersonatinganorymity seners. Thetimes-
tampin the location beaconsensureghat the bitstring
of subsequengncryptedpacletsfrom the samelocation
differsandalsoprotectsrom replayattacks.

More dif cult to preventareattemptsto estimatethe
location of a transmitterbasedon physicallayer prop-
ertiesof the network. Several cooperatingeceierscan
triangulatethe positionof a transmitterthroughmethods
suchastime of arrival (TOA)[29]. Judgingfrom thetech-
nical dif culties encountereih implementinghe E-911
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Figure5: Relatvefrequeng of spatialresolutionfor col-
lector road area(4). In additionto the distribution of
resolutiongleft y-axisscale)the gure shavsthemean
actualanorymity ateachresolution(right y-axisscale).
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Figure 6: Dependeng of spatial resolutionand mean
anorymity on anorymity constraint. This gure illus-
trateshow spatialresolution(left scale)andmeanactual
anorymity (right scale)vary with different anorymity
constraintgx-axis).
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Figure7: Tradeof betweertemporalandspatialresolu-
tion. The gure shaws the meanreductionin temporal
resolutionnecessaryo reacha speci ed spatialresolu-
tion. Thetradeof is shavn for a highway (2) anda col-
lector (3) areaat differentanorymity constraints.

requirementor mobile phones|ocationinformationob-
tainedthroughthesemechanismsvould likely be about
1-2 ordersof magnitudelessaccuratethan information
reportedby in-vehicle GPSrecevers. Thus,anorymity
constraintsvould rarely beviolated.

Another potential attack seeksto trick the location
sener into releasingtoo accuratedata. An adwersary
could spoofa numberof additionalvirtual vehiclesor
have real vehiclesreportincorrectlocationinformation.
If the location sener includesthesenoneistent vehi-
clesin its computationthereleasedocationinformation
would likely not meetthe anorymity constraints.How-
everthelocationseneronly accept®nelocationbeacon
from eachauthenticate@ehicle. This meansthe adwer-



sarywould needto acquirea potentiallylarge numberof
authenticatiorkeys. Therefore,authenticatiorkeys re-
quireadequat@rotection suchasstoragen securehard-
ware.

8.3 Anonymity

k-Anonymity reduceghe privagy threatsoutlinedin sec-
tion 4. If alocationtuple is k-anorymous,the adwer

sary cannotuniquely identify the originator of a mes-
sagethroughspaceidenti cation or obsenation identi-

cation, sincethetuple matches: 1 othersubjectsas
well. Givenno otherinformationthereidenti cationrisk

is therefore%. Similarly, locationtracking facesobsta-
cleswhenattemptingo link subsequeribcationupdates
to a subject. Sincek 1 othersubjectsarein the area,
it is not clearwhetherthe locationupdateactuallyorigi-

natedfrom the samesubject.In otherwords,if multiple

subjectsareusinga LBS throughtheanorymity service,
it is dif cult for the LBS to generatanovementpathsof

subjectsevenif they provide locationupdateswith high

frequeng.?

At this point, it is dif cult to gaugewhich size of &
is minimally necessarypr sufcient. Fundamentallyit
dependon the resource®f the potentialadwersary A
minimumof 2 is obviously requiredin this particularal-
gorithmto yield ary protection.In practice the parame-
terwill likely bedeterminedhroughuserpreferences.

While thebasicalgorithmensureg:-anorymity for in-
dividual locationrequestsproblemscanarisewhenre-
guestgor multiple vehiclesareissued.Considetthefol-
lowing locationtuplesobtainedrom 4 differentvehicles:

1: ([Oa 1]3 [Oa 1]a [t17 tZ])

2: ([13 2]3 [Oa 1]a [t17 tZ])
3: ([Oa 1]3 [13 2]a [t17 tZ])
4 ([0, 2], [0, 2], [t1, t2])

Thesetuplesareoverlappingin time andspace.The
rst threetuplesspecify adjacentquadrantswhile the
fourth one speci es a larger quadrantthat covers the
threeothers;this scenarias alsoillustratedin Figure8.
For simplicity, assumethat all tuples were processed
with thesamekni, parametersay3, andthetime inter-
val is too smallfor vehiclesto signi cantly move. Then
an adwersarycan concludethat requestnumber4 must
have originated from quadrant([1, 2],[1, 2]), because
otherwisethe algorithm would have chosena smaller
guadrant. This inferenceviolatesthe anorymity con-
straint; it illustratesthat an adwersarygainsinformation
from tuplesoverlappingin time andspace.

Furthermoresophisticatecdversariesnay mountan
identi cation attackif they canlink multiple requestgo
the samesubjectandcanrepeatedlyobtainthe subjects

?Recall that we assume subjects do not transmit an identifi er or
pseudonym such as user ID to the LBS that would alow for trivia
linking of subsequent location updates
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Figure8: Compromisedinorymity throughoverlapping
requestsThe circlesandsquaresepresensubjectsand
the quadrantscomputedby the cloaking algorithm, re-
spectvely. If eachnumberedsubjectrequestsa service
simultaneouslysubject4 couldbeidenti ed.

locationinformationfrom othersourcesConsideanun-
popularLBS that is rarely accessed.If this serviceis
requestedepeatedlyfrom approximatelythe samespa-
tial region, anadwersarycould concludethattherequests
stemwith high probability from the samesubiject(i.e.,
link the requests).If, in addition,the adwersaryknows
that a certainsubjectwas presentin eachof the spatial
areaspeci edin theLBS requeststheadwersarycande-
terminewith high probabilitythatthis subjectoriginated
the requests.This inferenceis basedon the assumption
thatit is unlikely that othersubjectsdrom the anorymity
settraveledalongthe samepath, given the pathis long
enough(enoughrequestwere obsened) relative to the
size of the anorymity set. However, suchan attackre-
quiresalargeeffort in determininga subjects actualpo-
sitionfor asufcient numberof requests.

Althoughthe anorymity constraintis not metin such
casesfurther researchs neededto determinehow se-
rious theseissuesare. In practice,not every overlap-
ping requestallows suchstraightforward inferencesand
the probability of overlapsdependson the frequeng
of requestdgssuedby subjects. To ensuremeetingthe
anorymity constraint,disclosurecontrol extensionsto
the cloaking algorithm could keeptrack of and prevent
overlappingrequestsSimilarly, thealgorithmcouldtake
into accountthe popularity of the accessed BS to pre-
ventlinking of unusuarequests.

Finally, it is importantto realize that k-anorymity
is only provided with respectto location information.
Other service-speci cinformation containedinside a
messagéo a LBS couldstill identify the subject.Thisis
analogouso anorymouscommunicatiorserviceswhich
reducereidenti cationrisksof network addressedut do
not addressother messageontent. Location informa-
tion, however, will likely posemore seriousrisks than
othertypical messageontent.

9 Conclusionsand Future Work

This paperanalyzedthe technicalfeasibility of anory-
moususageof location-basedervices. It shaved that
location data introducesnew and potentially more se-



vere privagy risks thannetwork addresseposein con-
ventionalservicesBoththereidenti cationandtheloca-
tion trackingrisk canbe reducedthroughk-anorymous
data. A systemmodeland a quadtree-basedlgorithm
wereintroducedto guarante&k-anorymouslocationin-
formationthroughreductiondn locationresolution.The
main questionwe addressedvas whetherthe resulting
dataaccuray is adequatefor location-basedservices.
Since the accurag is dependenbn trafc conditions,
the algorithm was empirically evaluatedusing a traf c
distribution model derived from trafc countsand car
tographicmaterial. Speci cally, we draw the following
conclusions:

The quadtree-basedlgorithm reachedaccurayg
levels comparableto the phasell E-911 require-
ments, and thus should be suitable for mary
location-basedervices.

In areaswith major highwaysthe medianaccurag
is approximatel\80mandincreaseso 250mfor city
areaswith largeblock sizes.Theseresultswereob-
tainedwith ananorymity constrainiof 5, yieldinga
meananorymity level of approximatelyl0 people
who mayhave issueda particularrequest.

Spatial resolution can be signi cantly improved
throughaseveralsecondseductionin temporakes-
olution. Becausef theimposeddelay this method
is mostapplicableto noninteractie services.

9.1 Future Work

There are three directionsfor future work. The rst
avenueattemptsto improve upon the resolutionof the
anorymizer. We planto studyclusteringalgorithmsthat
can more intelligently pick minimally sizedareaswith
sufcient trafc. The meantrafc volume in the ar
easidenti ed by the currentalgorithmsis approximately
double the anorymity constraint,which leaves ample
room for improvements. Furthermore,the algorithms
shouldbe able to operatewith incompletelocation in-
formation,wherethe positionof subjectss periodically
sampledatherthancontinuouslyupdated.

Themoredif cult issueis decouplingtheanorymizer
from the currentclient-serer architecture.For individ-
ual usersto remainanorymous,thelocationsener must
have sufcient userswithin a geographidocale; unless
thedifferentuserssubscribgo the samdocationservice,
thereducedsamplepopulationavailableto ary givenlo-
cationsener maynot sufce to anorymizequeriesfor a
given area. The algorithmswe have usedare ef cient,
and could executeon a wirelessdevice. However, they
requirelocationinformationfrom differentdevicesin the
local areain orderto judgethe densityof devices.Thus,
at rst sight,a“peerto-peer’locationanorymizing sys-
temrequiresaccesgo the sameinformationthatit is at-
temptingto cloak.

Lastly, we planto deploy this anorymity systemin
awirelessLAN communitynetwork. Suchcommunity

networks use high-speedwireless networking to pro-
vide Internetaccess;one example are the wirelessac-
cesgpointscommonat coffeeshops.Thesewirelessnet-
works have a limited rangeof 300—1500feet, meaning
that coarsdocationinformationcanbe determinedsim-
ply by associatingvith a speci c accespoint. In these
networks, locationbasedcloakingmustoccurat the ap-
plication,network andphysicallayers.
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