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Abstract
Advancesin sensingand tracking technologyenable
location-basedapplicationsbut they also createsignif-
icant privacy risks. Anonymity can provide a high de-
gree of privacy, save serviceusersfrom dealing with
serviceproviders' privacy policies,and reducethe ser-
viceproviders' requirementsfor safeguardingprivatein-
formation. However, guaranteeinganonymoususageof
location-basedservicesrequiresthatthepreciselocation
informationtransmittedby a usercannotbe easilyused
to re-identify the subject. This paperpresentsa mid-
dlewarearchitectureandalgorithmsthatcanbeusedby
a centralizedlocation broker service. The adaptive al-
gorithms adjust the resolutionof location information
alongspatialor temporaldimensionsto meetspeci�ed
anonymity constraintsbasedon the entities who may
be using location serviceswithin a given area. Using
a model basedon automotive traf�c countsand carto-
graphicmaterial,we estimatethe realisticallyexpected
spatial resolution for different anonymity constraints.
The medianresolutiongeneratedby our algorithmsis
125 meters. Thus, anonymouslocation-basedrequests
for urbanareaswould have thesameaccuracy currently
neededfor E-911services;this would provide suf�cient
resolution for way�nding, automatedbus routing ser-
vicesandsimilar location-dependentservices.

1 Intr oduction
Improvementsin sensorand wireless communication
technology enableaccurate,automateddetermination
anddisseminationof a user's or object's position[1, 2].
Thereis animmenseinterestin exploiting thispositional
datathroughlocation-basedservices(LBS) [3, 4, 5, 6].
For instance,LBSscouldtailor their functionalityto the
user's currentlocation,or vehiclemovementdatawould
improvetraf�c forecastingandroadplanning.

However, without safeguards,extensive deployment
of thesetechnologiesendangersusers' locationprivacy
and exhibits signi�cant potential for abuse [7, 8, 9].
Commonprivacy principlesdemand,amongothers,user
consent,purposebinding,1 andadequatedataprotection

1When seeking user consent, data collectors need to explain the spe-
cific purpose for which the data will be used. Subsequent use for other
purposes is prohibited without additional user approval.

for collection and usageof personalinformation [10].
Complyingwith theseprinciplesgenerallyrequiresno-
tifying users(datasubjects)aboutthedatacollectionand
the purposethroughprivacy policies; it alsoentailsim-
plementingsecurity measuresto ensurethat collected
datais only accessedfor theagreed-uponpurpose.

Thispaperinvestigatesacomplimentaryapproachthat
concentrateson the principle of minimal collection. In
this approachlocation-basedservicescollect and use
only de-personalizeddata—thatis, practically anony-
mous data[11]. Thisapproachpromisesbene�tsfor both
parties.For theserviceprovider, practicallyanonymous
datacauseslessoverhead.It canbecollected,processed,
anddistributedto third partieswithout userconsent.For
datasubjects,it removestheneedto evaluatepotentially
complex serviceproviderprivacy policies.

Practicalanonymity requiresthat the subjectcannot
be reidenti�ed (with reasonableefforts) from the loca-
tion data.Considera messageto a roadmapservicethat
comprisesa network address,a userID, andcoordinates
of the currentlocation. Identi�ers like the userID and
the network addressareobvious candidatesfor reiden-
ti�cation attempts. For anonymousserviceusage,the
userID can be omitted and the network addressprob-
lem is addressedby mechanismssuchasCrowds[12] or
OnionRouting[13], whichprovidesenderanonymity.

However, revealing accuratepositional information
can poseeven more seriousproblems. Considera bus
way�nding applicationthat overlaysbus route and ar-
rival information,suchasthatmarketedbyNextBus[14].
TheGlobalPositioningSystem(GPS)typically provides
10–30foot accuracy, andthis accuracy canbeincreased
usingenhancementtechniques,suchasdifferentialGPS.
A location-basedservicecouldquerya bustransitserver
andreturninformationaboutbusesin thecurrentvicin-
ity andwhenthey will arrive at variousstops. By issu-
ing sucha query, the location-basedservicehaslearned
informationabouttheapplicationuser, includingher lo-
cationandsomenetwork identity information. This lo-
cationinformationcanbecorrelatedwith public knowl-
edgeto reidentifya useror vehicle. For example,when
theserviceis usedwhile still parkedin thegarageor on
thedriveway, thelocationcoordinatescanbemappedto
the addressand the owner of the residence.If queries



aresuf�ciently frequent,they canbeusedto trackanin-
dividual. Note that this trackingusespublicly available
information as opposedto the identity behindnetwork
addresses.The privacy problemsaremagni�ed if loca-
tion informationis recordedanddistributedcontinuously
asenvisionedin telematicsapplicationssuchas“pay as
youdrive” insurance,traf�c monitoring,or �eet manage-
ment.In thiscaseanadversarynotonly learnsaboutnet-
work servicesthat a subjectusesbut alsocantrack the
subjectsmovementsandthusreceivesreal-world infor-
mationsuchasfrequentvisits to amedicaldoctor, night-
club,or political organizations.

Anonymity in LBSs must be addressedat multiple
levels in the network stack dependingon what enti-
ties canbe trusted. This paperapproachesthe problem
of anonymity at the applicationlayer by giving service
providersaccessto anonymouslocationinformation;that
is, informationthat is suf�ciently alteredto prevent re-
identi�cation. It contributesthefollowing key ideas:

� a formalmetricfor locationanonymity

� anadaptivequadtree-basedalgorithmthatdecreases
the spatial resolution of location information to
meeta speci�edanonymity constraint

� an algorithm that yields higher spatial resolution
throughdecreasingtemporalresolutionfor thesame
anonymity constraint

� anevaluationof theexpectedresolutionfor theseal-
gorithmsbasedon traf�c modelscomprisedof car-
tographicmaterialandautomotivetraf�c counts

The structureof the paperis asfollows: First we re-
view relatedwork in theareasof locationprivacy, anony-
mouscommunication,andprivacy-awaredatabases.In
Section3 we describelocation-basedservicescenarios
from the telematicsdomainand discusstheir dataac-
curacy requirements. Section4 then analyzesprivacy
threatscausedby thelocationinformationusedin LBSs.
We continueby developingtheconceptof k-anonymous
location informationandan algorithmfor cloaking too
preciseinformationin section5. After that,we describe
our implementationandevaluationbasedon automotive
traf�c modelsandpresentthecorrespondingresults.Fi-
nally, we discussthe usefulnessof the cloaking algo-
rithms aswell assecurityandanonymity propertiesof
thesystem.

2 RelatedWork
Priorwork onprivacy aspectsof telematicsandlocation-
basedapplicationshasmostlyfocusedona policy-based
approach[15, 16]. Datasubjectsneedto evaluateand
chooseprivacy policiesofferedby the serviceprovider.
Thesepolicies serve as a contractualagreementabout
which datacanbe collected,for what purposethe data
canbeused,andhow it canbedistributed.Typically, the
datasubjecthasto trust theserviceprovider thatprivate

datais adequatelyprotected.In contrast,theanonymity-
basedapproachde-personalizesdatabeforecollection,
thusdetailedprivacy-policiesandsafeguardsfor dataare
not critical.

Speci�cally, the IETF Geopriv working group [15]
is addressingprivacy and securityissuesregardingthe
transferof high resolutionlocationinformationto exter-
nal servicesandthe storageat locationservers. It con-
centrateson the designof protocolsand APIs that en-
abledevicesto communicatetheir locationin acon�den-
tial andintegrity-preservingmannerto a locationserver.
The location server can reducethe data's resolutionor
transformit to differentdataformats,which canbe ac-
cessedby externalservicesif the datasubject's privacy
policy permits. The working groupis alsointerestedin
enablingunidenti�ed or pseudonymoustransferof loca-
tion informationto theserverandaccessfrom theserver.
However, it doesnot claim thatthis providesa suf�cient
degreeof anonymity.

The Mist routing project for mobile users[17] com-
bineslocation privacy with communicationaspects.It
addressesthe problem of routing messagesto a sub-
ject'slocationwhilekeepingthelocationprivatefrom the
routersandthesender. To thisend,thesystemcomprises
asetof mist routersorganizedin ahierarchicalstructure.
Theleaf nodeshaveknowledgeof userlocationsbut not
their identities. They refer to themthroughhandles(or
pseudonyms). Eachuserselectsa higher-level nodein
the tree, which actsas a semi-trustedproxy. It knows
the identity of the userbut not his exact location. The
paperthenpresentsa cryptographicprotocolto establish
connectionsbetweenusersandtheir semi-trustedprox-
ies andmechanismsto connectto communicationpart-
nersthroughtheir proxies. The paperdoesnot address
theproblemof sendinganonymousmessagesto external
location-basedservices.

Locationprivacy hasalsobeenstudiedin positionsen-
sor systemssystems.The Cricket system[1] placeslo-
cation sensorson the mobile device as opposedto the
building infrastructure.Thus,locationinformationis not
disclosedduring thepositiondeterminationprocessand
the datasubjectcanchoosethe partiesto which the in-
formationshouldbe transmitted.SmailagicandKogan
describea similar approachfor a wirelessLAN based
location system[18]. However, thesesolutionsdo not
provide for anonymity whenlocationinformationis in-
tentionallyrevealed.

Anonymouscommunicationin packet-switchingnet-
works andweb browsing hasreceived a fair amountof
attention. The fundamentalconceptof a mix hasbeen
proposedby Chaum[19] for emailcommunicationsthat
areuntraceableevenfor eavesdroppersandintermediary
routers. A mix is a messagerouter that forwardsmes-
sageswith theobjective thatanadversarycannotmatch
incomingmessagesto outgoingmessages.In particular,
suchChaum-mixeshave the following properties:mes-
sagesarepaddedto equalsize, incomingandoutgoing



messagesareencryptedwith differentkeys,messagesare
batchedandreordered,andreplayof incomingmessages
is prevented.P�tzmann andcolleagues[20] extendthis
mechanismto communicationchannelswith continuous,
delay-sensitivevoicetraf�c.

Onion Routing [21] implementsthis anonymization
protocol for an IP network layer and is applicableto
bothconnection-basedandconnectionlessprotocols. In
an initialization phase,the senderdeterminesa route
througha seriesof onion routers. The senderthen re-
peatedlyaddsrouting information to the payloadand
encryptsit using the onion routerspublic key. The re-
sult is anonionconsistingof severallayersof encryption
thatarestrippedoff while thepacket passesthroughthe
router. Sincethe onion routersact asmix routers,it is
dif�cult to tracethe path of a datapacket throughthe
network.

Crowds[12] adaptsareroutingsystemfor anonymous
webbrowsing.Thissystemfocusesonprotectingagainst
individualadversaries,suchasthewebserver, or a num-
ber of compromisedrouters. It doesnot require en-
cryptiontechniques,becauseit relieson thejondos(mix
routers)to besetup in differentadministrativedomains.
Thus no party hasa global network view over all jon-
dos. The Anonymizer service[22] hasa similar goal,
wherebyusersneedto trust the singleserviceprovider.
Finally, Hordes[23] reducedthe performanceoverhead
inherentin suchreroutingsystemsby exploiting multi-
castcommunicationsandGuanet al. [24] contributedan
analysisof anonymity propertiesof thesesystemsusing
theprobabilisticmethod.

In the databasecommunity, a large amountof liter-
atureexists on securitycontrol in statisticaldatabases,
which is coveredby AdamandWortmann'ssurvey [25].
This researchaddressestheproblemwhereina database
shouldgrantaccesstocomputestatisticalfunctions(sum,
count,average,etc.) on thedatarecordsonly underthe
conditionthat the resultsdo not revealany speci�c data
record. Approachesfall into the categoriesconceptual,
inputdataperturbation,queryrestriction,andoutputper-
turbation;thesolutionweproposein thispaperis similar
to input dataperturbation.

Insteadof statistical point estimates,Agrawal and
Srikant[26] describehow to obtainestimatesof thedis-
tribution of valuesin con�dential �elds, which aresuit-
ablefor data-miningalgorithms.Con�dential valuesare
perturbedby addingauniformly distributedrandomvari-
able. Thedistribution of theoriginal valuescanthenbe
estimatedthrougha Bayesianreconstructionprocedure.
An improved reconstructionprocedureis describedin
[27].

SamaratiandSweeney [28] have developedgeneral-
izationandsuppressiontechniquesfor valuesof database
tablesthatsafeguardtheanonymity of individuals.While
thisresearchis similarin goal,ourwork differsin thatwe
protectdynamicdatadeliveredfrom sensorsasopposed
to staticdatabasetables.

3 Accuracy Requirementsof
Location-BasedTelematicsServices

A key questionfor developing an anonymousLBS is:
How accuratedoesa locationbasedserviceneedto bein
orderto provideusefulinformation?It provesdif�cult to
determineminimumaccuracy requirements,since,from
the serviceprovider's perspective, moreaccurateinfor-
mation is generallymoreuseful. However, we attempt
to convince the readerthat moregeneralinformationis
still suf�cient for a large classof servicesby reviewing
exampleservicesandtheE-911requirementson mobile
phonecarriers.

In October1996, the United StatesFederalCommu-
nicationsCommissionmandatedthe implementationof
positionsystemsfor wireless911emergency callers(E-
911) [29]. This serviceis designedto provide emer-
gency rescueandresponseteamswith the locationof a
cell phoneemergency call, comparableto thetraditional
“911” servicefor regularphones.In the�nal phase,wire-
lesscarriersarerequiredto estimatethecaller'sposition
with anaccuracy of 125m (RMS) in 67percentof cases.
The details have subsequentlybeensubjectto debate,
but this initial requirementgivesanindicationof theex-
pectedaccuracy. Thelocationsystemsdevelopedfor the
E-911requirementhave beenwidely regardedasanen-
ablingtechnologyfor location-basedservices;therefore,
we will regardthis level of accuracy asuseful.

3.1 System Assumptions

We assumethat clientscommunicateposition informa-
tion to a location server with very high precision; in
otherwords,thenetwork client actuallyprovidesanac-
curatelocationto thelocationserver. Positiondetermina-
tion canbe implementedeitheron theclient itself (e.g.,
GPS)or by the wirelessserviceprovider, for example
throughtriangulationof the wirelesssignal (hybrid ap-
proachesarealsopossible).To our knowledge,mobile
phoneoperatorsin theUnitedStatesfoundit challenging
to meettheE-911accuracy requirementsthroughthelat-
ter approach.Thus,GPSinformationis likely far more
accurateand privacy sensitive. Location-basedservice
providersaccesslocationinformationthroughthe loca-
tion server. The full systemcomprisesa locationinfor-
mationsource,a wirelessnetwork, locationservers,and
LBS servers. In a typical system,location information
is determinedby a locationinformationsourcesuchasa
GPSreceiverin avehicle.It is thenperiodicallytransmit-
tedthrougha cellularor wirelessnetwork to thelocation
server. When a vehicle sendsa messageor requestto
an LBS, theserviceaccessesthe vehicle's currentloca-
tion informationfrom the locationserver, which actsas
a proxyor middlewareagent.

Finally, this paperfocuseson servicesthatdo not re-
quire theuserto log in andor presentany kind of iden-
tifying informationat the applicationlayer. We believe
that suchLBSswill becomeavailableanalogousto free
servicesover the Internet. However, it would be inter-



estingto extend this researchto pseudonymousLBSs,
whichwould allow tailoringservicesto individualusers,
for example.

3.2 Scenarios

To illustratedifferentaccuracy requirementsof location-
basedservices, we provide three typical automotive
telematicsscenarios: Driving Conditions Monitoring,
RoadHazardDetection,anda RoadMap. Servicesare
differentiatedalongthefollowing dimensions:

� Frequency of Access

� Time-accuracy / Delaysensitivity

� Positionaccuracy

Table 1 presentsa summaryof the resulting require-
ments.

Driving Conditions Monitoring

Modernvehiclescarry a variety of sensorsthat cande-
termineweatherandroadconditions.Insteadof deploy-
ing an expensive arrayof �x ed sensorsalongsidehigh-
ways, highway operatorscould obtain this information
from thein-vehiclesensors.For example,therainsensor
built intohigh-endwindshieldwipersdetectsrainfall; ad-
ditionally, tractioncontrolsystemscanreportslipperyor
icy roadconditions.Theoperatormight respondto this
informationby dynamicallyadjustingspeedlimits onthe
highway.

Weatherphenomenaand correspondingroad condi-
tionstypically coverlargerareas.In addition,mostwarn-
ings and speedlimits must be given well aheadof the
hazardousconditions.Thus,highly accuratepositionin-
formation is not necessary;about100mroadsegments
shouldbe a suitableresolutionfor mostcases.Condi-
tionsalsodonotchangeveryabruptly, thusupdateswith
a few minutesdelaycanbe tolerated.In orderto detect
a changein driving conditionsthe external application
needsquasi-continuousaccessto locationinformation.

Road Hazard Detection

Dangerous,near-accidentsituationscould be inferred
from brakingor electronicstability systems.Addition-
ally, crashsensorsfor airbagdeploymentdetectsevere
accidents.This informationcould be exploited to auto-
maticallygeneratestatisticsabouttheaccidentrisk at in-
tersectionsandroadsegments.Thesestatisticsarevalu-
ablefor decidingonaccidentpreventionmeasures.

Since this applicationcollects longer-term statistics,
information delay is not important and time accuracy
requirementsare low. For example,it would be useful
to distinguishnight anddaylightsituationsor rushhour
from mid-daytraf�c but not to collect informationwith
second-resolution.Preciselocation information is cru-
cial, however, to pinpointdangerousspotssuchasinter-
sectionsor pedestriancrossings.

Road Map
Driversmightrequestinformationrelatedto theircurrent
locationfrom LBSs. For example,thedrivercanaskfor
anareamapor nearbyhotels.Thecurrentlocationcanbe
automaticallyobtainedfrom theGPSsensorof avehicle
navigationsystem.

Responsetimesof theseservicesareimportant,thus,
this applicationrequireshigh time accuracy. The loca-
tion,however, canbetransmittedwith mediumaccuracy;
about100maccuracy shouldbe suf�cient for obtaining
point-of-interestinformation and areamaps. Location
is revealedonly sporadically, whenthedriver issuesre-
quests.If suchsystemsareusedfor navigation,theloca-
tion canberevealedmuchmorefrequently.

4 PrivacyThreatsThrough Location
Inf ormation

We assume that an adversary seeking to violate
anonymity may be ableto interceptwirelessandwired
communications,may obtain data from the service
provider'ssystems,andmayhaveprior knowledgeabout
a subject,whosemessagesheseeksto identify.

Our main concernis to prevent an accumulationof
identi�able locationinformationin serviceproviderssys-
tems.LBS providers,without any maliciousintent,will
likely log servicerequests,similar to a web server that
logs requestedURLs andsourceIP addressesof the re-
quester. Logs that include location information would
openthedoorfor subpoenasin court(e.g.,divorce)pro-
ceedings,or individual adversarieswho obtain a sub-
ject's locationinformationundera pretext. Moreover, a
lessconscientiousserviceprovidermightseekto identify
subjectsfor marketingpurposesor sell locationrecords
to third parties. In thesecases,an adversarytargetsa
large numberof subjects,or seeksto obtaina location
historyfor a particularsubjectfrom therecordsof a ser-
viceprovider.

A different type of adversaryseeksto track future
movementsof a particularsubject. However, suchlo-
cation information can also be obtainedthroughtradi-
tional investigativemethodssuchasshadowing asubject
or mountinga location transmitterto a vehicle. These
methodsarerelatedto theLBS problemin that they de-
�ne a currently acceptedlevel of protection. We con-
sidertheprotectionof anonymousLBSssuf�cient if lo-
cation tracking requireseffort comparableto the tradi-
tionalmethods.

4.1 Threats

We distinguishtwo classesof privacy threatsrelatedto
location-basedservices:communicationprivacy threats
and location privacy threats. In the communication
privacy domain, this paper concentrateson sender
anonymity, meaningthat eavesdropperson the network
andLBS providerscannotdeterminetheoriginatorof a
message.Comparedto non-LBS web services,the lo-
cationinformationis thekey problem:anadversarycan



Service PositionAccuracy TimeAccuracy Frequency of Access
Driving ConditionsMonitoring 100meters minutes continuous
RoadHazardDetection 10meters > days sporadic
RoadMap 100meters sub-second sporadic

Table1: Approximateaccuracy requirementsof telematicsservices

reidentify the senderof an otherwiseanonymousmes-
sageby correlatingthe location informationwith prior
knowledgeor observationsabouta subject's location.

Considerthecasewherea subjectrevealsherlocation
L in a messageM to a location-basedserviceand an
adversaryA hasaccessto this information.Then,sender
anonymity andlocationprivacy is threatenedby location
informationin thefollowing ways:

Restricted Space Identification. If A knowsthatspace
L exclusively belongsto subjectS then A learns
that S is in L and S hassentM . For example,
whenthe owner of a suburbanhousesendsa mes-
sagefrom his garageor driveway, the coordinates
canbecorrelatedwith adatabaseof geocodedpostal
addresses(e.g.,[30]) to identify the residence.An
addresslookup in phoneor propertylistings then
revealstheownerandlikely originatorof themes-
sage.

Observation Identification. If A hasobservedthecur-
rentlocationL of subjectS and�nds amessageM
from L thenA learnsthat S hassentM . For ex-
ample,the subjecthasrevealedits identity andlo-
cationin apreviousmessageandthenwantsto send
an anonymousmessage.The later messagecanbe
linked to the previousonethroughthe locationin-
formation.

Location Tracking. If A hasidenti�ed subjectS at lo-
cation Li and can link seriesof location updates
L1, L2, . . . , Li , . . . , Ln to thesubject,thenA learns
thatS visitedall locationsin theseries.

Locationprivacy threatsdescribethe risk that an ad-
versarylearnsthe locationsthat a subjectvisited (and
correspondingtimes). Throughtheselocations,the ad-
versary receives clues about private information such
aspolitical af�liations, alternative lifestyles,or medical
problems.Assumingthata subjectdoesnot discloseher
identityatsuchaprivatelocation,anadversarycouldstill
gain this information throughlocation tracking. If the
subjecttransmitsher location with high frequency, the
adversarycan,at leastin lesspopulatedareas,link sub-
sequentlocationupdatesto the samesubject. If at any
point the subjectis identi�ed, her completemovements
arealsoknown.

5 Anonymizing Location Inf ormation
In our systemmodel, the mobile nodescommunicate
with externalservicesthroughacentralanonymity server

that is part of the trustedcomputingbase.In an initial-
izationphase,thenodeswill setup anauthenticatedand
encryptedconnectionwith theanonymity server. When
a mobile nodesendsposition and time information to
an external service,the anonymity server decryptsthe
message,removes any identi�ers suchas network ad-
dresses,andperturbsthe positiondataaccordingto the
following cloakingalgorithmsto reducethereidenti�ca-
tion risk. Moreover, theanonymity server actsasa mix-
router[19], whichrandomlyreordersmessagesfrom sev-
eralmobilenodes,to preventanadversaryfrom linking
ingoingandoutgoingmessagesat theanonymity server.
Finally, the anonymity server forwardsthe messageto
theexternalservice.

For designingthe perturbationalgorithms,we start
with the assumptionthat the anonymity server knows
thecurrentpositionof all subjects.Thesubject'smobile
nodescould periodicallyupdatetheir position informa-
tion with theanonymizer.

5.1 k-Anonymous Location Information

While anonymity is etymologically de�ned as “being
nameless”or “of unknown authorship”[31], informa-
tion privacy researchersinterpretit in a strongersense.
Accordingto P�tzmann andKoehntopp,“anonymity is
the stateof being not identi�able within a set of sub-
jects,theanonymity set”[11]. Inspiredby Samaratiand
Sweeney [28], we considera subjectas k-anonymous
with respectto location information, if andonly if the
locationinformationpresentedis indistinguishablefrom
thelocationinformationof at leastk � 1 othersubjects.

Unlessotherwisestated,we assumethat location in-
formationincludestemporalinformation(i.e., whenthe
subjectwaspresentat the location). More speci�cally,
location information is representedby a tuple contain-
ing threeintervals ([x1, x2], [y1, y2], [t1, t2]). The inter-
vals[x1, x2] and[y1, y2] describeatwo dimensionalarea
wherethesubjectis located.[t1, t2] describesa time pe-
riod during which the subjectwas presentin the area.
Note that the intervals representuncertaintyranges;we
only know thatatsomepoint in timewithin thetemporal
interval thesubjectwaspresentat somepointof thearea
givenby thespatialintervals. Thus,a locationtuple for
asubjectis k-anonymous,whenit describesnotonly the
locationof the subject,but also the locationsof k � 1
othersubjects.In otherwords,k � 1 othersubjectsalso
musthave beenpresentin the areaandthe time period
describedby thetuple.Generallyspeaking,thelargerthe
anonymity setk is, thehigheris thedegreeof anonymity.
Thus,we will measurethe degreeof anonymity as the



sizeof theanonymity set.

5.2 Adaptive-Interval Cloaking Algorithms

Thekey ideaunderlyingthisalgorithmis thatagivende-
greeof anonymity canbe maintainedin any location—
regardlessof populationdensity—bydecreasingtheac-
curacy of the revealedspatialdata. To this end,the al-
gorithmchoosesa suf�ciently largearea,sothatenough
othersubjectsinhabit the areato satisfy the anonymity
constraint.

The desireddegreeof anonymity is speci�ed by the
parameterkmin , theminimumacceptableanonymity set
size.Furthermore,thealgorithmtakesasinputsthecur-
rentpositionof therequester, thecoordinatesof thearea
coveredby the anonymity server, and the currentposi-
tionsof all othervehicles/subjectsin thearea.

The spatial discretizationalgorithm that identi�es a
suf�ciently large areafor a given kmin is describedin
moredetail in Table2. In summary, thealgorithmis in-
spiredby quadtreealgorithms[32]. It subdividesthearea
aroundthesubject'spositionuntil thenumberof subjects
in the areafalls below the constraintkmin . The previ-
ousquadrant,whichstill meetstheconstraint,is thenre-
turned.

An orthogonalapproachto spatialcloakingis tempo-
ral cloaking.This methodcanrevealspatialcoordinates
with moreaccuracy, while reducingtheaccuracy in time.
The key ideais to delaythe requestuntil kmin vehicles
have visited theareachosenfor the requestor. Thespa-
tial cloakingalgorithmis modi�ed to take anadditional
spatialresolutionparameterasinput. It thendetermines
themonitoringareaby dividing thespaceuntil thespec-
i�ed resolutionis reached.The algorithmmonitorsve-
hicle movementsacrossthis area.Whenkmin different
vehicleshave visited the area,a time interval [t1, t2] is
computedas follows: t2 is set to the currenttime, and
t1 is setto thetime of requestminusa randomcloaking
factor. Theareaandthetime interval arethenreturned.

6 Implementation
To be effective, the location anonymizer requires
location-basedservicesthat areusedwith preciseposi-
tion informationby a largeuserbase.We anticipatethat
suchserviceswill soonbe available basedon telemat-
ics, mobilephone,or wirelesscommunitynetwork plat-
forms.To ourknowledge,nosuchsuitabletestbedexists
to date. Therefore,we implementedthe anonymization
algorithmsona Java serverplatformandevaluatedthem
using automotive traf�c simulationsbasedon US geo-
logical survey (USGS)cartographicmaterial.

The USGSpublishesdetailedtransportationnetwork
informationat thecity level in theSpatialDataTransfer
Standard[33]. We extractedvectorcoordinatesof pri-
mary, secondary, andminorroadsfromthetransportation
layer of the 1 : 24, 000 scaleDigital Line Graph[34]
data�les. The datahasa resolutionof 0.61m. Specif-
ically, we selected2000x2000mareasfrom the city of
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Figure2: Hourly traf�c volumerelative to daily traf�c
volumeduringa typicalAugust2002day

Denver, Colorado,wherewe hadaccessto traf�c count
statistics. Figure1 shows mapsof selectedareas.The
thickestlinesindicateexpressways,themediumlinesar-
terials, and the thin lines collector streets. Two maps
(area1, area2) includedpredominantlyexpressways,the
othermaps(area3, area4) mostlycollectorstreets.Co-
ordinatesaregivenin metersin zone13of theUniversal
TransverseMercator(UTM) projectionusingthe North
American83geodeticdatum.

A traf�c study[35] reportsthe24 hourtraf�c volume
at speci�c pointsalongroads. We averagedthe counts
for differenturbanroadtypesandmappedthemontothe
USGSroadclassesasshown in Table3. Traf�c volume
wascomputedastheaverage24hourbi-directionaltraf-
�c count.

USGSClass RoadType Traf�c Volume
1 Expressway 70000
2 Arterial 22000
3 Collector 6000

Table 3: Mapping of Traf�c Study volumes to road
classesfrom USGSdata

The algorithms are evaluatedat different times of
day, becausetraf�c volume changesheavily between
peak and night hours. An adjustmentfactor for each
hourwasderivedasfollows. TheColoradoDepartment
of Transportationmaintainscontinuoustraf�c counters
alongseveralhighways.For eachhourof a day, we cal-
culatedthepercentageof totaldaily traf�c presentduring
thishourfrom themeanAugust2002traf�c countsfor 25
highways[36]. Figure2 shows the resultsmarkedwith
95%con�denceintervals.

To createa traf�c snapshotfor a givenhour, we place
vehicleson the road segmentsaccordingto a uniform
stochasticprocess. The numberof vehicleson a road



1. Initialize thequadrantsq andqpr ev asthetotalareacoveredby theanonymizer
2. Initialize a traf�c vectorwith thecurrentpositionsof all known vehicles
3. Initialize p asthepositionof requestorvehicle
4. If thenumberof vehiclesin traf�c vector< kmin ,

thenreturnthepreviousquadrantqpr ev
5. Divide q into quadrantsof equalsize
6. Setqpr ev to q
7. Setq to thequadrantthatincludesp
8. Removeall vehiclesoutsideq from thetraf�c vector
9. Repeatfrom Step2

Table2: Adaptive-interval cloakingalgorithm. The algorithmcomputesan area(quadrant)that includesthe actual
requesterandenoughpotentialrequestersto satisfytheanonymity constraintkmin .
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Figure1: Selected2000x2000mevaluationareas.Thethickestlinesindicateexpressways,themediumlinesarterials,
andthe thin lines collectorstreets.Two maps(area1, area2) includedpredominantlyexpressways,theothermaps
(area3, area4) mostlycollectorstreets.Coordinatesarein metersbasedonUTM Zone13.

segmentn is determinedby

n =
l � c � h

v

with traf�c countc, houradjustmenth, vehiclevelocity
v, lengthof a roadsegmentl.

For all experimentswe assumean averagevelocity v
of 10m/sandreportmeanresultsfor a 24-hourperiod,
that is, onesnapshotfor eachhourof day. Unlessother-
wisestated,theanonymity constraintkmin wassetto 5,
whichwe intuitively judgeasa fair level of anonymity.



7 Accuracy Results
Figure 3 presentsan overview of our results. It illus-
tratesthe dependency of the resultingspatialresolution
on roadcharacteristicsandtraf�c densities.For eachof
theselectedmapsandcorrespondingtraf�c densities,the
medianspatial resolutionof 10000simulatedLBS re-
questsis shown. In addition, the meananonymity k,
which representsthe averagenumberof subjectsin the
chosenarea,is plottedagainstthesecondscale(right) on
they-axis.

The medianresolutiondecreasesas collector street
mileageincreasesover highway mileage. For the high-
wayareaswith theirhighdensityof vehicles,themedian
accuracy is 30 and 65 meters. For the collector areas
theresolutiondecreasesto 125and250meters.Interest-
ingly, acrossall areasthespatialintervalsselectedby the
adaptive algorithmsnot only have the sameanonymity
bound(5 subjects),but alsoasimilarmeananonymity at
approximately10subjects.

Figure4 andFigure5 providemoredetailon thespa-
tial resolutionresultsby showing therelativedistribution
of resolutionsin the form of histogramsfor a highway
(1) anda collectorarea(4), respectively. While in the
highway arealessthan10% of requestsreacha resolu-
tion lower than125meters,it is about60% for thecol-
lector streetarea. Figure5 also illustratesthe relation-
shipbetweenanonymity andresolutionin a singlearea.
For lowerresolutions(biggerareas)themeananonymity
doesnot staynearthe minimum, but increasesto more
thantriple the kmin constraintof � ve. Whenthe algo-
rithm is forced to choosea lower resolution,it hasto
quadruplethe areaand therebyincludesmore vehicles
thannecessary.

Figure 6 illustratesthe tradeoff betweenthe degree
of anonymity and resolution,showing medianresolu-
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Figure 3: Dependency of spatial resolutionand mean
anonymity on areacharacteristics.For eachevaluation
area,the�gure showsthemedianresolutionfrom a large
numberof requests(left y-axis scale)andthe meanac-
tual anonymity—the numberof subjectsindistinguish-
ablefrom therequestor(right y-axisscale).

tion andmeananonymity k for differentanonymity con-
straintskmin . Theresultsstemfrom areanumber3 with
predominantlycollectorstreets.Resolutionis negatively
correlatedto the anonymity constraint. Also note that
meananonymity is approximatelydoubletheanonymity
constraint. Again, this suggeststhat an improved dis-
cretizationalgorithmcould yield betterresolutionwith
lowermeananonymity (i.e.,closerto theminimumcon-
straint).

Spatialresolutioncanalsobeimprovedthroughreduc-
tionsin temporalaccuracy. Figure7 shows themeanre-
duction in temporalresolution(anddelayof messages)
requiredto reacha speci�ed spatialresolution. Results
arereportedfor a highwayarea(2) anda collectorstreet
area(3). The anonymity constraintis also varied be-
tween� ve andten. As expected,the temporalaccuracy
decreasesfor higheranonymity constraints,morecollec-
tor streets,andhigherspatialresolution. For highways
the temporalresolutionstaysbelow 30sfor resolutions
up to 15m. On collectorstreetsthe resolutiondecreases
to about70sat this level of spatialaccuracy.

8 Discussion
The analysisconcentrateson interpretingthe accuracy
resultsand identifying anonymity and security limita-
tions. We de�ne security problemsas adversarialat-
temptsto obtainmoreaccurateor extradatafrom thesys-
tem that violatesthe anonymity constraint. Anonymity
problemsinvolveidenti�cation basedonthedataallowed
by theanonymity constraint.

8.1 Accuracy

Theresultsareencouragingwhencomparedagainstthe
E-911 requirementsintroducedin Section3 as a yard-
stickfor usefullocationinformation.However, they vary
widelyacrossdifferenttypesof areas.Thehighwayareas
yield betterthanrequiredaccuracy (lessthan10% over
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Figure 4: Relative frequency of spatial resolutionfor
highway area(1). This �gure illustratesthedistribution
of resolutionsovera largenumberof simulatedrequests.



125m),collectorstreetarea(3) with a medianof 125m
is closeto therequirements,andcollectorstreetarea(4)
clearlydoesnotmeettherequirements.

Theresultsalsoshow that thespatialaccuracy canbe
adjustedthroughreductionsin temporalresolution.The
inherentdelayof this approachmakesit unsuitablefor
servicesthat requirea quick response.However, a large
classof monitoringservicesalongthescenariosof driv-
ing conditionsmonitoringandroadhazarddetectionare
well servedby this approach.Brief delays,comparable
to the delaysexperiencedin web browsing over slower
Internetconnections,might alsobeacceptablefor more
interactive LBSssuchasa roadmapservice.Thesede-
layswould alsoensureat least125mresolutionsfor the
collectorstreetarea(4). Furthermore,delayingrequests
becomesunnecessaryif thesystemcanprecomputetem-
poral andspatialresolutionsbeforethe requestsare is-
sued. We believe that an investigationof this approach
wouldbeaworthwhilecontinuationof this work.

8.2 Security Analysis

From a security perspective, the wireless carriers or
eavesdropperscan attempt to circumvent the location
anonymizer and accuratelylocate a subjectusing the
wireless channel. Authenticationand encryption be-
tweenthe location client and the anonymity server ef-
fectively preventsthemfrom listeningto theexactcoor-
dinatesor impersonatinganonymity servers.Thetimes-
tamp in the location beaconsensuresthat the bitstring
of subsequentencryptedpacketsfrom thesamelocation
differsandalsoprotectsfrom replayattacks.

More dif�cult to preventareattemptsto estimatethe
location of a transmitterbasedon physicallayer prop-
ertiesof thenetwork. Severalcooperatingreceiverscan
triangulatethepositionof a transmitterthroughmethods
suchastimeof arrival (TOA)[29]. Judgingfrom thetech-
nicaldif�culties encounteredin implementingtheE-911
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Figure5: Relativefrequency of spatialresolutionfor col-
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actualanonymity ateachresolution(right y-axisscale).
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Figure 6: Dependency of spatial resolutionand mean
anonymity on anonymity constraint. This �gure illus-
trateshow spatialresolution(left scale)andmeanactual
anonymity (right scale)vary with different anonymity
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requirementfor mobilephones,locationinformationob-
tainedthroughthesemechanismswould likely be about
1-2 ordersof magnitudelessaccuratethan information
reportedby in-vehicleGPSreceivers. Thus,anonymity
constraintswould rarelybeviolated.

Another potential attack seeksto trick the location
server into releasingtoo accuratedata. An adversary
could spoof a numberof additionalvirtual vehiclesor
have real vehiclesreportincorrectlocationinformation.
If the location server includesthesenonexistent vehi-
clesin its computation,thereleasedlocationinformation
would likely not meettheanonymity constraints.How-
everthelocationserveronly acceptsonelocationbeacon
from eachauthenticatedvehicle.This means,theadver-



sarywouldneedto acquirea potentiallylargenumberof
authenticationkeys. Therefore,authenticationkeys re-
quireadequateprotection,suchasstoragein securehard-
ware.

8.3 Anonymity

k-Anonymity reducestheprivacy threatsoutlinedin sec-
tion 4. If a location tuple is k-anonymous,the adver-
sary cannotuniquely identify the originator of a mes-
sagethroughspaceidenti�cation or observation identi-
�cation, sincethetuplematchesk � 1 othersubjectsas
well. Givennootherinformationthereidenti�cationrisk
is therefore1

k . Similarly, locationtrackingfacesobsta-
cleswhenattemptingto link subsequentlocationupdates
to a subject.Sincek � 1 othersubjectsarein thearea,
it is not clearwhetherthelocationupdateactuallyorigi-
natedfrom thesamesubject.In otherwords,if multiple
subjectsareusingaLBS throughtheanonymity service,
it is dif�cult for theLBS to generatemovementpathsof
subjectsevenif they provide locationupdateswith high
frequency.2

At this point, it is dif�cult to gaugewhich sizeof k
is minimally necessaryor suf�cient. Fundamentally, it
dependson the resourcesof the potentialadversary. A
minimumof 2 is obviously requiredin this particularal-
gorithmto yield any protection.In practice,theparame-
terwill likely bedeterminedthroughuserpreferences.

While thebasicalgorithmensuresk-anonymity for in-
dividual locationrequests,problemscanarisewhenre-
questsfor multiple vehiclesareissued.Considerthefol-
lowing locationtuplesobtainedfrom4 differentvehicles:

1 : ([0, 1], [0, 1], [t1, t2])

2 : ([1, 2], [0, 1], [t1, t2])

3 : ([0, 1], [1, 2], [t1, t2])

4 : ([0, 2], [0, 2], [t1, t2])

Thesetuplesareoverlappingin time andspace.The
�rst three tuplesspecify adjacentquadrants,while the
fourth one speci�es a larger quadrantthat covers the
threeothers;this scenariois alsoillustratedin Figure8.
For simplicity, assumethat all tuples were processed
with thesamekmin parameter, say3, andthetime inter-
val is too small for vehiclesto signi�cantly move. Then
an adversarycanconcludethat requestnumber4 must
have originated from quadrant([1, 2], [1, 2]), because
otherwisethe algorithm would have chosena smaller
quadrant. This inferenceviolates the anonymity con-
straint; it illustratesthat an adversarygainsinformation
from tuplesoverlappingin time andspace.

Furthermore,sophisticatedadversariesmaymountan
identi�cation attackif they canlink multiple requeststo
thesamesubjectandcanrepeatedlyobtainthesubject's

2Recall that we assume subjects do not transmit an identifier or
pseudonym such as user ID to the LBS that would allow for trivial
linking of subsequent location updates
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Figure8: Compromisedanonymity throughoverlapping
requests.Thecirclesandsquaresrepresentsubjectsand
the quadrantscomputedby the cloaking algorithm, re-
spectively. If eachnumberedsubjectrequestsa service
simultaneously, subject4 couldbeidenti�ed.

locationinformationfrom othersources.Consideranun-
popularLBS that is rarely accessed.If this serviceis
requestedrepeatedlyfrom approximatelythe samespa-
tial region,anadversarycouldconcludethattherequests
stemwith high probability from the samesubject(i.e.,
link the requests).If, in addition, the adversaryknows
that a certainsubjectwaspresentin eachof the spatial
areasspeci�edin theLBS requests,theadversarycande-
terminewith highprobabilitythatthissubjectoriginated
the requests.This inferenceis basedon theassumption
that it is unlikely thatothersubjectsfrom theanonymity
settraveledalongthe samepath,given the pathis long
enough(enoughrequestwere observed) relative to the
sizeof the anonymity set. However, suchan attackre-
quiresa largeeffort in determiningasubject'sactualpo-
sition for asuf�cient numberof requests.

Althoughtheanonymity constraintis not met in such
cases,further researchis neededto determinehow se-
rious theseissuesare. In practice,not every overlap-
ping requestallows suchstraightforwardinferencesand
the probability of overlapsdependson the frequency
of requestsissuedby subjects. To ensuremeetingthe
anonymity constraint,disclosurecontrol extensionsto
the cloakingalgorithmcould keeptrack of andprevent
overlappingrequests.Similarly, thealgorithmcouldtake
into accountthe popularityof theaccessedLBS to pre-
ventlinking of unusualrequests.

Finally, it is important to realize that k-anonymity
is only provided with respectto location information.
Other service-speci�c information containedinside a
messageto a LBS couldstill identify thesubject.This is
analogousto anonymouscommunicationservices,which
reducereidenti�cationrisksof network addresses,but do
not addressother messagecontent. Location informa-
tion, however, will likely posemore seriousrisks than
othertypicalmessagecontent.

9 Conclusionsand Future Work
This paperanalyzedthe technicalfeasibility of anony-
moususageof location-basedservices. It showed that
location data introducesnew and potentially more se-



vereprivacy risks thannetwork addressesposein con-
ventionalservices.Boththereidenti�cationandtheloca-
tion trackingrisk canbe reducedthroughk-anonymous
data. A systemmodel anda quadtree-basedalgorithm
wereintroducedto guaranteek-anonymouslocationin-
formationthroughreductionsin locationresolution.The
main questionwe addressedwas whetherthe resulting
data accuracy is adequatefor location-basedservices.
Since the accuracy is dependenton traf�c conditions,
the algorithm was empirically evaluatedusing a traf�c
distribution model derived from traf�c countsand car-
tographicmaterial. Speci�cally, we draw the following
conclusions:

� The quadtree-basedalgorithm reachedaccuracy
levels comparableto the phaseII E-911 require-
ments, and thus should be suitable for many
location-basedservices.

� In areaswith majorhighwaysthemedianaccuracy
isapproximately30mandincreasesto 250mfor city
areaswith largeblock sizes.Theseresultswereob-
tainedwith ananonymity constraintof 5, yieldinga
meananonymity level of approximately10 people
whomayhave issueda particularrequest.

� Spatial resolution can be signi�cantly improved
throughaseveralsecondsreductionin temporalres-
olution. Becauseof theimposeddelay, this method
is mostapplicableto noninteractiveservices.

9.1 Future Work

There are three directionsfor future work. The �rst
avenueattemptsto improve upon the resolutionof the
anonymizer. We planto studyclusteringalgorithmsthat
can more intelligently pick minimally sizedareaswith
suf�cient traf�c. The meantraf�c volume in the ar-
easidenti�ed by thecurrentalgorithmsis approximately
double the anonymity constraint,which leaves ample
room for improvements. Furthermore,the algorithms
shouldbe able to operatewith incompletelocation in-
formation,wherethepositionof subjectsis periodically
sampledratherthancontinuouslyupdated.

Themoredif�cult issueis decouplingtheanonymizer
from the currentclient-server architecture.For individ-
ual usersto remainanonymous,thelocationserver must
have suf�cient userswithin a geographiclocale; unless
thedifferentuserssubscribeto thesamelocationservice,
thereducedsamplepopulationavailableto any givenlo-
cationserver maynot suf�ce to anonymizequeriesfor a
given area. The algorithmswe have usedareef�cient,
andcould executeon a wirelessdevice. However, they
requirelocationinformationfrom differentdevicesin the
local areain orderto judgethedensityof devices.Thus,
at �rst sight,a “peer-to-peer”locationanonymizingsys-
temrequiresaccessto thesameinformationthat it is at-
temptingto cloak.

Lastly, we plan to deploy this anonymity systemin
a wirelessLAN communitynetwork. Suchcommunity

networks use high-speedwireless networking to pro-
vide Internetaccess;one exampleare the wirelessac-
cesspointscommonat coffeeshops.Thesewirelessnet-
works have a limited rangeof 300–1500feet, meaning
thatcoarselocationinformationcanbedeterminedsim-
ply by associatingwith a speci�c accesspoint. In these
networks, locationbasedcloakingmustoccurat theap-
plication,network andphysicallayers.
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