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ABSTRACT

Network protocol designers, both at the physical and ndttewel,
have long considered interference and simultaneous tiassm
in wireless protocols as a problem to be avoided. This, @alpl
with a tendency to emulate wired network protocols in theeleiss
domain, has led to artificial limitations in wireless netk&r

In this paper, we argue that wireless protocols can exgileit
multaneous transmissioto reduce the cost of reliable multicast
by orders of magnitude With an appropriate application inter-
face, simultaneous transmission can also greatly speedmmon
group communication primitives, such as anycast, broadeasler
election and others.

The proposed method precisely fits into the domain of diyectl

1. INTRODUCTION

Noise and interference are fundamental aspects of comawnic
tions, and are exceptionally important for wireless comitations
because it's more difficult to contain propagation withowtveg-
uides such as wires and fibers. Avoiding interference orenigis
fundamental design objective that limits the scope of siamdous
multi-user communication. Conventional single carriemoauni-
cation focuses on decoding the strongest signal while distg
anything else as noise or interference.

Multi-user communication requires some form afthogonal
channelfor modulation that allows multiple parties to communi-
cate simultaneously. There are a number of ways to implement
orthogonal channels - code division multiple-access (CDMas

reachable nodes where many group communication mechanismgoeen adopted as a very reliable multiple access technigues-b

are commonly used in routing protocols and other physigdi
mechanisms. We demonstrate how simultaneous transmicaion
be used to implement eeliable broadcastfor an infrastructure
and peer-to-peer network using a prototype reconfigurahtd-h
ware. We also validate the notion of using simple spectrumsiag
techniques to distinguish multiple transmissions. We tthescribe
how the mechanism can be extended to solve group commuricati
problems and the challenges inherent to build innovatie¢ogols
which are faster and reliable at the same time.
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ing specially designedodeswith strong auto-correlation proper-
ties. With spatial frequency reuse, frequencies are dkocm a
way such that signals from far away communicating pairs bell
so strongly attenuated that they won't interfere in locahowuni-
cation. Time division multiplexing, or taking turns usingl@annel,
is another method.

In this paper, we focus on usir@ithogonal frequency division
modulation(OFDM) to provide distinct orthogonal signals. OFDM
is @ mechanism that splits the available spectrum into a eumb
orthogonal non-interferingubchannelsBeing orthogonal, each of
the subcarriers can be treated as an information carryirdjume
without significant interference with another subcarti@riants of
the OFDM waveform are used in a number of current wireless (an
wired) physical layers, including th&02.11a/g. Under OFDM,
different nodes can also communicate on differmuticarriers as
used in WiMax, which employs “scalable OFDMA’ where users
use different subcarriers or set of subcarriers to trandaté over
the same medium and at the same carrier frequency.

The ability to distinguish multiple simultaneous transsiiss
requires either the signal structure to be fairly simpleter te-
coding/detection mechanism to be complex. In this paperawe f
cus on a set of network primitives that calls for a very simgote
swer typically in binary; in the form ofes or no Empowered
by subcarrier transmission using OFDM we can either tranami
1 or a0 to convey these binary answers. Not only is this form
of signaling simple, the detection of such a multiuser comicar
tion can be accomplished using spectrum sensing and enetreg-d
tion. Simultaneous transmissions can be an advantage imbertu
of network applications that call for multiple nodes to pepate
and also use simple information. Examples include routaests,
leader election, network management and other operationé/i
ing broadcast or multicast messages. Not only does sinadtemn



transmission make the message exchange faster, it alssdaich
exchanges to be reliable.

To demonstrate that the complexity in implementing thigrfor
of multiuser communication is indeed tractable, we impletae
the protocol in a prototype hardware platform. Using FPGAdoh
Software Defined Radios (SDR) we demonstrate the abilityeto d
tect multiple tone transmissions using Fourier transfonchenergy
detection. The contributions of this paper are:

e \We describe the practical constraints on using simultasieou
communication for a wireless mesh network.

3. SMART ACKNOWLEDGMENTS

In this paper, we focus on speediggpup communicatiomising
simultaneous transmission and receptiolhere are many types
of group communications, the most common of which is brositdca
or multicast. Conventional infrastructure wireless nekgde.g, a
standard WiFi network) usually only use broadcast packatans-
late wired broadcasts into wireless packets. The standa2dl8
physical layer doesn’t provide a method for determininghfead-
cast was delivered; thus such broadcasts are typicallgrrdted
at the lowest modulation rate (in an effort to increase thiab#-
ity of reception). Since broadcast messages are excharigealitv

e We describe how simultaneous reception can be used to acknowledgment control frames, there is a limited scopettfer

greatly improve protocol performance.

e We demonstrate the practicality of the system using a Soft-
ware Defined Radio implementation of our protocol.

The rest of the paper is organized as follows. Seclidn §2gesv
some background theory on OFDM signal structure and itsioala
to Fourier transform. Sectiolll83 explains the protocol fiamality
and its efficiency. Sectior[B4 describes the robustnessegbri-
tocol. In section B5 we present the challenges and issuek/at/
in implementing the protocol using SDRs. This is followedtbg
actual hardware implementation and design aspects irosegii.
To evaluate the hardware and the protocol performance veepre
a set of experiments in sectioll§7. The results from the éxper
ments have been analyzed [d 88. To demonstrate the usefudhes
this physical layer protocol to higher layer protocols wegamt a
few applications in[§1I0. Prior work related to this paper hasn
investigated in sectior &lL1. Finally we conclude the papdR.

2. OFDM AND FOURIER TRANSFORM

Orthogonal Frequency Division Multiplexing (OFDM)I[6] is a
special type of Multicarrier Modulation (MCM), where thetda
stream is divided into several bit streams and the modulstied
carriers are spaced closely, although overlapping in sunarmer
that they do not interfere with each other. Using the Fourrans-
form and its inverse, the signal is efficiently convertednfrthe
time domain to the frequency domain and vice versa. Evergtinou
the technology is prevalent for approximately 20 years, stad-

dards like 802.11a/g and 802.16 have embraced OFDM/OFDMA

modulation techniques, we have not found any intelligeet ofs
the technology other than simply using it as a medium of trass
sion at higher data rates.

source or the access point (AP) to reliably ensure the riexept
the message at the host nodes.

In “ad hoc” networks, broadcast messages are used for many pu
poses. Typical applications include host discovery, netwaain-
tenance, route discovery, etc. For example, wireless pottsuch
as AODV [18] periodically broadcast a routing table to “rteig
boring nodes” (meaning those that can hear the message)esNod
also periodically transmit “hello” messages to determineodes
are still reachable. These messages are typically “uriicass-
sages, because there is no way to safely determine if thbgea
received.

Reliable broadcast messages, “hello” link maintenancesages
and many other communications share a common pattern: a mes-
sage is sent and one or more nodes should “vote” on the trans-
mitted message. For reliable broadcasts, the vote is aroatkn
edgment that “I have received and can decode the message”. If
a node has not received the message, the sender would neitrans
it. Link maintenance messages are almost identical, extet
if a formerly “adjacent” node does not receive the messdgs, i
removed from the node neighbors table (with no retransomgsi
Many other protocols, such as voting protocols, can map ima s
lar query followed by a yes/no decision from other nodes.

Some of these protocols concerning a single network “lird/en
an analogous extension to a “network” counterpart. For exam
ple, there is considerable work on providing reliable nekawide
support for broadcast packets in wireless networks, asasetlis-
tributed leader election.

3.1 SMACK - Reliable Link Layer Broad-
casts

For any reliable broadcast mechanism to be reliable, thewss m

The fact that the component sinusoids of an OFDM signal can be P€ @ clearly defined set of nodes in the network; Fi§rg 1(@ysh

easily aggregated to form time domain signals as ifileq. 1 emo

us to use any part of the spectrum by suitably selecting teetsgd

coefficients x(k).
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Here, X (n) is the value of the signal at time n which is composed
of frequencies denoted Wrkn/N, k is the index of frequency
over N spectral components that divides the available batibdw
with equal spacing and(k) gives the value of the spectrum/et’
frequency.

This leads to the notion of non-contiguous OFDM (NC-OFDM)
which can degenerate to even a single frequendgroe A Fourier
transform of such an NC-OFDM signal reveals the spectraiggne
and can be detected using fairly simple methods.

The simplicity of OFDM and ease of implementation of such a
system has led us to innovate the newer protocols and signali
methods described in the this paper.

a single access point and multiple clients. Each client $ggasd

a unique “membership number”. For our implementation weshav
chosen the OFDM based physical layergo2.11a/g as the under-
lying signaling method. Figufe I{b) shows a schematictilat®on

of the properties of the OFDM waveform that are needed. Argive
bandwidth, such as the 2.4Ghz band used by 802.11g, is sdédiv
into a number oBubcarriersaround a center frequency; that center
frequency is the “channel” to which an 802.11 radio is set.

In 802.11g, 53 subcarriers remain for data modulation.
mally, a single transmitter modulates all subcarriers todsieigh
bandwidth data. In our protocol, since we only need to transm
a “yes” or “no”, we assign subcarriers to individual nodes,ila
lustrated in Figur¢_I(b); different clients are assignedcamrier
bins labeled ag.1, fc2,- - ., fen Wheren depends on the number
of users and the number of subcarriers available. The ootraiy
of individual subcarriers allows us to use each of them as-sep
rate data carriers for different hosts. Using multicammadulation
techniques allows the AP to receive ACKs from a greater num-
ber of clients in the shortest possible time, dramaticaiyucing

Nor-
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Figure 1: Schematic illustration of ACKs using OFDM

the time to gather reliable acknowledgments for broadcagte
use the physical layer to combine the responses from therelift
nodes. Upon receiving a successful broadcast messagelfeofvirt
the clients use their pre-defined subcarriers to transiiit as an
ACK.

To summarize, the protocol has the following steps:

1.
unique “membership id”, which is a small integer.

specifications fog02.11a/g.

message (if possible).

. If a client successfully decodes the message, the chent t
uses the single orthogonal subcarrier specified by the mem-
bership identifier to indicate it has received and decoded th
message

. The AP receives the composite time domain signahlbf
OFDM subcarriers and performs an FFT to obtain the fre-
guency domain representation of the signal. After perform-
ing demodulation the individual acknowledgments can be re-
covered. A one in the!" bit position can be mapped as an
ACK from one of the N (number of subcarriers) clients.

Due to the conversion between the time domain and frequency
domain, relatively tight timing synchronization is needed the
composite additive signal to be decoded at the AP — in othedsyo
all the responding stations must transmit at about the samee t
however, that time synchronization is provided by the beaatl
message itself as explained [0-85.2.

To understand how much more efficient itis to use physicaray
signaling, consider the costs of transmitting a messagaybie

802.11g PHY that is the basis for our extension. A normal mes-
sage requires 280us preamble to be transmitted and then, at best
assuming thé4 M bps modulation rate, each8 x 6 bits takes one
OFDM symbol time {us) to transmit. Thus, a 64 byte message,
which can't actually even contain the Ethernet addressassian-
dard 802.11g packet would take at le2@H- 4 x 3 or 32useconds.
After a 16pus “SIFS” period for a20M H z channel [[1B], clients
would normally respond using a similar message format. ;Taus
single response to a standard 802.11g packet would takbeanot
~ (32 + 16) = 48us.

By comparison, using physical layer signalB@clients can pro-
vide a single bit of information within two OFDM symbol peds,
or a total of8us (as detailed in[85]2), or one-sixth the time for a
singlestation to respond using standard messages. This means that
using the proposed protocol, the time needed for a singt®sta
will be reduced by about an order of magnitude; when the num-
ber of potential respondents increases, that time is redogéwo
orders of magnitude.

3.2 Extending Link Layer Broadcasts

As Figure[I(d) makes clear, we have mainly worried about pro-
viding a reliable broadcast for a “single hop” wireless nati
We'd still like to have reliable broadcasts in multi-hop &less net-
works. Such protocols usually use link layer flooding whicteo
requires re-broadcast and leads to a common phenomened aall
broadcast stornjd8]. This problem is especially elevated by the
lack of ACKs — without an acknowledgment, it's unclear which
nodes have received messages. ACK-based broadcast sadhammes
degenerate the broadcast mechanism into multiple uniocastni-
nication increases network overhead and latency. Giveliable
ACK as a basic operation, we can obviously improve on scalabl
broadcast algorithm$_[25,122]. More importantly, we can tise
time of arrivalinformation available at the physical layer to further
improve the performance of reliable network broadcasts skidsv
how to do this in EID.

When nodes join the network, the AP assigns each node a4, ROBUSTNESS OF SMACK

. An AP sends the broadcast message using conventional PHY4'1 AgamSt Varylng Slgnal Power

The reliable broadcast acknowledgment scheme descrit&dl in
typically caters to a network of directly reachable nodelse $ig-

. On receiving the broadcast message all clients decode thena| power from these clients may vary widely. Setting a singl

threshold for all these clients would be difficult if the rexesl sig-
nal power of each of the subcarriers at the AP vary in a broagiera
Hence, we propose to adjust the transmission power of tams-tr
mitters/clients such that the received power of the subsarfrom
different clients at the AP are comparable and within tdd&dim-
its, ensuring that the weaker signal does not get lost dugetbigh
power of the stronger signal. The dynamic transmit poweustedj
ment of the clients can be decided based on existing chasnel a
sessment techniques as done in CDMA [1]. The calibratiomef t
transmit power control mechanism based on the channel womdi
is kept as future work. In this way, we can set a single thresho
to detect all the clients in the network, as the received pafithe
individual subcarriers become similar after adaptive poveatrol.
To detect the farthest client, we need to detect its signas. aw
gue that the weakest client’s signal at the AP is not onlyaatse,
but also decodable if a packet is transmitted. Otherwisenabr
802.11 communication with that client will not have beengible.

In case our proposed protocol fails to detect acknowledgfinem
the weakest client, the fallback mechanism to retransntitabpar-
ticular client will ensure reliable delivery of the broadtamessage
to the client.
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4.2 Against Interference

A significant contributor that might cause the protocol tgrdele
are spurious or burst noise in 2.4 GHz ISM band, e.g., Zigbee,
Bluetooth devices, microwave oven and interference frodaém
terminals.

In order to address such scenarios we present a fallback-mech
anism of the protocol which involves upper layer interventin
order to make the protocol robust and reliable in presencpufi-
ous interference. Figufd 2 shows the possible states of theqol
and the decision making mechanism at the AP. We start by dgfini
the causeandeffectof the protocol’s decision brancauserefers
tothe intended responses of the stations/cliantdeffectis defined
asthe response of the stations/clients as detected by th&4iR
the cause and the effect can have two possible binary states -
or False. Based on all possible combinations of cause aact &t
address the error correcting mechanisms or a fallback mdetho

BranchesTrue/Trueand False/False- These two branches ex-
hibit error free functioning of the protocol. If the interdl@nd
actual responses match then no error correction is required

Branch True/False- This decision branch can be attributed to
instantaneous channel noise between the AP and statios.efhi
ror can occur in two ways: either the station did not recehe t
broadcast message or the ACK is attenuated at the AP andHails
threshold test. We refer to the second phenomenon, whestahe
tion transmits the tone but the AP does not recognize it, Eelse
Negative It is possible that a receiver may simply not hear the
query and fail to respond. As with any protocol that assurhes t
absence of response to be meaningful, some higher levebheth
is needed to insure that such a decision is appropriate ottiba
protocol should be amended to insure that quigitiveresponses
are acted on.

BranchFalse/True- Wideband or Narrowband noise can cause
the threshold test to falsely trigger and we refer this phesmon
as aFalse Positive As described in sectidn 8.2 the signal detec-
tion mechanism operates in a small time windowt pec after the
SIFS period. So if there exists any unwanted narrowbandazdsr
band signal within the FFT window that can be taken care dfién t
following way.

Interference can be of two types - either a narrowband oradsro
band. We refer to any interference less tBan/ H » bandwidth as
narrowband interferencewhich essentially corrupts the intended
spectrum partially. Zigbee, which operates in a 5SMHz baxdttwi
can be one of the potential narrowband interferers. Hiddenihal
clients of another AP using our protocol can also be anototrp
tial narrowband interferer. To reduce the errors introdudee to
narrowband interference, we assign each client multifdeauiers
to transmit ACKs. This mechanism will allow the AP to detect a

false positive by employing a simpédl or nothingdecision metric.

If the AP fails to detect energy in all of the subcarriers gqissd to a
client, it is regarded as a false positive. Assigning midtiandom
subcarriersSM Hz apart will ensure robustness against interfer-
ence from Zigbee nodes. Also, we argue that there exist emot
possibilities where a hidden terminal client of another ARPour
protocol is assigned the exact same combination of sulecarais
one of the intended clients of our AP and respond in the exsues
time slot of our FFT window for detection. Hence, we ignoris th
problem in this paper.

We refer to any unwanted signal of equal to or more than
20M H z bandwidth asvideband interferengewvhich causes false
positives in the detection mechanism at the AP. For a loregli
wideband interference we can eliminate the chances of fiitee-
tion by performing FFT immediately before and after the pcot
window of (8usec + 2usec) = 10usec as in Figurd¥ — if sig-
nals are detected prior to or following the intended trassion
time, the likely source of those signals would be long-tenisa or
interference. To detect errors due to wideband interfererficu-
ration less tharlOusec, we keep two subcarriers-20 and —20)
unassigned to any client. Energy in any of these two sulzgarri
will detect the presence of a wideband interference. In $his
nario, a rebroadcast after carrier sensing can efficiewtlyesthe
problem. However, if the wideband interference is very sheed
in the order ofnsec (as in UWB), it will not affect the FFT results
as the sampling frequency of our systenidssnsec which is more
than the pulse width.

5. SYSTEM PARAMETERS

Normal wireless communication is a point-to-multi-poinbp
cess involving a single transmitter and one or more recgivauir
design inverts that assumption. There are some importaait ch
lenges in implementing such a protocol.

5.1 Threshold

The use of thresholds is very common in signal detection and d
coding. From the basic operation of carrier sensing in CSBA/
to maximum likelihood decoding of baseband modulation tenev
advanced forms of spectrum sensing in cognitive radio envir
ment, all employ some form of threshold testing to extra&brin
mation from the received signal. In this implementation ikze
Fourier analysis, which is efficiently implemented in haade/us-
ing the Fast Fourier Transform (FFT) algorithm. We use thoksb
tests to identify the presence of spectral componer@s i§ a sta-
tion transmitting a tone?).

For a fairly simple signaling mechanism as describedn §3 we
simply need to look at the average signal power to decide on a
threshold. Input signal levels are strictly controlled hytamnatic
gain controllers at the receiver front-ends to preventrasitn of
the analog to digital converters (ADC). The average recesignal
strength (RSS) can be measured usingleq.2, wheheefers to the
received signal samples afdlrefers to averaging filter length.

D—1

> lral®

=0

R(d) @)

Figurel3 shows experimental results from hardware wherekig
energy is averaged ovéR8 samples. As long as the envelope of
the composite waveform is kept constant the average sigeat)g
does not change much and is always above the average noise floo
Thus we argue that this average RSS can be used to deterraine th
threshold level and there is no need to change thresholdioverns



Figure[a] : Average RSS of the received composite ACK signal
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long as the average signal energy is kept fairly constantiligitsle
gain controller.

5.2 Timing Considerations

The effectiveness of using Fourier transform to extractspé
components requires all the subcarriers to be present wfth s
cient energy within the FFT window. In this implementaticd)
we have used 256-point FFT that corresponds to one OFDM sym-
bol (3.2us). Therefore, this window o256 samples should have
all the subcarrier information. Evidently, there is an imopkiming
constraint imposed on the broadcast node. This is furthes-wo
ened due to the near-far effect and the different procegsimger
of the clients nodes causing the tones to reach the AP atetliffe
times. Therefore the broadcast node has to estimate alsurBh
window to successfully receive the ACKs. This time is cated
from, after the last sample transmitted to air interfaceht first
sample of a valid FFT window, which is given by &§. 3.

T Z 2% Tpr'opagation + Trzlatency + Thardware +thlatency (3)

Assuming a typical distance from the AP to the farthest node i
an infrastructure based network to £e300m results in a round
trip delay of abouRus, together with receive-transmit path laten-
cies andR, — T turnaround time for our hardwar@(, iatency +
Thardware + Tt latency) allows us to decide on the correct FFT
window. Given that each OFDM symbol has a durationipk,
we can define #8exible FFT windowwhich compensates for all the
latencies and propagation delays as given ileq.3.

4us

Symbol #1 | Symbol #2 |

Symbol #1 Symbol #2

——
™ FFT Window ™|

Nearest
Node

Farthest
Node

RTT
2us

Flexible FFT Window
Figure 4: FFT timing requirement

Figure [# shows the relative timing diagram and optimum FFT
windows. Given a RTT o2us from the farthest node we start the
FFT window anywhere aftex;.s which gives us enough flexibility
against any unforeseen signal delays. Tilack bar” marks the
optimum FFT window o8.2us or 256 sample wide.

Unlike single user OFDM transmission, strict receiver tigni
synchronization is not required since no demodulation gsiired
despite receiving data from multiple clients — we are singiy
tecting “energy in the channel”. Also, since these are unigjngle
frequency tones, the OFDM subcarriers are transmittecowithny
PLCP header or any identifiers like pilot tones which savesiba

Figure 5: Nallatech boards with radios and antennas

width and makes detection faster at the AP. This makes inglem
tation fairly simple and straightforward, and the techeicinould
be able to be implemented on commodity 802.11 hardware.

5.3 Frequency offset and Doppler shift

The composite baseband received signal can be repressnted b

N—-1
r(n) = z A;el?mFitdfotdfa; )nTs (4)

=0

where A, fi,0 fo, 0 fa, are respectively the resultant amplitude,
subcarrier frequency, frequency offset during down-cosiea at
the receiver and the Doppler shift for tifé subcarrier.

Frequency offset correction is extremely important formak
OFDM based packet transmissions. Any residual frequeramy fr
the down-conversion stage may cause a significant changeda m
ulation level, which makes it impossible to decode (demal
the signal.

This is precisely the reason why wie notdemodulate the sig-
nal — we simply look for power in the subcarriare(, a “tone”).
Since we are not worried about modulation levels, any offs&e-
quency will not affect the FFT results. Thus we argue thatesin
the subcarrier spacing for our implementatior312.5K H z, car-
rier frequency offsets, which is typically in tens of KHz ftire
radios used in our experiments, will not cause subcarr@shift
frequency bins.

Doppler spread is the maximum frequency shift between the
transmitter and the receiver caused by their relative matioby
any scatterer in the environment. Doppler shift is given @&

ofe

C

fm = ®)

where f,,, is the maximum frequency shift of the signal trans-
mitted at the carrier frequency g¢t, with a relative velocity ofv
between the transmitter and the receivelheing the velocity of
light. Using edb, for a object moving &km /hr which is a typ-
ical human walking speed we have a maximum Doppler shift of
approximatelyl1H z. Therefore the Doppler shift is not sufficient
to cause spectral leakage onto adjoining subcarriers. sSritee
nodes are highly mobile it is very unlikely that the sinuseit/e-
lope will vary to such an extent to cause the threshold tefdito
Neither will it cause the subcarrier to shift frequency eading to
false detections.

6. IMPLEMENTING SMACK USING SDR

To demonstrate simultaneous reception for reliable aclenigy
ments we implemented a prototype using a SDR platform. The
SDR involves an OFDM transceiver on a Virtex-V FPGA along
with a custom front-end radio as shown in Figlike 5. The design
and implementation has been detailedlinl [11, 9], which dedts
all the signal processing algorithms that have been syizéegmto
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fixed point hardware designs. The platform is capable ofstran
mitting and receiving generic 802.11g as given in physiaget
specification [[1B]. The OFDM transceiver components coasfia
custom radio front-end responsible for up/down convergifinom
the 2.4GHz ISM band and a Xilinx ExtremeDSP development kit
IV manufactured by Nallatech. The ExtremeDSP board indude
either a Virtex IV or a Virtex Il FPGA equipped with a PCI/USB
interface and two sets of A/D and D/A converters. Gain cdngo
also a part of the radio that can be controlled by softwarehen t
host computer.

Transceiver latency plays an important role in our impletaen
tion. Itis required to determine the turnaround time forrbeeiver
at the broadcast node. Usually for any practical transcetbhe
minimum time that is required for the MAC/PHY to receive the
last symbol of a frame at the air interface process the frante a
respond with the first symbol on the air interface of the respo
frame is of great interest. This includes receiver side Peét
processing delay + MAC processing delay + Transmitter side p
cessing delay + PCI transfer delay for both Rx and Tx + Framt-e
radio hardware delay. If we disregard the MAC processingydel
and the PCI transfer delay then we can summarize the foltpwin

1. Receiver side:
Difference between the last symbol received at the air-inter
face to last bit transferred to host = 14.8&c.

2. Transmitter side:
Difference between the FIFO read signal to the first analog
sample out from the DAC = 11.6@sec.

3. Key note: The FFT/IFFT module consumes the bulk of the
latency = 7.4usec. x 2 (for Tx and Rx) = 14;8ec.

Itis observed that most clock cycles are consumed by thelFFT/
unit and other than that the latency is attributed largelyaous
buffering elements required for proper functioning of thgeatine.

in order to further reduce latency we need to use better ipgxbl
cores with faster cycle times. This is purely a limitatioroof pro-
totyping hardware, and not of the method — any commerciali WiF
chipset is already capable of the processing needed to rineple
our technique.

Glass,Window

D AP Rx Antenna
> Client Tx Antenna
Desk
File Cabinet
== Metal Cubicle Partition
FC Chair

-
doe

3m
Aisle

Figure 7: Floor-map of experimental setup

find that the total time required for an ACK to reach the AP is
(Trp1atency + Ttptatency) = 26.51us. Since ACK transmission
control logic is done in hardware, no MAC processing delay or
PCI/USB data transfer delays are introduced. In order toraec
modate any propagation delays and other eventualities wieefu
add a cushion 0£.49us to the above latency. Thus we trigger
the FFT exactly29.s after the last sample of the broadcast packet
transmitted to air interface. This time difference enstiasall the
ACK tones from client nodes are available with sufficientrgget
the AP to be able to use a simple threshold test to detect them.
The transceiver is operated in the 2.4GHz ISM band with a
20M H = bandwidth in order to co-exist with othe302.11a/g
transmissions. The0M H z spectrum is split into 64 subcarriers

including theOth subcarrier (d.c.). Th@th subcarrier is never used
as it will introduce unwanted DC offset at the receiver whitas
to be removed using suitable algorithms. The output of tlegn
detector is typically it maskof 63 (except the dc subcarrier) sub-
carriers. This 63 bit mask is read by the MAC layer routinegsi
two software addressable registers. The bit mask-far subcarri-
ers are numbered MSB = -32 to LSB = -1 while thee subcarriers
are numbered MSB = 1 to LSB = 33 (which happens to be always
zero as we are using 32 subcarriers). For example, if subcafr
26, -16, -6, +6, +11, +16] are being used to transmit ACKs then
bit mask for the—ve frequencies is given byz2008020 and that of
the +ve frequency iDx4210000. The presence of d” in the bit
mask indicates that subcarrier index is used to transmiA®I.
Thus a reliable and fairly simple detection of acknowledgtrteas
been accomplished using a software defined radio.

7. EXPERIMENTAL SETUP

In this section, we describe our experimental setup andadeth
ology to understand how feasible subcarrier detection ar@sm
is in reality.

For compatibility with existing 802.11 compliant networksir
clients would have to transmit an acknowledgment withinSHeS
period of the broadcast packet to avoid collision with anlyeot
transmissions. However, hidden terminals are not immurthiso
scenario and may cause collision at the client nodes. Hawive
the receiver receives the packet and transmits the tonehtdrees
of collision are very low at the AP. Either a client will trang a
tone due to reception of the broadcast packet, or fail tostrain
tones due to the loss of the broadcast packet. Other nodgganrot
ticipating in the broadcast that are outside the transorsgnge

The receiver side of the broadcast node comprises of an FFT of the AP will back-off after they sense the broadcast sigraas-

engine coupled with the energy detection blocks as showigiré
@ This design can form a part of the standard receiver cHén [
and the mode of operation (depending on if the node is operati
as a client of AP) can be easily selected using software altexr
registers.

As explained in E&I2, triggering the FFT is a key design chal-
lenge. Given our hardware design and its inherent lateneies

mitted by the AP due to normal carrier sense mechanisms., Thus
coexistence with existing 802.11 networks will not be a peobif
stations transmit tones within the SIFS period. The 2.4Gétxdb

is also shared by 802.15 Zigbee nodes as well, but they usisim
CSMAJ/CA sensing mechanism before transmission, whichemil
sure successful coexistence with our network. Any protosaig

a carrier sense media access will similarly be compatible.



Our prototype system, as described [ 86, cannot transmit th
tone within the SIFS period. Hence, setting up experimentbe
presence of other 802.11 networks would induce erronecustse
in our protocol evaluation. So, we have used84G Hz as the
carrier frequency for our experiments. Closest to the IEBE BL
channelll (2.462GHz), this band of20M H z is free from any
transmissions generated by WiFi cards, but has very siitgya-
gation properties to those used by the 802.11 network. Tas-c
nel is also affected by microwave ovens, and other spuriGumst
missions generated by different electrical devices (aloich oc-
curred during our prototype evaluation).

Figure shows a floor-plan of our indoor setup, wittione
transmitters and receiver/detector. The distances between the
transmitters and the receiver in our testbed can be exterzet!
experiments with longer distances and more number of nasles r
main as future work.

8. RESULTS

To maximally utilize7 available radios, we decided to show the
performance of our protocol in two steps. The first set of expe
ments demonstrate the efficiency of the subcarrier deteatiech-
anism, as described ii.88.1. The second set of experimemtsrde
strate actual transmission of a broadcast packet, folldwetbne
transmission from two nodes on successful reception ofdwast
packet, as detailed il €8.2. We used 3 Nallatech Virtex IV PCI
boards as3 client nodes or the tone transmitters. The rest of the
4 boards were Nallatech Virtex Il boards equipped with a USB i
terface. Each of thé clients were set in transmit mode, equipped
with one radio and a transmitter antenna, continuouslystra
ting tones in a pre-assigned subcarrier. The detector rsietup
in receive mode and repeatedly triggers the detection nmészina
to realize the performance of the energy detection scherheeeT
of the client nodes were iline-of-sight(LOS) of the detector an-
tenna, and the rest were purposefully positioneddm-line-of-
sightnLOS to introduce sufficient signal distortion. The maximum
distance between the transmitter and the receiver anteasap+
proximately 5m. Antennas were placed at a height of approxi-
mately2m from ground level. All the results shown in Figliid3] 10,
[0 andIP are averaged over five individual experiments fereit
times of the day, each experiment was performed 10,000 times
detect the tones. This is done to show the robustness of the-de
tion mechanism in presence of ambient noise.

It is to be noted that since we are performing signal proogssi
at baseband using digitized samples, units of various petes
are not important because they are represented using foiat-p
precision once converted from the analog domain. For baseba
processing, absolute values as quantized by the ADC arefamo
and not the true measured values in units of current or veltéige
actual values in units of current or voltage will depend anrthm-
ber representation in the design and the dynamic range #fi@s
and other electrical components prior to the ADC. Thereforth-
out loss of generality and integrity, the units of all ourightes are
to be interpreted as absolute values.

8.1 Efficiency of Tone Detection

In this section, we determine the performance of our prdfoco
which is based on tone detection in different subcarriangially,
we aim to show the variation of signal in both time and freqyen
domain and how the variation affects the selection of trolesh
Then, we have chosen three different setups to analyze fibet ef
of spectral leakage around the desired subcarriers. Inriexpet
1, evenly spaced subcarriers have been assigned to minimyze a
spectral leakage. In experime®t every alternate subcarrier has

been chosen to detect the effect of spectral leakage in theme-
diate unassigned subcarriers. Experimgiias been designed to
assign contiguous subcarriers for transmission, suchsettral
leak may affect detection at the two extremities of the setuti-
carriers.

8.1.1 Threshold Selection

To demonstrate the variability of the spectrum over time and
its effect on detection percentage, we collected spectrata ith
the same indoor setup as shown in Figllre 7. The receiver gath-
ered204.8us of signal, which indicates data féd successive FFT
computations, each of duratich2us. In this way, we collected
the composite signal at three different times of the dayylties
in (64 x 3) = 192 FFT computations. Figufd 8 shows the vari-
ation of spectrum energy in both frequency and time. Theee ar
three regions of signal in time ([1-64], [65-128] and [1292)), all
plotted sequentially. Since coherence time of the chamneidre
than 64 FFT computations, we do not notice any major change
in signal power within a single region. However, individsaib-
carriers undergo fading at different times of the day, as vogen
from the region of [1-64] FFT computations to the region &6
128] computations. Figufé 8 also shows that there is a cerafite
amount of variation from-47.93d Bm to —57.26d Bm, in signal
power among different subcarriers at the same FFT computati
time. However, these variations are not enough to createldqm
in selecting a single threshold;65dBm as shown in the figure.
Although individual subcarriers undergo attenuation diree the
average signal energy envelope remains almost constaisthdlps
us in maintaining a steady threshold for tone detection.

8.1.2 Experiment #1 - Evenly Spaced Subcarriers

In order to benchmark our system performance we used an Ag-
ilent 89600S Vector Signal Analyzer (VSA) to compute thecspe
tral components while we present our computation using B@A
based FFT engine. For this experiment we have chosen sidrsarr
[—26, —16, —6, +6, +11, +16] which are widely spaced not to
interfere with each other. Figufe 9(a) gnd P(b) shows théasiity
in the FFT computations by the VSA and our hardware. How-
ever it is to be noted that although the measurements aredpac
in time and have different subcarrier amplitudes, they jpl®the
same spectral components which have been seen to be consiste
over prolonged duration of time. FigJre g(c) shows high céte
percentage at lower thresholds, while the percentage ettien
of heavily attenuated subcarrigrl1 reduces only2% at the maxi-
mum threshold. We notice that the threshold can be easilgezho
from a broad range af to 10.

8.1.3 Experiment #2 - Closely Spaced Subcarriers

Subcarriers |6, +8, +10, +12, +14, +16] have been used to
demonstrate the effect of spectral leakage of detectiorepéage.
Again, Figur¢I0(@) arfd I0{b) shows identical spectral ammepts.

A drop in detection percentage for subcarriet4 at threshold8

can be attributed to instantaneous deep fading during tlzeune-
ment phase. Figufe_I0]d) shows that even at low threshokls th
number of false positives are low. This really shows thatgne
other subcarriers which forms the noise floor for the threblest

is very low.

8.1.4 Experiment #3 - Contiguous Subcarriers
Transmitting tones on contiguous subcarriers, for exaniple,
+9, +10, +11, +12, +13], is representative of a pathological case.
With results in shown in Figufe TTjc) afhd T](d) we argue thanhe
with contiguous subcarriers there is very limited intebearrier in-
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terference. The detection percentage and false positi@s sim-
ilar trends to that of experiment #1, which shows that evestetin
the most critical case the spectral components are eagiytee
by performing simple Fourier transform.

The detection percentage together with the false positves
false negatives in all three experiments show that with apes-
mental setup and resources, it is not hard to determine amalpt
threshold, which i in this case. Threshold test is applied at the
output of the FFT engine, using the absolute value of the EFT r
sult on a linear scale. The threshold values show in the E[fur
[I3,[11 are scaled and adjusted numbers to suit the outpulsign
levels of our fixed point FFT engine. The important thing tdeno
is how the detection mechanism performs with changing tioies
rather than the actual number in the threshold axis.

8.2 Complete System Performance

To demonstrate the correctness of the detection mechamdm a
the timing requirements mentioned i1_85.2 afil §6 we setupta te
bench using three nodes equipped with our SDRs. One of thresnod
is setup as the broadcaster, transmitting broadcast [zaakezgu-
lar intervals using BPSK 1/2 rate modulation, and perfogrem
FFT to detect subcarrier energy aft&us as described in[83.2.
The other two responder nodes placed at 5m line-of-sight fiee
broadcaster, and are setup to transmit tones at subcatri@rand
—12 respectively. The nodes only transmit the tone if they recei
a broadcast packet correctly.

Figure[T2 shows the overall performance of the completepsetu
We natice that with only two subcarriers, the noise floor ig/ew
and percentage of detection is high. The subcarie?2 has been
transmitted at a higher transmit power than subcariég2. We
notice the effect in our results as well. False Detectiorlsudated
per subcarrier, any false detection in positive frequenhies been
considered to be the outliers caused by subca#rig?, and vice-
versa. Threshol® appears to be a low threshold for subcarrier
—12, with percentage false positive 2f5%. We notice detection
of both the subcarriers- 11 and —13 frequently. Since subcarrier
+12 has a lower energy, we see that at threshiddpercentage
of detection deteriorates. In this scenario, threshold makept
anywhere betwee§i to 10 for optimum results.

Experimental results in this section not only prove that we c
use simple Fourier transform to detect multiple tone trassions
no matter how dense the subcarrier spacing is, but also sew t

implementing such mechanism using reconfigurable radiogetm
the timing constraints is indeed feasible.

9. DISCUSSIONS

In this section, we discuss the robustness of our schemenwto lo
client SNR and SNR variations across clients. In our expenis)
the minimum client SNR is measured to bg65d B and the max-
imum as27.07dB. In networks larger than our testbed, the client
SNRs may be lower and span a wider range. Our conjecture is
that such scenarios can be addressed as follows: althoeghatk-
imum and the minimum SNR values will reduce, the power cdntro
mechanism, as described i0-84.1, should be able to keep tize va
tion within the limits of our current measured SNR range. fies
the fact that the minimum SNR from the weakest client will &ssl
than the minimum shown in our experiments, we argue that if a
modulated packet can be decoded from that client, whichiresju
both amplitude and phase detection, our detection meahamik
be able to detect the existence of energy in that subcattiew-
ever, in low SNR regime, unlike single user OFDM transmissio
our multi-user protocol will have different inter-subdarrinterfer-
ence properties. The effect of such interference in ourogmit
needs to be evaluated by further experiments.

10. BEYOND ACKNOWLEDGMENTS

In this section, we discuss how simultaneous communication
mechanism can be utilized in higher layers to improve varioo-
tocols.

10.1 Reducing Redundant Rebroadcast

We can extend our single hop ACK mechanism further to reduce

redundant rebroadcasts in multihop wireless networks bgpsing

a remote neighbor for the next broadcast in a network-widady
cast. We exploit the physical layer signaling to estimageréfative
distances of the neighbors, by detecting concurrent ACKs ©
near-far effect, the signal from the “near” node arrivesobethat

of the “far” node, as shown in Figukg 4. This can be detectedeat
physical layer using multiple overlapping FFT’s at the Ipegig of
signal reception. Among the set of nodes that respond we €an d
termine which ones are further away (assuming they takestime s
amount of overhead time to start the ACK transmission). We ca
exploit that information and select the farthest node farares-
mission of broadcast, thus building a reliable broadcastogol
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Figure 9: Result of Experiment #1 : Clients transmitting in widely spaced subcarriers - [-26, -16,-6,+6,+11,+16]

in multihop mesh networks with a minimum number of broadcast
packets that mitigates broadcast storm.

10.2 Parallel Polling

Concurrent communication mechanisms can be utilized in
polling nodes whether they have packets to transmit, aneldoas
the polling results, medium access mechanism can be aseetta
The parallel polling mechanism can be used by the APl [21] to
query its clients about their queue length. Based on theoress,
the AP can assign variable slots to the clients for uninfeed
transmission. This mechanism is faster than any otherragplli
mechanisms, which require transmission of a series of padke
all the participating nodes to know the responses.

11. RELATED WORK

This paper presents detection of concurrent transmissioa a
mechanism to acknowledge broadcast/multicast packettgawi
ing broadcast storm and making the broadcasts reliablevare t
important issues that are inter-twined and addressed by me&an
searchers in different ways. To reduce redundant broas]ctt
authors in [[1FF] propose several schemes, namely prohiadilis
counter-based, distance-based, location-based ancerchested
schemes. However, there is no acknowledgment mechanism to
ensure that each of the neighbors have received the mes$age.
ensure reliable broadcast with permanent probabilistiartzs, an

asymptotic bound for achievability of broadcast has beetuded
in [5].

Acknowledgment is an important phenomenon to report whiethe
a message has been successfully received by the intended re-
ceiver. The performance of various response collectingnout,
like polling, TDMA and Group Testing, have been compare@®in [
These protocols require transmission of multiple packetssmit-
ted by different nodes, which are distributed temporallgpmpar-
atively, our protocol collects responses simultaneousigpnfmulti-
ple nodes within a very short period of time without transsita of
any response packets. Demirtesl. [8] proposedolicastto esti-
mate the number of simultaneous responses of a polling bgkehe
ing the RSSI; a collision will increase the received sigredregth.
A variation of similar work has been proposedBiackcast[L0],
where acknowledgment is transmitted without any sourceessd
by multiple nodes at the same time. Results show that witefew
nodes, the ACK is decodable and received signal strengttoepp
imately indicates the number of concurrent transmissioBeth
PollcastandBackcastre incapable of detecting the exact neighbor
who has transmitted the response. We move a step forward from
these mechanisms and not only correctly detect the numtzamef
current transmissions, but also detect the exact neightdtch has
participated in transmitting the acknowledgment.

The increasing popularity of OFDM in current wireless tech-
nologies has convinced us to choose it as the underlying anech
nism of communication. It has been embraced by current wire-
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Figure 10: Result of Experiment #2 : Clients transmitting in closely spaced subcarriers - [+6,+8,+10,+12,+14,+16]

less technologies in IEEE 802.11 WLAN[13] and WiMax][14]. It Simultaneous transmissions can also be detected by thé mult
is also one of the physical layer communication system inHEE user detection scheme in CDMA. To detect CDMA codes trans-
802.22 WRAN [12]. Simultaneous transmission of tones or-sim mitted by the clients, the receiver has to perform corretafor

ply each node transmitting in a single subcarrier, has theesar- all the N clients/codes. The post processing of the signairis
thogonal property, but requires less complexity at theivecgo consuming if an elimination process is used, or extremedguece
detect. OFDM/OFDMA utilizes the bandwidth by transmittiimg consuming if N parallel correlators are used. To avoid caxip}

a set of subcarriers, which requires pilot tones inserteggilar of the problem, researcheis [23] use various heuristic oastho
intervals in frequency domain to capture the channel caeffis obtain a suboptimal solution.

and aid equalization[]7]. To decode a packet transmitted @get Instances of using simultaneous tone transmissions on OFDM
of subcarriers, it is necessary to equalize the receivathbigith subcarriers for higher layer applications are rare. Endaggction

the help of information received from the pilot tones. Ourcine of subcarriers has been utilized by Ronetral. [20] in a leader
nism uses simple energy detection scheme at the receiveowit election protocol to eliminate contenders for channel seoeech-

the hassle of equalization and baseband decoding. anism. Here, authors use orysubcarriers to indicate whether it

OFDMA has also been introduced in cellular network as a si- is contending for the wireless medium. After a few numberasf-c
multaneous communication mechanism, where subcarriggrass  tending slots, a winner is decided which gets access to tiéume
ment [26,[15] considers a set of contiguous subcarriers. - Non However we demonstrate the use of the signaling mechanism to
contiguous OFDMITI9] has mostly been popular in the cogaitiv address a broader array of network problems. We also adifress
radio domain, where a transmitter does not have access tn-a co challenges and scope of implementing such a protocol usitr

tiguous set of subcarriers for transmission due to presehpe- figurable hardware, which is the novelty of this work.

mary users. In this scenario, timing synchronization [2] ae- Spectrum sensing also forms an integral part in the evaiutio
coding the signal is a challenge. Although in our case, tgeadi of cognitive radio based research. Although there are warap-
generated from multiple nodes is a non-contiguous OFDMadjgn  proaches to find spectrum holes, as givenlih [4], we still fhmat t
our protocol only requires energy detection in each of thear the basic operation is a set of threshold tests that ultiyditfer-
riers and hence do not encounter the challenges of nongeanis entiates thegood signals from thebad Although SNR Wall [24]
OFDM communication. remains a problem for simple detection mechanism in cognito-

main, our protocol does not suffer from this effect. In cdigeira-



FFT Output

4
A: Ch1 Spectrum Range: -40 dBm 09l ]
200 }
uvims 2 og g
&
507 ]
2
LinMag < o6 1
[0}
°
£ o5) 1
&
20 S o04f 4
uvrms T
[div 03t 1
[
2 o2r 1
i
0 01 ?ﬁ? 3
Qf;fJ A
" - ; ?l9loey olol?) ?? ?
Center: 2.484 GHz Span: 20 MHz O3 2824201612 8 -4 0 4 8 12 16 20 24 28 32
RBW: 30 kHz SwpTime: 30 mSec Subcarrier Index
(a) FFT result from VSA (b) FFT result from Hardware
Percentage Detection of Individual Subcarriers Percentage of False Detection
S N~ x L <
=] o —*— Percentage of False Positives Al
© -©- Percentage of Average False Negatives & _g
9s ! oD
5 8 T * = I
3 . 83 3
2 o 2
g 8« | =
e & - ge e
14 Subcarriers w g
5 —-— 8 23 F 3z
o =) g oz
] ~ a9 ‘g o g S
T + 10 gs .0 )
* 11 5 Fyg
- 12 o pag P <} g
g | v 13 \x . E
T T T T T S Jo-- « % x| 2
4 6 8 10 12 T T T T T
4 6 8 10 12
Threshold Threshold
(c) Detection percentage (d) False positive and False negatives

Figure 11: Result of Experiment #3 : Clients transmitting in contiguous subcarriers - [+8,+9,+10,+11,+12,+13]
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Figure 12: Complete system performance with one broadcast@and two responders

dios, the secondary user should be able to robustly deteqirés- signal energy is not as low as we notice in cognitive radio @om
ence of a primary user in the vicinity even from hidden posisi and a simple threshold test, as we suggest, can be used tottiete
where the primary user’s signal goes below the ‘SNR Wall’ end  tones.

difficult to be detected by a simple threshold test. In outqeol, Prior works in a similar domain powered by simple imple-
the tones are transmitted by clients of an AP, who are alltwpe- mentable algorithms has led us to explore beyond the boiasdair
neighbors. The signal from those clients are high enoughetren preset methods and innovate new protocols in the domainref wi

packets transmitted by the clients can be decoded at thedAEh& less networks.



12.

CONCLUSION

We've shown that by using, rather than fighting against, thep
erties of the wireless physical media, we can develop rofigst
naling primitives that are both practical and allow inndvatlgo-

rithms. We used a signaling method based on OFDM that is easy

to understand and implement using reconfigurable hardwase.
have also shown that if the signaling mechanism is kept simpl
not only does it makes certain network functions, such aahbiel
broadcasts faster, but can also use simple detection meaham
extract the required information. These primitives cao ks used
to implement higher level group communication and sigrgfiro-
tocols as long as the queries require simple “yes/no” arsvildre
critical insight is that we can combine the results from mpigt
clients using simultaneous reception in an efficient manoeid
higher protocols to perform more efficiently.
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