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Objective
The objective is to create a wireless solution for automotive companies to eliminate the hassle of people being locked out of their car. There is no current commercial solution to solve this problem other than not forgetting to lock oneself out of the car. The solution to this issue is the Wireless Locking System. This system can prevent the issue of someone being locked outside of his or her car and can also provide the service to lock and unlock the car wirelessly without the push of a button.

General Overview
An RFID tag will be placed on the keychain and an RFID reader will be installed in the car. Only when the car is off will the system be activated. When a person leaves the car with the keychain inside, the reader will know that the keychain is still inside the car and the car doors will not lock.  The Wireless Locking System will sound an alarm after a certain amount of time.  If a person leaves the car with the keychain, the car will lock the doors when the keychain is a certain distance away from the car. If the person approaches the car with the keychain, the car doors will unlock at a certain distance from the car.  An example of how the system will work is shown in the flow diagram in Figure 1. To sense that the person is coming in and out of the car, the Wireless Locking System will use a door switch, similar to what you would see in a refrigerator. 
The type of RFID tags chosen for this system is the Battery-Assisted Passive tag as opposed to Active tag. This is due to the power consumption by each tag.  Using a tag that does not require frequent battery changing will be beneficial for this system.  Active tags contain a battery and transmit signals autonomously.  However, Battery-Assisted Passive tags use batteries to power the tag IC but have a significantly higher forward link capability providing better range than the Active tag.  Also, Battery-Assisted Passive tags do not constantly transmit signals which save power. The battery does not power the tag until there is a low threshold voltage meaning that the person is a certain distance away from the reader in the vehicle. 
This wireless solution will effectively downsize the amount of people being locked out of their vehicles as well as be low cost for automotive companies. What if you know that you are going to be going in and out of the car? The RFID reader will have an on/off switch that one can use so that every five seconds the key alarm does not activate. 
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Fig. 1: System Flow Diagram 
System Details

Keychain inside car

The system keeps the doors unlocked when the driver and keychain are inside the car.  The reader receives a signal when the driver leaves the car which originates from a switch device placed on the door.  A driver is signified leaving the car by the door opening and then closing.  The reader will then communicate with the RFID tag to sense that the tag is still inside the car and the system will sound an alarm five seconds later.  The car doors remain unlocked until the driver retrieves the keychain and walks away.  When power in the tag starts to decrease since it is farther away from the reader, the reader will not sound the alarm.
Keychain outside the car

When the driver walks away from the car at a certain distance, the car doors will automatically lock.  The distance is determined by the signal power that is received by the RFID tag from the reader.  As the distance between the tag and reader increases, the power in the tag decreases.  When the power is decreased to a certain level, the tag will send information to the reader to lock the car doors.  

As the driver walks toward the car, the power in the tag increases.  When a certain power level is reached, the tag sends information to the reader to unlock the car doors.

Technical Details 
Battery-Assisted Passive (BAP) RFID Tag
The Battery-Assisted Passive (BAP) RFID tag uses a battery that decreases the tag’s power dependence on the signals sent by the reader. This increases the tag’s range and reliability over passive-only tags. The battery is used to power the circuitry in the tag which enables more functionality.  This allows the system to use complicated security protocols to prevent unwanted listeners to decode information sent by the RFID tag and reader. 
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How RFID tags work
RFID tags consist of an antenna and ASIC (application specific integrated circuit) as shown in Figure 2.  RFID tags work on the inductive coupling principle. (i.e. change in current flow through one wire induces a voltage across the ends of the other wire through electromagnetic induction). The tag receives power for communication through inductive coupling with the reader. The reader's antenna coil generates a strong, high frequency electro-magnetic field, which penetrates the cross-section of the coil area and the area around the coil. A small part of the emitted field penetrates the antenna coil of the RFID tag, which is some distance away from the coil of the reader. An input voltage is then generated in the tag’s antenna coil. This voltage is rectified and serves as the power supply for the tag IC.  A capacitor is connected in parallel with the reader's antenna coil, which when combined with the coil inductance forms a parallel resonant circuit tuned to resonate at the carrier frequency. Very high currents are generated in the antenna coil of the reader by resonance step-up in the parallel resonant circuit, which can be used to generate the required field strengths for the operation of the RFID tag.
The tag also has a resonant circuit tuned to the same carrier frequency to gain maximum power from the signals sent by the reader. Signals from the reader are received at the tag’s antenna and current is formed via inductive coupling.  This current provides power for the RFID tag to send signals back to the reader.  
The RFID tag sends signals back to the reader using a method called backscattering.  Backscattering is the reflection of waves back to the signal source.  As the signals sent by the reader reach the tag’s antenna, a small portion of those signals are reflected back to the reader and modulated by the tag.  This means the tag uses the reader’s carrier signal to send information back to the reader. BAP antennas can backscatter about 90% of received signal energy. Passive labels backscatter only 10-15% of received signal energy [4]. 
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Fig. 3: Equivalent Circuit of an RFID tag.

The antenna impedance is matched to the high impedance state of the chip in order to maximize the collected power.

The RFID IC chip is a nonlinear load whose complex impedance in each state varies with the frequency and the input power.  See Figure 3. The circuit needs certain minimum voltage or power to turn on. This threshold and the impedance dependence on the input power are determined by the details of the chip RF and the power consumption of the specific chip respectively.
To operate, a tag IC needs a source of voltage that is roughly constant in time, of magnitude from 1 to 3 V and capable of supplying a few tens of micro-amps of current. The small tag antenna provides an open-circuit voltage of only about 0.1–0.3 V. Thus the battery supplies the DC current. A battery is the source of DC power to the circuits in the tag, eliminating the need for the tag to continuously draw power from the reader’s RF energy. A battery-powered gain block, interposed between the demodulator and decoder, amplifies the received signal and increases the receiver sensitivity. 
Only -40dBm (100 nW) of received signal is needed for the battery-assisted smart passive tags. Battery assisted passive tags have a significant forward link margin (reader to tag), enabling this extra power to increase operating range to greater than 20 times that of standard passives or operate at lower transmitter power depending on the environment. The margin for the BAP’s reverse link (tag to reader) is very large, at + 61dB. This means that the reader can pick up the backscattered signal at further distances than the signal the tag is able to pick up from the reader antenna. The excess margin in the tag performance can be used to significantly increase the range of the tag.

A transistor in the RFID tag is set to a threshold voltage. This threshold voltage determines when the tag is a certain distance away from the car so that the car can either lock or unlock the doors.  At a point in the electromagnetic field the reader knows where the tag is. As the tag moves away from the reader, this voltage drops until it reaches a minimum where it directs the transistor to turn off. The battery then assists the chip in sending the signal to lock the doors. 
Communication Scheme

The Wireless Locking System uses amplitude-shift-keying (ASK) as the modulation method for the reader and RFID tag to communicate with each other. The reason for using amplitude-shift-keying is its simplicity for modulation in the RFID tag, and therefore uses less circuitry in the tag to produce the ASK signals. This system will use a reader and RFID tag that will operate in the frequency range of 860 – 960 MHz. 

The reader sends information to the RFID tag via ASK modulation and demodulates using synchronous detection.  The RFID tag modulates using load modulation to generate ASK signals. Load modulation is done by using the data signals stored in the RFID tag to switch a MOSFET transistor on and off. This modulates the carrier frequency that is sent by the reader and sends the modulated signal back to the reader using backscattering. 
The coding scheme that will be used to encode information is called pulse-interval-encoding. An example is shown in Figure 4. The reason for using pulse-interval-encoding is to provide constant power to the RFID tag. Pulse-interval-encoding represents logic “1” as a high amplitude with a duration of two time intervals followed by a low amplitude with a duration of one time interval, and logic “0” as a high amplitude with a duration of one time interval followed by a low amplitude with a duration of one time interval. Since logic “0” is represented by low and high amplitude, it consumes power when a series of logic “0”s are modulated. 
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Fig. 4: Pulse-Interval-Encoding [18].
A Half –Duplex communication method is implemented in order for the reader and RFID tag to communicate and not interfere with each other. Half-duplex communication is a communication system that allows two parties to send information to each other but not simultaneously. See Figure 5.  The reader and the RFID tag take turns communicating to each other.   The reader will have a time interval to send information while the RFID tag receives. Then the RFID tag will send information while the reader receives in the next time interval. Since the RFID tag sends low powered signals, using a Half-Duplex communication system will ensure that the RFID signal will be received by the reader. If a Full-Duplex communication system is used where the reader and the RFID tag communicate at the same time (see Figure 5), a problem occurs where the low powered signal sent by the RFID tag cannot be received by the reader. The reason for problem is that the reader is emitting strong electromagnetic waves compared to the signal sent by the RFID tag.  The reader will not notice the information being sent by the RFID tag.
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Fig. 5: Half-duplex (HDX) and Full-duplex (FDX) communication [19].
Security
The wireless communication between the tag and reader could yield security issues by unwanted listeners. One of the common methods of ensuring proper security in the communication of code words between the tag and reader is the pseudo random number generator (PRNG). After careful analysis of various methods of PRNG, the infinite dimension PRNG is chosen because compared to the typical protocols, this method could protect the location privacy and resist the retransmit attack efficiently. 
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Fig. 6: Infinite Dimension Pseudo Random Number Generator [12].
The protocol executes as follows:

(1) The infinite dimension PRNG in the reader generates a random number RR. Then send query with RR to the tag.

(2) The tag generates a random number RT, and calculates the hash function h(IDk*RR*RT*0), where IDk is the tag ID. Then the tag sends the RT and h(IDk*RR*RT*0) to the reader.

(3) The reader transmits the RR, RT and h(IDk*RR*RT*0) to the database.

(4) Database perform a brute-force search of its known IDs, hashing each of them concatenated with RR, RT and 0 until it finds a match. If there is a match, the database calculates h(IDk*RR*RT*1) and sends it to the reader.

(5) The reader transmits the h(IDk*RR*RT*1) to the tag. Then the tag will compare it with its own calculation. If the result matches, the authentication finishes. 
Compared to the typical protocols, the proposed protocol has the following advantages: Firstly, the command of the reader in step 1 and the response of the tag in step 2 are thoroughly unpredictable. This merit could protect the location privacy efficiently.  Secondly, the tag information is not exposed during wireless communication in step 1, 2 and 5. So there will be no information leakage in the protocol. Thirdly, if the attacker eavesdrops on the message in step 2 and retransmits it to the reader, the reader will deny the authentication because the random number RR varies.

Cost Analysis

RFID components needed:

· RFID reader 

· $1,599.35 for an XR450 Fixed RFID Reader which operates in the Ultra High Frequency (UHF) Band of 902-928 MHz. 
· RFID tag

· $372.36 for 30 RFID Motorola (Symbol) RFID Cargo tags which operates in the Ultra High Frequency (UHF) Band of 860-960 MHz. 
Societal Impact and Conclusions

Having this technology will first and foremost eliminate the problem of being locked out of your car, thus resulting in a much easier way for people to keep up with their car keys. This will ultimately save people money from having to break a window or calling a service to unlock their vehicle. Additionally, people will be able to unlock or lock their cars by just walking away or towards their car without pressing a button. This would be an ideal application for everyone, especially for senior citizens and with the ease of use consumers will be more inclined to purchase. 
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Fig. 2: RFID System Overview [6].











